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srovaTivnza

2.1.7 m3fnwmazmsimuenen gliuinsmsassinwviuaziamunalulauazngmaned
Wasuulaniefunmafuinudeys uasiamiund uaudssansnnuazanulasnss doeis
MR931NNN519INTTUMTONTHOULNATBYATTIIINNABNAIWESH UT N seaulatmsuTulsawnsns
anudaendoifisifuuazdneusuninnuluFesnnnasnedoya

2.1.8 Ansouaziousou fliuinsmsiisindeuasfeadsuisniunafvinundoya wazy
Tiusn1sesnouauasierifesSoumailiifian dedis fldvinmansannsafindedluinissi
Fosmefiszyly 1wy weslnsdwiviediua

2.1.9 msusulssaznsusuuile gliusnisesusulgmagdmeaulevienaiiusnwndeyaly
Lﬁuiﬂmmgwmml,awé’ﬂmmsﬁﬁﬂﬁauuﬂaq TPRIRN ‘Vi’]ﬂﬁﬂ’]iLﬂgﬂwLUaﬂUﬂgmﬂﬁlﬁLﬁlﬂﬁsﬁaﬂﬁﬂﬂﬁ
Wushedayasasnereuiiames dliuinismsuiulsauleuemungmnell

2.1.10 mvuilusslanazmsweuns gliuinsamsdameteyaioafuulouisnsiiuinwdeya
wagdsnislddeyauniliuinisiaedaiau free1e mamewnsulevienmsiusinwdeyavuivledvesy
iusnsuagludennainislduinis

'
2 =

pdninarima il dudsdididlisnsasuidinmuiiesnuamniuduiuaseudaon sy
Y8970 a35195N19ABUN UMDY 1Agn15UsEE AT NUNZANAUAINABINITUATNYVUIBVBILA AL
anunsniuazesdnsidnutoyameani

sounludawelviuimaivsnudeyaasasmereuiamesiunssuiunsiidfalunisinm
amnuvaendouayruiudiuivesdeyaiiiieadesiugliuing madvuavdninasifialumsifuinw
Toyaasasmeneufinnesinudidyedreunn ieliiulaldindeyaszgninwedavmzauuas

[

Uaende sielulifendninaeinisiuinudeyaasasmensuiamesuesliuinisnail



2.1.11 m3suFuaznisdmiudoya giiusnismisseyindeyassnasnisnauiiunesfeasls uay
Tunsdilafifinaifusnuideyai wu Tuiinuazfuteyansdrdaiuled msfemsinuszuveelad
videteyanisliuinsdus feens {lvuinsesulatszyimmnunasfiuinuvssiansdidaivled
wazmslivinmaiietnguszasdlum il neitarUsulseussavdnmussiulesd

2.1.12 szpzam v gliuinsasssysseznaivoyaaasmsenfiunesazgniiu
$nwn szeznanienauvadutisnaingg dwiuteyedlidulssduasdeyafifimuddyan feg
unsteyasnagniivsnuiduszezinan 30 Suilemsnsiaaeuaudasnss Tuvaziteyamanisiad
o1agniAuinuiiuszernamanetnangmnefifinataduly

2.1.13 MsUszananadeya §liuinisasszyingUszasdvesnisiiusnuideyanazisnis
Ussananadeyatu sudsdidanslunindrfedoya dregna deyanislivimsesulateoragnldluns
UsuuseUszavdamueaiuled uazdliuinsenalddudeyarumeduaiisafulusluduvieteyaiidu
Uszlowl

U

2.1.14 anudaends N13snwiAulaendsresteyadsiasnisaeuianesiiuddfey o

Y

TusmsasiinasnmsiedesiuteyaasnasnimeuiunesannisiiduasnisindeyalUldlaglala
Suaun fied1 NMslinsiisiateyauaznislidusnivedesiunislasnssunsenisueuidnieteya
IF1INNABUN AT

¥

2.1.15 madaweuaznsvieteya fliuinsmsuanideulovnglunsdamedoyauiyanai
a1 Swdensnedeyauiyanaiiarndng feg1e vienesulatdmssryimnlinedoyagndiun
yarafieuuaziulovneDamedeyagninegisdnaulunsdiifesnisiuguliy

2.1.16 nMansaaaukarn1sUiuwiluulouts glauinisaisingguinun1snsvdaulkasnsusu
lyulsuiemaiivinudeyaasammsneniiunesliaenadesiungmnonasdermuniiuasunuadls
fee UiTmansasseuarnsUiuudluuleviensiiuinudeyailefinsiasundastunguuned
Rendios

2.1.17 msieuiikaznsUuuse 4liusn1smisiseusannnisussauanuaimvaiLazlaranain
Tunmsifiunudeya wasimuanndunuussdnsnmuazanuasnds fega ndsarnnislasnssy
vidomsueuithisleyaasamsmeufianesiliuinisesulamsuiuUsanninmsaudasafeouiands
wazdneusuminanluEesulasniodoya

2.1.18 Ansouazdeaou flivinsmsiisandeuarfonseuietunisiivinnideya uasy

Y 1

Tusnsmsnevauewersaassumailiisaiian diegns gldusnsmsanusafasierdliuinisii

Y

mMeBwarsenuunesufnsadlenutyineatunsiiusnydeya



wszswdyaRnoufinnes 2550 uay 2560 Wunpumneiddgluussmalnefiisadosiunisly
Lazmsinnstoyasasvesnenfinmes Tneriulufivsefiuvesnismunuuas Jestumnuisludiy
poufiumed selud Aon1seSursazifeafsatugluvutoyassasidanaianig 4 Aidertesiu
Nz UULR ADUNILADS NIDUAUAIDE1NUBILAAZHITE

2.1.19 mytuiindeyaasnas (Log Data) JUnvuestoyaaTasiigniuiinlfluszuuasufiames

uddlasadayanazsUnuunsuiinteyasia o 1 Text Logs, CSV Logs, JSON Logs kagdu 9

"timestamp": "2023-09-27T14:30:00",
"source ip": "192.168.1.1",
"destination ip": "203.0.113.1",
"protocol": "HTTP",

"request method": "GET",

"requested url": "/example",
"response code": 200

AW 2.1 Feg1sainstuiinteyaasasluguwuuves JSON (Log Data)

2.1.20 51159 at 0395195 (Data Encryption) nsldimadanisidnsiateyariieuntes
ANu§Uresteyansnes JsmmdanslEismsdisiauuuniniauaz msisaluuaNLF (Symmetric
Encryption, Asymmetric Encryption)

2.1.21 M5U35990Ya957195 (Data Packaging) 33nsdnguuuudeyasasifiensdnnisuasnis
detaya $mdenslesUkuUn1sUIIe “luns” (Binary Packaging) kasn15ussLletandny (Text
Packaging)

2.1.21 MINTIAABUANUYNABIYBITYA (Data Integrity) I5N159533d0UANYNADIVRITBYA
95193 tletlasfumsAsundasdoyaiilallisuoua e

2.1.22 msnsivaeunmgndeslnensy (Data Integrity with Hash) [ilensiaaounugnioses
Toya TIuANTIEeAtuLasUUR1e 9 1 SHA-256, MD5

2.1.23 m3damsanuvasnfevesteya (Data Security Management) 11msnnsitldiiiandn
UaonAuvedU03a351395 +¥ U Firewalls, Intrusion Detection Systems (IDS), Intrusion Prevention
Systems (IPS)

2.1.24 Maid1auagAuANANS (Access Control and Authorization) 38n15A2uANNNTIEH
foyaasasuazmslidvsniadnds wu nsléamsiasnu (Password), Access Control Lists (ACLs)

2.1.25 nmaiusnwdeya (Data Retention) Wleunauazanasnslunaiusnydeyadsnas wu

szeznansnudeya, nsavteyadelidndu



2.1.26 NMITBNULALNIINTINEBY (Logging and Auditing) n1stufinteyan1svinauuasnis
TRERUNSITIIYDITTUL IlonsAnA LAz IRTae ULy

2.1.27 M3nauaupironsazida (Incident Response) Msmauauastunsdiiinnisazidaniny
Uaonsievaeloyadsnas SudenssuiunswasunsmMslunisnevaues

fainsufoafirlunsiuinundeyaamasmeeeufiune fagteliglduinmstarusiulalunis

lFusmsuazazyisSuleussansnmuazanudasnievassruulusserenime. aAnudilawas Uy

o w o [

muvdninaeiia il udsdragdnsuliuinsndesnissnwvanudsduresgndnaz Ui dinig

U U Y

v

nguanenetoslunisiivsnwdeya

! 1'% Y

2.2 wszsvUnyelf 13eeAuATRItayadiuYAAa

bl

'
=Y

Wiz yaR Seduasestoyadiuyana (PDPA) Wunguunefiadsuiisundesninuiu

o

druiazauUaenievestayadiuyAnaveuARaNgIveY NSALATEIUBLAGILYARRI AL LAY

v

novangneIANAnUmNUTEINA Lnlinannisiagiadend

[

yidwlvgveangmneduasesteya
dhuynnaiogiil

2.2.1 msdusesendudini ngminedunsesteyaduynnaimusliyanadideyaiisites
dodlinruusenlunssusasnrunduduianeuiiteyaargnifusunu nisfusesemuudiudail
annsadunsugendaudmionsbusendifiisatecile et msafrauuuresunisameidoud
wdpsiusasnududsanngldneuiiteyadiuynnavesminiuiazgniuiin

2.2.2 mavfiuuaynsUszinanateya ngrneduasesteyadiuyanaimuang seidouiai
nsifvuazdszananadoyadiuyana sudsnnudndulunsfudeyaluszeznaniisudukazaiy
udulunisdszananatoyaognegneies fegn UiEndewssianateyanistissiuvesgnilignsies
Wiednwanudeto

2.2.3 Avdveadtvesdoya nyvaneduasesteyadiuyaraneudnsuiyanaiteyaiioatesly
N5k wily wazauteyadiuyanavesny wavdanslunsfeasvuniedjiasnisussuianadoya
fegha yanaiteyaiieadesiianslunsveliuisnauteyadiuynnateaminiuiesnainsyuy

2.2.4 pruvaensdedeya nvuneduasasdoyadiuyanaimunnuUasniedoyanazng
Josdudayaainnisiinds n1svitane wsenisgamelaslulasueunin daeg1e nsldmaluladnis
\ihsviadeyaifientesdeyaduyanaigniiuliluszuy

2.2.5 NMILIAADUKALNITINBNUNITVINANNUADAT BT YA NYNUILANATOIOYAAINYAAR

v o a o

Jerulusgnuddinsuilelinisvinaudasadetayawasseaumanisainena it undie nun



Aerdosneluszoznandiiiun feg visniewddigndmauiledinsazifinnuuasnseteya
duyarauar BTN it IFTUnhsuauALUaenste

2.2.6 ANUADAAR BINUNHNUIE NOUUIEA UATEIT By aduyAnan1nualiy liu3nisilu
iuiiaveulunmsduiunsmungrnefuasesteyadiuyanaiiisados fegs nsUszinanateya
druyaranudefmunvesddmaniengmineaunsesteyadiuyanalulszimadidesu joanim
nuue

2.2.7 msfasanizesnmaNysailazUsIAndeina nyvsedunsesteyadiuyanataduls
Jlstuinisiiansuns ssmnuanysaluazUseandodnnavesdeyadiuyanaditiendes fee1a n1s
UsuUssulsuemsifuinudeyaifielvinrmanysaluasusanndernalumslideya

2.2.8 @0AARBINUAIUABINITVRIEIIUTNIT N1IANATEITDYAAINUAAAILABIHDAARBINUAIY
dosmsuazulonievesiliuinmsuazfosiuusesuaiiaveilofinsiudsundas fegi msdfuus
ulsnemuidududauiesuderimunlmivieonsiiusnudeyamuniudeans

2.2.9 msdamsteyadiuynnavesyanaiideyaiisaies nquneduasestoyaduyanatisduls
Jvuinisiansteyadiuyanavesynnatideyaifodedludnuuriiiinzaunazasade fegs ns
Fafunazmsautoyaduyaranumuevesyanaditeyaiieitos

2.2.10 ANUYAELaENITENT ngvineduasestayadiuyanaaaeRulagIiuInsune

'
aaa a

yaraiteyaifsateddunsdifinsazifinaandudiudiavesmaniun wazanunsoszydennadszning
yanafiteyaiisiteuarifliuinng deg1e msvawegniiideyadiuyanavesaniuigninaislag
Llasuaugym

2.2.11 M3 lukazsasiiia nuaneduasestayadinyanainisimualnuiazn1saziiie
dvuglinmsiilidufoRnungrnedunsesteyadiuynna feegs msUsvananatoyaduyanalag
lail#3uanuBugenanyanaideyaiieidos

Matungmneduasestoyadiuyarafuedosdioddnlunsuntesnnuudiuiuaza
Uaonfvvestoyadiuyana warnsufdinungunediinansenusessdnsuazyanaiitoyaioadasly
dnvaigiidrfy mnliujiRnungmneduasesteyadiuyanasiaiinaaziiia nsilesies uazaa
\Fovnesegsnauaziaidssetesdns nisideulmlusnuanududiudiuazanudasadodeyadiu
varaeg Al iulddmaliiinsusudsuasnisdunnangruneduasesdayadiuuanalunaly

Uszmeilan
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2.3 szuumatdoya
szuumsthiddoya (Data Import System) Luszuuiignesnuuuiiielsianusatiididoyaain
unaseing q ihgszuuaesiimessogudeyaiieUssananionsifvdeyalusuuvuiiduusslon
i Foyagnén, Teyanisdedudn, doyamehganssunisdu Wudu
nannsvesszuumsthidrdeyatnaziunisinuanugndesazanuasudiuvesdoyaign
i ielideyailldtinuninuasindotio uonnidimufnisuudsusuuuudeyavidonisudas
Foyalieglusuuuuimnzandmiunmahluldny

N19¥119UVBTE VUL NS UAUIENTEUIUNTTNTIIFR UL DY a1 9101 YU N137TI3a0Y

ndsanituszuvagdnduninideyaidigszou Tnsdnasiinszuiunisuuasteoya (Data
Transformation) #3on15vANuazendeya (Data Cleansing) vnteyafitndflsunuudilsivanzay
viseildoyaiilsignies

uaﬂmﬂﬁé’aﬁﬂszmumﬁmiﬂ’uﬁﬂ%ga (Data Logging) Lﬁaﬁ’uﬁﬂ%’agamiﬁwL%’ﬁLﬁalﬁawmwsa
Annulsindeyalmugninduazilelns

onfhegsvesnteiifetes

2.3.1 pyn@euANugnasestoya szuunTaaeuifeyaitiiiflasiaiauaz suuuugnies

visoll uaznIvdeUAIATUIILYBITaYAn LTIt mUa

2.3.2 msuvasgunuudoya (Data Transformation) d1imnusesnislsideyasgluguuuud
wAnsig sEUUIsTMTRUasgUiuutayalivingay

2.3.3 msvhanuazaindeya (Data Cleansing) nszuiun1snsnaeunaruiludeyaiilignees
visoliauysal 1wy msautesinailidniu wiensudlvguuuuiiligndes

2.3.4 mstuiinteya (Data Logging) tufinteyanstiduileiutiufinsyiiuaznisnsivaey
TUsunsunsieu

2.3.5 msdafiuteya (Data Storage) Toyaiindrazgnimfvluszuuguteyavielaseatis
Toyaimnzausenislinusely

TAsansudeszuunshasng q aansalfinaluladuasiaiosdiefivannvaneifioad1aszuunis
vithdeyaiinevaussnmanudeinisveslasinsviessiailinuey fMetsvenaiosdeliluns

ﬁWLSﬁjﬂ%’auualﬁLLﬁ Apache NiFi, Talend, Microsoft SQL Server Integration Services (SSIS) ez Pentaho
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¥

Data Integration (Kettle) 1 usfu usiazin3 eadodfinnuaiunsanaznuaudinunnsatuniuniy
ABINNIVRIATINTUAZE LT ULsaY Y

szuumsidndeyaidanada (Technical Data Import System) uszuufignesnuuuiiiely
asnsnidndeyannundaing q aduszuueesfumeviogudeyaldosnaiiuaraonds suuil
fivdnmsvhauuazuandindosnsielinsiidhdeyadulusgadiusyavsnin dAednvasiiddny
YossruuNIsi I toyaiBunalia

2.3.6 NMIATIVADUKALNITMEUUBYA (Data Validation and Preparation) A513@0UAINgNREY
wazALaLysaivesteyaiitid uarhnsusuasudeudasteyalmdusuuuuiigndeasvanzas
Auszuuilazind W asaaousunuuvesiid, msuvaseyaidusduvuiigndes (wWu Judilhdu
sULUUTIRBINNS)

2.3.7 msudideya (Data Import) thieyaiinunsmsadeunazmsaisndeyauingssuy
AoNNIMEITTOgIUTBYS WU nsdnddayaru SQL vise AP Tudswgudeya

2.3.8 NIN1IATIVABULALNITUN9 ATy A (Data Encryption and Verification) Tdinatinns
wihsvadieya (Encryption) tileuntlasmuduvesdeyaiigninug uazasivaeumnugniesesdeyaiign
vt wu 14 SSL/TLS ilemaihsiateyaigndswiuedotts uazn1sl#38n1snsaaaeuluy checksum

2.3.9 msvufindeyanisuidn (Data Logging) tiufinteyanisnditen1sdnmunaznis
nyaaeuieyaigniudn wu Tuiindeyanandiidn, fléendvininid, wagnanisiudn

2.3.10 M3dAn15Teya (Data Management) dan1steyatignunitlugduvuiifianuideues
wavannsndndsldine wu msdavihduil (ndexing) teiinarundslunmsdumdena, nmsfmuadvdlu
nsndeteya

2.3.11 mshmnuazaindeya (Data Cleansing) nszuaunsmsisaeuuasuiladoyaiilignses
visoliauysal 1wy mIautesisiilisndu vionsudluguuuuiilignes Wy nsvaeunazudludeyad
fisuuuubigndfeaniedeyaiiviavie

o =i

2.3.12 m3daiudoya (Data Storage) Toyaiitindazgninmiuluszuugiudeyanielasead

Y

o =i

Toyamunzaunenisldausiely wu n1sdavidail (Indexing) WiawfinAuilunsdumdaya, n1s

Y

vunanslunsdleya

2.4 MINTIVFBUANNYNABIYBITDYA
N1395I9A8UAIUYNABIVBITRYA (Data verification) BuduAINYNADIYDITRYATIQNHINTD

Guitniieliiulaindeyadenanasinugliuuiazaaunimiiaiands nszuiunistiludiudrglunis
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fnwnnugndeanazanuidefiovesteyafitunldluszuunsnsadeumnugniesuesdeya (Data
verification) unssurumsfigaiiunsnsvaeuwagyionszuiunmaeing 1 Tuesdns dafunisnmaaou
ANUYNABIVBITBYATlAUE AR e 19NNALINANN1TVRINITATINADUAUYNADIYBITYE (Data
verification) il

2.4.1 anuanysal (Integrity) vestaya MInsadeuanuanysaivosteyadunsyuiunsild
WaindeyaligniudsuudanieidomelusewinamsdsSotuiin Ingldnsnsaaeuramiuauysalivy
msldidadunavdeidauanul (Checksum) teliudlaindoyaligniiliidemelussninansdaniiu
WwSeUIBYFENISAUTIW

2.4.2 AngnABA (Accuracy) ¥esteya mInTadeunNgnAesvestoyaifunszuIunsiida
IfeyansanusUuuuLazioyaiigndes snfeeuty nMImsvdeusULULTeNaTUsEIIF UL
W3oLavlNgfing N15M5I9EUTULUUVIBE, NMINTINEBUANNYNFBIBIARIEY L TG

2.4.3 ANUATUDIU (Completeness) YeUaYa N1IATIVABDUAINATUNIUVDIVOYAMIEAIINT
Toyadedlivimmevidemelilusznitsnssuiumsnsdsdetuiin msnsaeaeuindeyannaiuidniu
dmiumsussinanagnaaisetuiin

2.4.4 muundiedie (Reliability) vostaya nsnsiaaeuaImnindefiovesdoyarunsninuin
foyatuiirnuindeiousziiuvastuiaiundotio wu mansaeuundsiisnvestoya nsnsraaey
Amnsdeleveuvastoyavion T seuIenan By

2.4.5 aAnudunineins (Resourcefulness) vostaya NMInsIvaeuANUdunsneInsvolaya
mngauIteyaaunsainluldeuldegaivsednsain endreg1au nMInsiaeuinteyaianig
gndeauaziifuszuURlF el

2.4.6 AsUasndie (Security) vostoya MInsaaouAUasniovesteyafiunszuiunsild
WaideyaligniirdadelanilasyaaaiilifisUszasd msnsvaeuszuuanuUasniouasnsidsia
foyadudumilsvosnismssauamnutaesndovesdoya

Fatun1smssapumnugniesesdaya (Data verification) 91nMdnAIAIqNE LN
gnfeEINInTIRaeUANLgNFBwasTeyatyTsuraslnensnTvasularyuassenauvdeingg
fudeyafiszuutudin nMamsaaeunugnisseavidsdodudluszuunisdiesulal wions
pyRasUmNNaLyYsiveteyansdsstoyailelviulaiteyadseuataauysaiavannsadils

N139599AUANYNABILAZANNATUNINVBIT Y AT UNUIME AR luN ST hw iR NLaZAIY

UpiavesloyaluszuulagnszuIun1sing 9 waztigananudedunisdnaulawagnisaidunuyes
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ssAnvizesvuula 9 MAnadesiuteya uarlusmvesfidelsiausluduvesnisnaaeunugnsios
Toyalagliishie uavileidu (Hash function)

Tnguwgyilanidu (Hash Function) wageana3iuway (Hash Algorithm) tduaesaudraalu
ASEUIUNNIATIAAIUEY (Hash Value) aindeyadume (Input Data) Tnefinmifsadesiusgiemnn vy
osunediu 2 duRegUuundsd

wewileridu (Hash Function) wewilaiduidunszuaunsmandamansfisudeyadunauazuvas
fufuausriifouinai (fixed-size) FaFeniiauswmioudusy Ausvfiainstuaziouamiifulai
foyadunmazenils uswilsddulinuaudinddyfeddoyadunsliivdsunuanas Ausviiasatu
wnilowAanane (Deterministic) wazdteyadunaiudsuulasifiosdnfier Ausvazivdsuluegig

UL LAA59EdUNTEUIUNNTAS19ALEYN LS IMaz AN Aleg9vadwavilandundeulawn SHA-256,

SHA-1, MD5 tJudiu 1en15viaueeanIsitinsiansaway (Hash) sanini 2.2

Input Digest
cryptographic
DFCD 3454 BBEA 788A 751
Fox o hash » 696C 24D9 7009 CA99 2D1¢
function
The red fox cryptographic
: 0086 46BB FB7D CBE2 823C
jumps over ; hash » ACC7 6CD1 90B1 EEGE 3ABC
the blue dog function
Lhni r:‘i:‘;’; cryp?grhaph'c 8FD8 7558 7851 4F32 DIC6
jump el 76B1 7949 ODA4 AEFE 4819
the blue dog function
Lh; rseoé:‘\’l’; crypﬁog';]aph'c FCD3 7FDB 5AF2 C6FF 915F
jump =l D401 COA9 7D9L 46AF FB45
the blue dog function
Lhn‘: rse(i:‘:x Cryp?grhaph'c 8ACA D682 D588 4C75 4BF4
jump i 1799 7D88 BCF8 92B9 6A6C
the blue dog function

AN 2.2 F19819999nN5kUaAwet (Hash) LUasau

Fano37NLEY (Hash Algorithm) 8ano37NuavAsdunoULazIoN1TNIEIUAITAIUIUAILEYRIN

Toyadunm danesNuayTUToyaduNALaEYIVIaNENTEUIUNTNIANAAMEANTHIG o 1Neas19A1LEY
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[ 1

ganeinuukayAdIslauandRndrdydunIuUaeniuainnisvu (Collision Resistance) @4

<

nnefesnnueintunismdeyadunsaesteyaniinuevmiloutu feg1wesdanesiuweviteuliun

SHA-256 (Felduanilarau SHA-256) uaz SHA-1 (@sldusuitandu SHA-1) Wudu fenmmit 2.3

Input Hash sum

Hash DFCD3454 BBEA788A

Fox — T —P 751A696C 24D97009
CA992D17

The red fox Hash 52EDS879E 70F71D92

runs across —» e tion —» 6EB69570 0SE03CE4
the ice CAB945D3

The red fox Hash 46042841 935C7FB0O

walks across — | ¢ o o0 TP 9158585A BO4AE214
the ice 26EB3CEA

AN 2.3 fMegnSINUYeIganasTiuLey (Hash Algorithm) LUssAu

AOUINITVINUYDILTVTNINTULAL D ANDITNULEY

14 a

2.4.7 Mevirnuvesayilsidu wevilandusudeyadunsle q [@omw, Wid, Toyannvile) 1u

Y 9

M3lAd (argument) wawileiduaziinisulastoyadunmmardiduaueyidvunni (fixed-size) 39

q

Juanswesiaviaziisnys Tennuusviaiurziinnueindonisaensiunduiludeyadunsiiy
wuuflilgsssum Anuddguesariindufonnulasnduwazanusilunsasnsruesy
2.4.8 Msvhnuvesdanesiiuiey sanesiiuusvlugavestunounadamanswagisnisnldly

MsAWINAILEY. dane3Tiuneriudeyadunauarldiunaunsndamansiioudasteyamaiilidue

'
wva

wayslvuinasi danesiuueviauauiand1Ayuainudasaisainnisvu (collision-resistant) @9
¥

mnefannuentunteyadunnaeteyaniauavrilouiy feg19vedanesiuuevty SHA-256

I
v a

TURUN PN ANEASATULDULNDES 19A LY

AINUIINTDTUNYUNINUANDUNTNVDILTVTNINTULAL D ANDSNUWSTUULNL 8nHI88719015 189U
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- mafusiiariu szuvihwmnuvasndsasiusiainuvesldiduduaumudenmianiou
i flerldteusianinuiilerdingszuu ssuvazvinsulassiaruilddeudundudiuey wén
WisuidieufuruesiigniAuly Snssiuuansisiadugnies

- MInsIEeUANNgnFosadlid Tusunsunilnanlidaindumesidnarunsaldusuiile
nyvaoutlilafianilvanunlignudluSedemeszrinanisaneleu Tnsauawvesiidiinnilnansn
wdpansstuAmuariinenuluuvaaiiin

- MInsvaeuAugniestesteyalugiuteya TuszuugudeyaiiAudeyadify Wusede
anA1 s1emsaunn Wudu danesiiuusvaunsaldlunisnsisaeuninugnissvestoya wazdaaiunis
Unauudastaya

- MmInraasuAugndesveslidluszuufUinns ssuvufuanisenalddaneifiuneviile
nyaeulnauslndligniudsuudastnglaili3ueygn

dane3nuwgy (Hash algorithm) dinsldaumainuatgluniuanulasnisuagnissnwinuay
M3nsvEeUANNgNFasestaya InerunstuIuNsueilerdu (Hash function) WilemsnsiaaeuaIm
Wudwesteya wazdu q saneifiuusiildfusgraunsnarssinia MD5, SHA-1, SHA-256 1Hugfu ifn
gnldlunsihusiilensinaeuanugnieswesteyauarlunisinuanuvaendeluvaisszuy usas
sufnszfaiosmnuasadouazidendaneifiuiimnzaniunisldnuias auandAvesdanesfiuuey
(Hash algorithm) \isfnAe

2.4.9 M5 Sanesfiuusvdesiussansanlunsihauieldanansamuinuesisnléis
fian lnelaiduegfurummasdoyaiiing

2.4.10 anueInlun1snduAuteya sanesiiuwarazulasteyasuatuliiluwenise uagly
ansonduAudeyaifulfanueuidn dufenaliaansadmuadeyaduatunnusnisald

2.4.11 AvnlsUnu madsuwasdndosludeyaduatiuazdmalilsuifnasuulasogs
1N uazdeyaninsasuulasustesfesiusuifaiunandeiuogisiaiau

' Y
aé ao w LY

2.4.12 ANNYINIUNSIIWLIUISANGINU: 9aNDINULITAITUANNYINIUNITANUIULTVLISATNEN

]
o v =

wdhwiudeyaniuane1aiu dmuneanuinmsagiianuteenveyaniuansaiuaziuavisamilouiy

e

2.5 Wiaisadeniin
WinAsalatin (Network Socket) 1 utwiAnnazinaluladndrdglunisdeaiseruiniouie

AaufiLas tagtanizluszuuiasodie TCP/IP daduluslnaoa (Protocol) nanluduwmasidnnay
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inFetngnouinmesildiwihlvlutlagtiu indselufAniinumnefe uwnAnuazinnsgiunsaeansd
gnimunduiielineuiiamedeing q auisadeastuiiuniotisaeufinned sfuadisfulsegvde
Yosmnsiinoufinnedlilunmsduas fudoyariuaietne Fudisuatiousulnsdwivievienisiilulan
wiaATeUIEABLNIMES
2.5.1 Usztanveaitimisalaine daesusyinnuan A TCP (Transmission Control Protocol)
ez UDP (User Datagram Protocol)
- Tcp ApluslnneaiisiunwariinsdanstoRanaialunisdeans sngnlddmiunsdetoyad
Fosnsnindefieuazisiuey 1wy nsdsdimauazanlaniiuime
- UDP Aeluslnasafiinisdsteyaldifudlisiung Lifimsdansteiananlunisdeans i
grlddmsuneundiatuiidesnmsmnuisilunisdadoyamnnnitanuidedie Wy nsansa
leuazinuoaulal
2.5.2 1avieglofl uarmuolavYestaImIs (IP Address wag Port Number) lunnsd ean sy

dndfalaifn uiazidesneufinesaziiniog IP funnsrstu iloszyeesUmenisvestoya nneay
F9am13 (Port Number) 145zyuounaiadunsiovinsuuiaissanemisiiazsudoya 1uduaviign
fvuaidugag 1w Port 80 Tddmsu HTTP (Buwside)

2.5.3 msafrauazidaivadu (Session) Msdoasiudniialafniududiensadravady
(Session) viFemsiiieusasEinsiAIBsELAIADsUANEMS A5aie Socket 14 API Aidloglumansntwn
TUsWN33 W Python, Java, Wag C++ iile Socket gnasrauazilialday suannsalddmiunsdstoya
lududesuaemavizeutoyanniaiosansmis

2.5.4 msfeasuuuaiafeasnsdoasuuuanudedios Socket ansalddmiunisdeans
wuuAdaien (oneshot) lnefin1sdeansazifnduiissndafisauasndsantu Socket axlnns vie
annsalddmsunisdearsuuuanuseiiies (persistent) Tnefin1sdoansaziind uies o lUides o
nMsdeuseazgnin

2.5.5 M3Annuaniugnind ense lun1sd easuuuanuseliies Socket ausafnniy
anuznadenseld 1wy amnsansnvdeuiMsdsteyaianieanemadifanielinsAnnuaniuz
Judddnlunsinnisterianaiauaznisiusesnugnieswesdeya

2.5.6 AuUaeny Socket annsaltlunsdeansszninanissiiannuaonde Tagnsitheia
LLazaam‘ﬁﬁ‘ﬂjaQa (encryption/decryption) n1514 911 SSL/TLS (Secure Sockets Layer/Transport

Layer Security) @snsariinanudasndliiunisaeansiiu Socket
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WunwiRawazuumsildlunsdeansitwdadsaloia n1si3eusnisldau Socket 1UUES

[ ]

ddudmsutniamngenduasidesnisaiueundintuiideasinuaioteneufinmesidogauiug
wazUaensey
Fefuududndsalnin (Network Socket) Wunuafn uazdumesiadlflunmsdoassenindusunsui
yhauuureufiumeviegunsalieseteiulusunsuvidenunsalinsetedu 4 luesedelag
T4TuslnAvauuuutses (Protocol Socket) 1y TCP/IP 3o UDP/IP Tusunsuiivihauuunenfiaimes
viegunsnila3evsa1ansald Network Socket iioillansidousie (Hudunuvesnisdoans) Suds
foyasewingunsaiinietnefieusetu

uana i Network Socket §iluinisarmdasadonazaudefioldlunisiudstoya g
anunsaldmuunlnunnisideusowuusannansowuuliuanna (Blocking 38 Non-blocking) wax
sUUUNNSA A3 fBINSITULUULNTIIAN (Broadcast) W3 BuUUTEYLAS 875U (Unicast) n1sldenu
Network Socket sinl#lunisasrsueundindunsetneiideinisdoassenintenenfinmesuiogunsaid
Wensaru sgruuinussuladfiisrdostunisuaniudsudoyaszninslauniousundindulivi
Fosmssudsteyarinuluslnneateetny adsaleinaiduinanditelilusunsuaansadoasuas

Sudstayalatuguwuuidnlaieuasiinnudavguaduniseusowsous fanm 2.1

CLIENT SERVER
socket socket
bind »Open Listen
Open Client < !
listen
Connection l
_.request <
connect accept
i {
Client/ write read
Server ¢ #
Session read write
| |
v . 2
i (End Of File read
close
SOCKET API

A 2.4 Msvheuvedlaingning uazuivne (Socket client and server)
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2.6 nsalviduuszuuARNNINDS

nsdstoyauuAeuRiumes (File Transfer) LUt muia3 semsedansyuIunisdedeoyasening
oufiumesansniowsomnniiliegluedetneifeitu dAendnnsuuuddnazBenfsntuisns
dvoyauazmaluladillflunssuiunsil

2.6.1 Wslnnoansdeans midsteyatunaiesdlnglilslaneansdoasiiielrinenfinnes
apaind 09d oansiuld Wusinaeaivanil sauda TCP/IP (Transmission Control Protocol/Internet
Protocol) dvsumsdsdieyarudumesidnuay UDP (User Datagram Protocol) dmunisdeansiuy
BSnadouseifissniaien

2.6.2 MadensionazmsmunAaiet e ilodstoyaludsreuiaunoidu 4 audndudesing
Foudoiaioreszninand ssnoufinnoitaass madeusedannsaduuuuliaonieldasdls
uenanil AasestmunAnaietelifuisaeseieuiielianusndeasiuldiosngniies

2.6.3 wesnuarmsiudsdeya nsdsteyaseninsnenfinmesdund ssanansayinsunesni
fvualy wosndudeameililunmsiulardsteyaseninmonfiunes wesniingnivuslusuuuusaiay
i wosm 80 TidmsulIugsviaes HTTP

2.6.4 Wslareansdstoya msdsdoyatuinissenaldlusinnoafiunndsiunudnuazyos
foyauazanudosnisifafivay fegrsveslusinneaiildsiuia HTTP (Hypertext Transfer Protocol)
d1msunisdetoyariu, SMTP (Simple Mail Transfer Protocol) @15 untsdediua, wag FTP (File

Transfer Protocol) @vsunisaneloulngd

o =

2.6.5 MmsisviakaraNlasnie NMsdetayatiuiniasesldanuddglusesnulasnsiy

'
a

welasiunsanilawaznisindsteyaleglilasuougin dsdrdgAenisldnisisiaiioundesdoya

YULNANAIHULATDUNY

Y

[

Frduanildeduiedsiu dredrsaamsdefeyauuutiuaiosded

- msdalwden HTTP Huwniwesvesnauniuaiesgnitsuazaesfiimesidfinesdu 1 1y
\nsedvines auausadideyanaeuiamesidsmnesluduaiegnitvesnasiu HTTP lngldns
39990 (Request) Lﬁamau‘lﬂamﬁamﬁq (Upload) &7y

- m3dsteyariudiua gaanansauuulndviedeyadu o Tudwauazddludsdiu Tnovhluud
duwagnawiulusinpea SMTP

- matneleuldlagldieniin (FTP) Iddmsunisaneleulndssninsmeuiiomes Auaunsn

WousaudsWeseondid (FTP) wazdsisosulwdlaglddyTionad (FTP)
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[

nsdedoyauuuiuiaiosdivarsituaslsinaeaiildsuialy Tuegfuingusvasduazay
foamsveanmsdeanssgninaeufiineiniadonisuasiusTnneaiivnzautueg fuusazaniunisaiuae
Anudipsnslumsieansiaeynagfidelsimdnmsdstoyauuurulusinneatendifi (FTP) uarfitieatu
Tuslnroalentil (FTP) fie Tuslnroateatenliifi (SFTP) anldausaufusinseuneriisniuduans

2.6.6 FTP (File Transfer Protocol) waz SFTP (SSH File Transfer Protocol) {uluslaneaiildlu
msdefayassvitmouiamefiuaTetts willuusniefuludumisaonfounyiBnisvhaudel

- 1@ (FTP %38 File Transfer Protocol) 1 uluslaasadmiunisasloulndsenins
poufiumeslunietne Tagldwosn 21 TuniseugunsiBensiouasnsdsdoya nénnsieu n1sdeans
Wit (FTP) dudituneumsvhauduwuuTslnneauuulidunsdoasuuuiiui (stateless) Aasfos

Uanmsieusialeniifl (FTP) nouwares?) derndauasdoyasig o lunswewsiell FTP luldnisidnsa

]
= 1

Joyalunisaneleuvihliteyangnaslvunluguuuutoniny (plaintext) uaslinnudssitoyaazgnanils
w3elawdle
- L@@l (SFTP 3@ SSH File Transfer Protocol) Wl ulusinasadnsunisangloulna

Uaaaduniunsaviy Tnaldiaaioalay (SSH %58 Secure Shell) Wutaiiaudun1ssnwiainulasnse

'
= 1

nann1vieu SFTP Idnsidnsiateyauasnisdeasiiunisiouse SSH ilvideyangnasluiinig

Y

1Y I

Uaensiouazidnsia nsilouse SFTP fiszuunstudunaznsaiiaeadu (session) tledadoyastie
Uaensy

waEadl SFTP et unidesananudesnislunrnasndevesnsdoasuasnsaisloulnd
rua3etne tesan FTP Stgywilusumnuvasnde ilesandeyatignadluiinnundssiazgnsnils
yi3egnlasnssvionsuauiinfa (Hack) Suilifushegnsnsvhaumesisaedusinaea

fegmaIeudfisuresis 2 sUuuuntsdsdeyaeviif unstoaeniii (FTP and SFTP) n13
deloulndsu FTP fail

- peufiumesie (A) Wansilexseiewiifl (FTP) lUdmouiinmest (B) iumneiavdomis

vsenain (Port) 21

- peufmedie (A) dafds (FTP) iinfesvensaneloulvdludsnoufiunest (8)

- PRNIWEIU (B) MoundUMENITaUNIRkALTESUTRYR

- Pauwesie (A) dweyalrdludineuianesd (8) luguuuudeay (plaintext)

- mouimesl (B) Sulayauazdudinlng
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dnnilsiiegrsludiuvasnisanelaulwdsueaenin (SFTP)

Aoufinnesie (A) Jan1sidausateaioaia (SSH) WiaeuRamast (8) Wnununsiay
YOINNIONDIA (Port) 22

AoNmESe (A) derdueaeniifi (SFTP) wWisfowenisieloulnsludnoufumnesd (B)
A el (B) meunaumeniseysnLazsesuloya

Aeufialnedie (A) dstoyalidludanesfinmesd (8) lnetrswatoyauazdoaisiiunis
Jeureleaioaay (SSH)

Ao mesl (B) Suteyauasiuiinlwdngnanelauwuudaandt

aydudainisaneloulidiu FTP 1lunsieansuuulivaendenldiustnaoaiy Tuvasi SFTP

[d = Aa LY £ ¥ v v ! A & (5
JunsFeansiiissuuanulaensieguuasldmsiinsiadeyalunisaelen nsidenldlusinaeaiuegiv

AnuResnsluaulasniuazauaraInlunsidnuteyatninesesiesnng 2.5

FILE TRANSFER PROTOCOL
Y FTP COMMANDS N
% N\ FTP REPLIES 7 m—
Y. DATA N
i N\ CONNECTION 7
YOUR FTP
COMPUTER SERVER

FTP® SFTP

N CH ke
3 5 o—

SECURE TEXT INTERNET SECURE TEXT

a {) ENCRYPTION DECRYPTION <>-

J .
compoen SFTP —

SECURE FILE TRANSFER PROTOCOL

PLAIN TEXT PLAIN TEXT O'

> (=

AWl 2.5 eunemsvhauvessaesluslnneadslnddoya (FTP and SFTP)
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oSuneLfisAnludnveoaiealoy (SSH w3e Secure Shell) luluslareamunuszeylnauas
\Juszuvdeasivasadenltlunmsidoudonazdanisaesfiuneinuniovelulnundiitrsiauay
desfudieyaszninamsioans JAondnmsvheauveaeaeaey (SSH) uazmihfivesusazaiu

n15figailfimu (Authentication) e n15\3exsieLoatealay (SSH) Fosdinsfigaulsimuiiiels
mnusiunsuazdeaiunsiiisnyanadilafly. SSH sessunaneiBnsfigadsnu wu nsldsasin,
MsldaunQuIasIsHzLAzN LA (public-key authentication), w3833 5igaiifmudu o 1
Avuates fegsnsileusistealaalo (SSH) lugadsneslasldnsfigaumnudionauaaisisasy
WAZNEYUIA UG,

mMaihsadeya (Encryption) Ae T¥msiihsiateyaluszninamsiemaiitetostudeyalalign
suseudlalnoynnadililéfueygn. deyatiddlumseninmeufinnesazgnithsfanounisdsuazgn
nensviativanesy fegs deyatideiunsilenseloateates (SSH) azgnithsiauazdiinsdnilans
doans, fifnilsagliiannsasdoyald

nsuwaniUABungIa (Key Exchange) fio Msi3udiunisidensiotoatoate (SSH) agiinszuiunns
uaniAsunauaiielflunsidhstauarnanstadoya. nsruaunistiasinsainenyuasiu (session key)
fldlannglunisdeansseninueissnonfinges feg1e nmsisudunsdeuse SSH azdinisuaniae
neYawuy Diffie-Hellman %39 ECDH (Elliptic Curve Diffie-Hellman) Lﬁaﬁmumq@m'w

N159AN1SLatY (Session Managemen) fio USMsTANsatuveInIsidousde saudanTs
hstauarnonsatoyalusaduty 9 uazmsmusunmaiidmineinsvesiosmoufinnesfidonse
freg1s mdamaaduioaoaios (SSH) sewiudliuandimnesnudnmadiinindrdminensuu
\nseadsies

nsdenase (Port Forwarding) A anunsaldlunisasmese (port forwarding) Wisidausiewndes
Aeufiumoiszoglnatuninensuuniesrenfinneslunietnonelu daedr {léoaealey (SSH)
ansaaisnsdmmesafiodenroruiiead ez udeyalundetisneluiunsdenseieaion
Lo (SSH)

AIUANNISIUAS (Access Control) e aunsaldlunisauaunisidnfauazniseygslvianie

s s,
e

AlEnfiansIdfsuuaTaudsviies dieg1e nsimvuanauwInsinddmidnslulndnisisaeaioaiey

e

(SSH) \iteauaudlENTFSIAuLATEUNT SIS
Aaduuaeaeaey (SSH) Wuluslameandidgylunisuseiuanulasndowaznisniugunis
whdslussuumreuiunesseuglng lnelindnnisvinuiasanaudingielideyawaznisdoassening

WPIDIRBUNIBSUasnNBwazitoiale
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= A a ¢ & @ A ¢ <
2.7 R3990 NATITALNALNADUNBSIIA
nsaaipdATgiuiAnadumesiin (TCPDUMP) 1138 Mlnsieilusinaaa (Protocol Analyzer
%139 Sniffer) 1WuLAS093 913 91U TWNSUABURBADI AT IUNITIATILNRALATIVADUNITADANTHIULAT DU

Aau a3 Lol lansensiaeuluslnAoanisdoans IMANALAENANNITYINNUVBIAITLATIEY

(%
a v A

lUslamea (Sniffer) didail

2.7.1 meaﬁﬁﬁu

- ayaeuilym awnsaldddinseilusianea (Sniffer) ionsaaeutymiluniotie 1y
msdeansfiRemaaviieUsinateyaiimnniiuly dehelunsudlydymildesnadiussansam

- muRuAUUasafefviiaTeilusianea (Sniffer) anunsaldlunisnsiadunisyninusenis
Tasnssumeuauiings (Hack) 1ingszuunennmes itemuauanudasafovesiaiatie

- Ainsginnsltauaiovns 1lunsmsaaounsldanueietie odnsevinisldnuuas
UFuugelssdnsnmuesssuy

2.7.2 ¥ANN1SYNIU N1sasIadeuLiiaLin (Packet Inspection) faasgiluslaaea (Sniffer) 2y
preduLaztuiinuiinindoyaidesiuaiovis Tnesiunudoyaduunasiuwazuatonis, Teyalu
wiieLin, wesnAuuazUa1enNg, araInTsaoyq

- inswilassaialuslanea (Sniffer) agtinneilasiaiisvestoyaluuiiaifinifiedinsinigld
Wslareala 9 lunsdeans wu HTTP, FTP, TCP, UDP, tlusu

- MIuanINa Teyatignariaduuarilasziazgnuanialusuuvuiitiladeulansdeyaly
SURUUYDIANTMTBNT N

2.7.3 MynuasiTinsizilusianea (Sniffer)

- m3duuiiaindiiasesilusianea (Sniffer) aziliansfiduteyauuiniodiouazasaduudia
\Andoyaiignasiiu

- mansraaeuuiiauin vdmnduuiiafe sniffer aznsiaaeulasassdomvoniaiiniiie

seyUssinvvadluslaneauazdoyaiiagiutiuy

'
=Y

- msuansia Teyafignamatuuariinmehargnuanalidlin eliidlanisdeasiiiniy
luaSevny

iAndAesziluslanea (Sniffer) lunsnsaaeuuaziiasizvinisdeasseninagunsally
\nFetngdumediin lnsmnefsnmssndoyaiignasinuaietis ensuneasdenfafunsdeas
waznsasaeudymviessyanuidsamanisdasadonisiauresiiiinngiluslaaeaiidnuasy

[

£0y
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2.6.1 MInsraaeULRALin (Packet Sniffing) Ae fisziluslnmeaazsuLnaLindoyatignassi
wiothe Tnssumiadoyaidu fogfumearUaens Jeyaiaiy ovmdoya uasdeyaniseuaudu q

2.6.2 mylasziluslnaea (Protocol Analysis) Ao fialasizrluslinnearyliasizriuagininutoya
fignsnaeuiiiofifediulasiainsvesdeyauazlusianeaildlunisieans Tnsnsasiaaoumsudoya
MSBUiBUmLLIaR WazanUEYRINNTADANS

2.6.3 mansaaeudgmuazanuides Ae fiseiluslaneaaunsansaaeudamvidenuides
msaaasadsiiisatesiunsdeans orfilvunisniaaeunisuan (hacking) wienislaufuuunes
(DosS attacks) wietmelunisnsadunazudlalamsng 4

2.6.4 mytuiindeya: fiesgiluslnroaansatuiinuazifunusdeyatignasaaeuls el
annsngioyafignasaaeulaluamends videthlUldlunmsiesgiifinb
idegillslaneatimsldauluvatesu wu mmsaseuuaziinnzinisdeaslueiotieiion
Uaensdouazlmmanaila, mslnsizsikaznsivaeuiymiaiedne wu Jgmsdsteyaiiianain

w3etn, warnisiaukaznaaeulusinrealrivisonisusuusslusinneadiled

Y

Y [ o =

dnsunisldanudiieszilusianea sndussalimnusedinsy Tanazaiadsanududiudiiay

'
=

ngvEneineITes Weasndanuausaluniinsivaeulareudayagnasiueiedig msldnumny

Whnneuazluveuiuaignaeyintu detiu fdieg1aves Sniffer NiiTaidsssauda Wireshark, tcpdump,
way Microsoft Network Monitor @4l4lun1sIlASIZikazATI9@aUNISa0a1SIULATEYe asidueSaile

drAglunsaniiunsauaulasndiewaznisauassuuasediglusdnsiaresanssne q Mlan

o

AN 2.6 H19E19989AT9ID AT TR AN DU DS (TCPDUMP)
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2.8 ¥aamslunisdsitudayaUszulana

Foamslunsdsitudoyalszanana (Thread) AoufiamesAonalnszaulusunsudvinllusunsy
anansavhaumiey 9 fuldlureufinmesniandes lnsfivihilunisutsnaiysyananavesdily (CPU)
Tiiulusunsumane 9 dafviheunden q fu Yemidlunisdaitudeyalszana (Thread) ¥aetiial
Uszansnmlunisussananadeyauasiivinisinnuvediusunsudulegafiussavznm

2.8.1 ¥ann15ve9 YaanslumsadaiudayaUseana (Thread) il

- M3YIUNTaY 9 iU (Concurrency) Yoanslunisadsnudoyauseuiana (Threads) e
wdeu 1 Milunandiorfuuuaiewneuinmesiterliiusunsurhnuldigtu

- MsuYsURYa (Sharing) Yaanislunisasiuteyausyaia (Threads) aunsauysUoyaiasimes
NiNensEng q Auld wu wsiuds, 1d, semeuiintu (Connection)

- 115U52a1497U (Synchronization) ¥84n19lun1sdan1udeyalszuda (Threads) Aosgn
Usvaunuliviinundon g Mulalagbinedefianain wu nsld on, lwumlesa (Locks, Semaphores),
w39 NG (Mutexes)

- 580813 (Communication) Yosn1alunisdssiudeyausyana (Threads) Aosdoansiulu
nszUIuMsYY Wleliieyagnasluinsening sesslumsdsriudeyauszana (Threads)

2.8.2 M3¥uwed Threads wiseanidu 2 sUkUUAD

- 1A% 0eABUTIADT LUV WAEY (Single-Core) TuinTasnaufinnasiififissuny (Core) 1fien,
Yoan1alun1sdawinudayausyuda (Threads) aggninaulagldvannisvesnisaguusun (Context
Switching) Atel¥n Thread T#3ulonasiauy

- iAesABuLADSUUUMANELAY (Multi-Core) TuipSpsnpuiiamasfiinansuny (Core), To9mns
Tunsdeiudayauszuia (Threads) wiaziaunsavinaumdon o duuuwnu (Core) 619 o nglisadld

nsaauuIUN (Context Switching) nATS

2.9 vanmsvinulvisenadesiunsesvdyaiinisAunsesdayadiuyana
msvianligenadesiunguunedeyadiuyana (POPA) vesuseinalngaisujifniunannisuas
Funousing 9 il
2.8.1 msfuuaznsasentinfenguinedoyadiuuana (Awareness) 89ANIAITATIIAUATENTNLY
wineumnauAsatungranedeyadiuyana (PDPA) uagmsinisousuminawluFest

2.8.2 N3N mMuAKSURAYaU (Data Controller) 84AnIAITTE YR SURRATaUlUNIALTUIUALITRY

fudeyadinunnauazauluaiud
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2.8.3 maiusnwdeya (Data Collection) NMstiusnwdeyadiuuaramsiiingUszasrdaauuas

9

= o

limsifviAuveuianvosiagUszasdtu q wazaslitoyaudidvesdoyanuieinguszasduas
w|nslddeya

2.8.4 M3Uszananatoya (Data Processing) NMsUsziianadeyadiuuanamsilulunuinguszasd
fiszyld wazensiinnsnisanaasndefiilsmelunisundesdeya

2.8.5 NM3998uy19 (Consent) luuensdl n1sveayyInaniivesdeyadiuyanasiadniu oy
psRnImdnesteyafeiuingussasiuaisnslitonastretaiau

2.8.6 M3udalinsu (Notice) psdnsmsszydoyaiazgniiusnwuarldanuludennas POPA uas
doudadvesteynfedoyaimari

2.8.7 Andvesyana (Data Subject Rights) linvesteayaduyaaadanslunaiinfeeya, Turdly,
Foasuy, uazlautayavenuios

2.8.8 mnuannfevesteya (Data Security): psAnsaasliunsnisieundosteyaduynaalalli
gniinfasalamelaglilasuean

2.8.9 n1sdetayaneusene (Cross-Border Data Transfer) wniinsastayalusneuseine adAns
msUftRnungunefifetouasdosinuauasnds

2.8.10 113AIVANBIANTE Y (Subsidiary Control) Mnesdnsiiesdnsgoevsodnssuiliieidos
wfpslinsmunulvidenndasiungving

2.8.11 MIAIUANLAN1IMTIAEBY (Compliance and Audit) BIANIAITHINNITATIVAOULALATIVEOU
MaUfiRmungmnedeyadiuyanaiioginngmnegnuitianseeugnsios

2.8.12 Mmseanumnnsaifeyadiuyana (Data Breach Reporting) winiinsialuavesdeyadiy
yana ssrnsdesnsniliiumhsnuiifetessigadedoya

2.8.13 msassulsunsuazgile (Policies and Guidelines) aadnsmsasisulsunsuazgileiionuzih
wayMmueAsNsARITUUR

2.8.14 M3ilneus (Training and Education) yaansasiunsiineusuisdfungmnedoyadou
yanauazsUFTRTIgNFDe

2.8.15 Ms¥nwenans (Documentation): a3dnImsnwLenaIsitigadosiunsUfiRnungmne

fatunnderamuniildnannaindsiu sndeens U3em XYz desmisldteyaaindnlunisfnsiouas
afafansIsng 9 MAeades esdnsisazdeseeygyInanaundnuazudsinguszasduazisnslideya

Wvestoyansu uazilinnsnisanudasasdelunissnwideyaliuaensie
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Uadedarudnsalunisuifinnu PDPA (Key success factor) 83Anssneg azUszauaudnsaly

U ¥

MU uRmunseswlydi dunsestoyadiuyana (PDPA) lafseilie sadnsiueg Uszaumnudnialy

o a

4

msvImsdanisiviadena 3 Yade Fedseneuluie

- Jaduauunna (People) - aadnsdasnuakasaIuANUAAa U URAL PDPA Tnganavilivaneds
wu mslianug mseusy mslimuugih swnslivsdevdeenansmedidnvsedndifioveniny
@uaamaﬂuﬂﬂaﬁuﬂ

- Jadasunszuiunisdanis (Process) - 83ANIABINTIAOUNIINUTIUTIM 19 w3 ol Unmedaya
duyanalutlagiuioszyfsinvesteya Ussimvestoya danguteya seyfmnuidesostoya uas
UfudeuinadenuiBmstuiirmudswiensandinavideyadiuyaea

'
a o

- Jadeanunalulad (Technology) - asAnsaeasldinIosdloNniuaiuiiensessulunisaniuau T

v

nsdmiu 14 viadawmetayadiuyaaaduluaunsesadydf Aursesdoyadiuynna 1wy ssuy
teafutioyailua (Data loss prevention) szutudaiiou vioszuumsiiudeya Wudy
dlonszsvinyald duasesteyadiuyana (PDPA) 3uuszndld ssdnsnats o osAnTsnaNesm
wialuladvaeliesdnsvesmuiiionansiisesiusie POPA ilelilviangmne uilumsufiRudesdns
wfeaiuUuidsunnnszuiunsdans (Process) foyadauyanarou ielinszuiunisiudauen
Yoy s szyngu nsuuvasiinn Ifegagndes wazaunsamuteyaldegrausuduilofintgm
$1lva ndsaniflonszurunmsiansteyadiuyanalsgnaiiedifouds Jedesiumaluladindisgua

nszuIUNSTUlYIUlAsTU 9015974 Lasiug1Ty

v

b4 <> Amustayed: ns Cookie
|

AMUANTAYAT / UM ANASRITAYAT l

icookxe Popup (Consent)

w
ah fmuaulong / uiodiau / E-mail

— P varrmdusaumedidnvsaiing
Ussmd /Su g (Consent)

dilsnanatayat

a l

Al

usIUTRY mahuhvaya
(Pattern) (API/FTP/ Agent)

|

(Classification)

l

msthdayaaan
(Data Out)

AN 2.7 NTBUIUMTYINNUYRINTIEULINNSUoya lidenadasiung nunedayadiuyana
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ATeldegagnieauazauysal J9ARN1TIMNLIUNISYINIAIUNSBRNLUUN A TEUN TS L

LASANNUTZELNANMAAUA TITTUADUNITYINUSININT 3.1

Buau

A 4
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ﬂnquugua:nuwumnﬂwaq

A 4

A

DONLUUKATNAIUITEUU

lajsinu—> unly

WU

v

Juvinwan1snnae

|

ajua
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AN 3.1 HURINTISAIRUIUINY

INAMNA 3.1 WAASHURINITANTUIIUYBINITOBNLUURAUITEUUNDAT 1958 UUIRN Ty Y
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Usgnauludeidomdsiiae withe, gnineUssnnasaaeuteyaasasroufiunes, anineuszands
g, gnUnedssiangudeya wavanvieUseandouadsnas naaaNsvinauresseuukasUSuawaly
zuu Tnefideldutstunounsduiuideldsady

3.1 NNIBONLUUKALIAILINTEUIUNTYINNUYITE ULl WA MYBIN T

3.2 Myeankuukazimusruuludmveuwiiig

3.3 Mseankuukazimusruuludmvesgniieg

3.4 maldousenazM T usETaIiTIBuaLgNYY

3.5 mIvonuuULariaiulennaduiadan ST sgnineuanTIaeUNadNEYRIgNTIe

3.6 MINTIFUANUATUIIUAINUTERNAwBIN1INTUlEIUAT

3.7 NM3nTIRdeugradnsvainsdlayaiugUnsalilaisradndngludnidsaderiuluusay
ALY

3.8 MansIadpUgHadnsvesnaildrunilsiduvausiazUssian

3.9 manszdvBamvessruulunsldominensintesgaianlumieves Tiy, usy, wagnns
g1ukaENTILURARN

3.10 N5VAARITRLFUgNYIeTTeNsaulT aua AT lWESAEUNSINNU fo 1 ASY

3.1 N159NUUULAZNAILINTZUIUNSTIUVBITEUU UL 9N TN

onnect to open / close type client
Wi
Token reate type of agent azg ngp Request Test connect database——————————————
J Respone String Json

Input to start

f———_Request statusindatabase_________ |
Client Other DB Test Connect—| Listner
| €~ —Database response status ——M8M ™ ———
Save history to database
Process Type: Log0, File, Database After main task
Type of client d Sniff rocess success.
yee and Sniffer P onnect and Send message-

Type: Sniffer-
Type: File and Sniffer
¥

FTP Syslog

AMNA 3.2 NMINNUVITEUULAEAINT I
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INAMA 3.2 N5VIULessrUUInn1steyalusliuuifensnsivaeuteyauas i taya

1 o % ) 1 14 1 [ a a ! =3
sruukUInMsynunaneenidu 2 diudsenauldie 1. gnang, 2. wivie Wisnisludiuvesiuuen
walady, gruteyardnveaiuwenndntunissidugiudeyadus, \@sunesdsloyariulusinnoaiani

A, LALITIVNTITNLIBS WD lRTUIAUSENBUVDINTLUIUNISVINIUVBIILIFY

£
S
Read log file

Log0 File

Agent

.

FTP P

Server

Socket API

Pa—
Pam—
[« Lead File Log0 Hash . e

File

PDPAFile

Agent | Socket AP >| File Ty FTP Protocol
’ Database

Database Listen Server

File Server

Socket API | sau
Lead reocrd / bataL
ata Log
Agent Agent —L
Agent
saL

a—)

Database Server Internet Server
Syslog Server
Create log file

Log Folder

PDPA Database

AMA 3.3 NEUIUMSTINNUUResEUUlUEILA TN

1NAMA 3.3 NTEUIWNTINUTBITTUVATYNUUIM TYiuesnilu 3 ULuuvdn e nng
Ansod 0a13iuH1U Socket AP, FTP Protocol, wag SQL lasgnieuszinnnsiaaeutoyaasnas
AouIMES, gnuneussmadlig, wazgnineussmgiutoya aziinisihdeyaidisiu Socket APl fiaun
anUeUsznvaslig uwavaniiedssiandeyadsnast 2 sUwuude aialilddelnd uay deloyavsasiy

Fa8iNI9395195 lneguiuuusn In1sideyaiinsnu FTP Protocol sipungnineussnmgiudeua uay

annedssiandeyasasaididdelng dnsihdeyaidisiiu SQL wargnegninedssnndayasnas

Y

[

deloyadsnaslududimiiesasnas Insdedeyanuremstuiinteyaasnasneuiimes



30

3.2 MseanuuukasiausTuuludIuvaivie

nseenuuukariA sy U ludIute st ey asuUseenfuiiavan 4 dau fe 1. daunis
OUNNTIVBIIUY, 2. dun1sinaudesaiieiliiduloyaasnas, 3. diuven1sinaugesuaiing
Handulwid, 4. drwvesnsihnugesuiineilyidugiudeya

3.2.1 @UNSYIUA NS ILYDILUUY

Y

Listener

Not found wait 15 sec Start

!
Start listen

Scan interface
to getip

Found ip

Open connect
client

Extract message

Process function
test connect database Type: Web Check message
other

JSON Read varriable in environment

Connect main
database

Type: LogO, File, Database, and Sniffer

Process function
main of type

Todo!

esssage from client or web—

Send String JSON

back to web

Wait from new
message

AT 3.4 MSYNUVBISEUUN NS ILLALLLY
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NAMA 3.3 N13919UBBIsTUUAMTIIREWNTIEITA oAU LTAISAT LMD S aTaYINN1g
Unsuteyasingnine lnadleAunseuazldnudnisadumesinatuledomislndaisaleie
nuiunesalanmvuald fanunsasudeyanngniiele Welimssuteyagnuieniawidierinniswen
Tannuilasuangnueietndeyaynfiueninluldnuse Tunsuwsniiyadeyadiuniailasui

[d ¥ =~ 1 ¥ o s v ! Y & a [ a Y 1
dudeanudssinnlnuiiorudrluvinanuilanduse dndulssiamiilsainniaivuenndndu 9z
Whlvhanuluilsidunagauniswensegiudeyangnimunaindeniuvesdssianiiviy wasasuniuly

sgrudeyafideniieduloyanduaululimaivwenndindu vseiduussianund wivieasiieusadiu

s1udauanan nnduazdeneluiauilsiduiueg InsageSureluimidensly wavilio@Sanisvinau

<9 Y

(%
Y '

Vaiuawitenvzsesuteyagniiesaly

3.2.2 dumsvinanugesiaidneilindunsivaeudeyaiasnasheuiines

Message: Type Log0

LogO0 function

Query from main database

Select 1 row table about log0
where all value in field same.
To check result
have or not have

Format message |€—False

Query to main database

Insert format message

True

!

Return back to main
function

Continue >

AW 3.5 Nsviauvessyuukidnglud s tunsvaeuteyaasnas
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NN 3.4 Nsuressyuukitgluduilanduasnuiinsagiasuauludagrudeyanan

Wogradnsiniveyalugiudeyafinsaiudenuiildsu Ineddfedduiinasgnuaseriu wadiluty
Joanuiilasuazgnulatlinisiduguuudnvaglinsaiuguiuuvesgiudoya antuagyinisiiudeya
adluiugaguteyandnnluduasa

3.2.3 d1uvean1svinnugssnidnefanduluad

Message: Type File

File function

Query from main database

Select all row table about file

Result

Result from select
check same
message received

Format message |€«———False

Query to main database

True

Read FTP directory
from environment

Continue

Insert format message Continue—>

Move file from FTP directory
to main of type file from environment

Success

Return back to main
function

AN 3.6 N1svinaueIssuukidnglududslid
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Al 3.5 mavihauessruuwiteludulig unsnagvinisaeunulufiguteyandniilesy
foyaviamuadiiedosduiuasiwadniunaouinioutudonuildsuimedofunmshauroal
Preludiuvesaen Mntudlsifsrihnsuadennulidusiuudnuarlinsstusdiuuresgudoya
Slouvasatafivhnmaiudoyaadluifulisigutoyandn wasnduhdndiuie littuneuusniiaouty
waseeliadsduseinifgyinioutu Aemssuieliditmunieglulnamesvesendil iilagsiu

IWdnFenssnudaanunuiiglasuunantudgludidnamasnuiiislamruaiidusuiasa

3.2.4 duvaansvihnugesudtieidugiuteya

Message: Type Database

Database function

Do nothing

!

Return back to main
function

AW 3.7 Mevihauvessyuukiigludugiutoya

[
U Y

INNMN 3.6 N13uveIsEuLkidgluduguteyaty delulinisviaueslsuinifiesan

msvhauduiiluanegiugnineludilng

3.3 nMseanuuuasiauszuuludwvesgniy
n1seanuuukaziauszuvludInesgnunely asusoeniduianun 5 diu de 1. duns
MNUAINTINVRINTTY, 2. daunTvinugesanUeilsitunsiaaeuleyadsnas, 3. dmveanisinau

goggnueilendudsling, 4. druvesmsvinugesgnuiefiandugiudeya, 5. duveinsvinugesgn

NToYAITNITAOUNUNDS
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Create file
environment

Remove file

environment

Get status of token

Store file FTP / send
Syslog

Wait 1 sec

Request
/

Response

Type: File
!

Shniffer

Check environment file

[y [y |
Input Token
Client
Incorrect
Decode token and Extract token

Check text after extract

Correct

Found file env

Check content
environment file

Read environment

Connect main

database

Status is start

Process main

function of type

Type: LogO, File, and Database

After success

il 3.8 MIYUYRITEUUANT I LAggNYNY
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On/Off

Agent

Listen Server Server

Database

AT 3.9 ﬂi%‘U’J‘UﬂWiﬂ’]UﬂﬁJﬂﬁiﬁ’]QWU“Ua\‘iﬁzUU

il 3.7 Mavinuresssuunmrslaegnanety ssvhauldteidedineudnunsians
vodn3unTodn “Imfu” szuvazvhmssvaeutoya 3 edrseiufie 1. AaaeumugnAesinidy,
2. arnanulidiidusudvdn 3. asraeuilomuesdfidusuusmdn warszuunsdeui 3 ags
iy srunvhiuneudalufonndeudegiuteyandn ileguadwsvedniduiignieldui anusdu
0¢l3 (Un/Dn) uasiloanusiudadeenlud dannil 3.9 Funoudaluluudoslsidureusazussny
Fovigluil

3.3.2 dunsvinaudesgnineilendunsiaaeuleyaisnas

|
Token type: Log0

Read directory from
environment

List file in directory

Check length on list file
greater than zero

False Not have file

Tiue Wait 3 seconds

Have file

Generate
SHA-256, SHA-1, MD5

Aifter success

Create message
to send listener

Return message

AN 3.10 MIYINNUYRITEUUgNUElUAINNTIAAR UTRYADTIRT
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S
Read log file

LogO File
Agent

Server

AT 3.11 NTEUIUNTYINNUYBINTINEOUTRLATTNTABU T IADS

Hash value———————————> Log0 Hash

Example: e71a571843d7a8617905b17d713d497a5de08fd2e94aabd690di45e941202e90

36

Listen Server

Query SQL%

Database

INNMA 3.10 Uag 3.11 meihauvesssuugningludiuteyaasasiy Wi duh

n1ssudelndnmunvadnawmesiidulnawmesiiulnddoyassnesiiden nduasiaaeudtuiulig

anuedndvseld d1liviinisse 3 Aundineuszsdadnseunils dlvinisasstayaniweviumn uasdn

nsdidlafilvidegudy agvinisnsvaeudwauussinindanfintuvsely drldfvaseniuly withaseiay

Msaistoyaruaviuin wagyinsinguuuuteanudslulitiuuivng

3.3.3 dauvasmsinugesgnineilandudslng

[
Token type: File

Read directory from
environment

List file (.log, .xIs, .xIsx, .csv, and .evtx)
in directory

Connect pass

protocol SFTP —e2

Check environment
port of FTP Server

21

4

Store file

Connect pass
protocol FTP

Store file

>

Root directory from
user FTP

Disconnect FTP
and
Return message

MR 3.12 Msvinuvesssuvgnyeslududalld
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 ——
Lead file

PDPAFile

File Server

)

Store PDPA File

Information—————————————» File =~ f-eeceeeeae

Root file

E Query SQL
Example: OS, Path, Name, Size Listen Server

MW 3.13 nszurunsvinnuvesssuvgnueltududdlid

Database

Move file

1

37

£

PDPA file

NN 3.12 uag 3.13 nsvinauvesssuugnuigludiulnaty Weadhanfilendurinissuie

Ildvismuavesinamesiiluliamesinulnddayadiidon wu ldesas, Ididnwa, dyadeoya (3

1921) INUUATIVFB VALY TN UIUSIeARaNANES NS Tnvazdl 2 Weulvde dwesnues

AdnUsMAstandu 22 tuazdreluvnanunnulusinreaeaenin antuliinazyausuldsinaea

TN Ieledeniiiagyinstufinlidasludilnawmesuan@swinesvedusinnoatiu Wedudinlwalea

nanuaEsazyiinseanaInnsBeNseiudsinesvedusinneaiiug wavdslanulumdausneg

3.3.4 Myvhnurasszuugnysludiugutoya

AW 3.14 Msvihnuvesseuugnisluduguleya
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-Query SQL

Information

E— Database ~ |------------

Database Database

Database Server Example: Name Listen Server

AN 3.15 nszurunsinauvesssuvgningludiuvesgiudeya

1NAMT 3.10 N13vIuYesszuUgnY1gludiugiudeya 98vN150IERUYTELANYDY
guteyangninegnivuaninduerlslaegidelivinsessulied 2 Ussiamfe weeadaiea (MySQL)

waz 9931488 (Oracle) Wawdu 2 Uszianiiszuusessulissuvasinnis@eusagiudayaluguiuung

]
= 1 o

(Pool) iiedasriulalilinsiWeusediuiuiing udwhnshsteyatlsignineginvuauasfsioyailsves

Y Y

= I

Fudeyanan 3ntwn1sesIvaeuIlveyatuisaeddimiouduniald d1livinisdiuasludaile
gutoyanan iinsrvdeuindnsasuuvamseld t1a3sgnuieasyinnisuiuugoyatuilgiudeya
wan wadnlifazasisaeuseuaavinendveyaiiutuunainisgiudeyanseli d1assivinisautoyai

Aunnntufdsanulduiang nsdignudoyaliiu 2 Ussinniissuusessulissuuazmeaviiauas

Insert history of it in main
database

- Listen Server
Query SQL-

Database

MR 3.17 nszuiunsvinnuvesssuvgnuslududeyarsasneuiunesuwuuaaliddalnd
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e
° vent Inq—‘

Log File

Internet Server Syslog Server

AW 3.18 NszUIuMshnuressruugnYsluduteyaTasAeN M TULUUADYa5133

ADUNADS

A 3.16, 3.17, uag 3.18 Mavinussuugndgludiudiieseiluslanea Tnsssuuias
sosdulameszuuUFoRnisyiindwindu vinnsdumBumesmainisafanunsalfendunedidnld e
wowhmaFenlimdwesszuuufiansedndddsnsielouteyalusinneaditi edeulwddy
Idianzreaszuud unlaedoyaildSunnddanisaisloudoyaluslnneaiidn lneasidugn
sunnndeuszeyinamisiazasalndduuln anduddd lugadsmnesinlusinneaionid
fumeugartevinssuteyausy finsvhauvegndessdlugiuteyandnyiinismsvaeuiiideyad
witeuutumsszuugnanedvielyl Sredefasshnsdmandeyady uidildessdiosrhnafiudeyall
adly

3.4 m'a'lfﬁamiaLLazmiv‘hmuizWiNLLajﬂiﬁﬂttaanﬂﬁﬂ

~— T - - 7H — - -7
| I I I
I I | I
I I | I
I I | I
I I | I
____________
Listen Client

Find Interface Another process

and IP Address type of agent

Open Socket Open Socket

Bind process ’7 Connect to listen
l -When an error

Listening

l Will be an unp

Accept to connect Write data

Read data Close connect

AR 3.19 MsFeusalarNISYINNUTERINIIIgLALgNUY
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nand 3.19 Madeudouaznisiaussninaidisuarg nitetud uusndududesiing
Feusadruinddaluesdnsiug Tnswitieasfumeavesmneavvendniisn (P Address) Ineay
Fonansdusiuusniifumioe Weruvissutteazvinnsidaiudeyariulusinnealuin (Socket) Al
mneavtomneuianed (Port) fildtmualimudsan domuideaseiounissuteyaangnaie
SloldiRndgmn widendousudeyanngnine widewelymasuansaruiifinmsianaindu egn
Pldvinumunszuiuniserlsvesutazssinmataiu awvhmadousolugutielaeilusinaoa
Taifin (Socket) WuvaneLavveLlnisa (P Address) Wagnuneauyeanpeuiawmes (Port) vaduitie
flaglunisdarvasgning uasdleddiusiang wivisasasnaeuiheynnivielu Weeyand gniieay
Feuteyadslituuiteaunsuiusgnitsazyhmsianmadeuseiesiuil ileluyhaumunszuauns
duseq wanidlowaSednadefanidondelniieddiruudinelnidnseunuuiludes 9 dWudialudw
yeausitgazdmsiheuuuiunuuseilieadu (Thread) i elvanunsasosiugninglddnauann 9

NSpUNU

3.5 nMseanuuULazaU I uLennAIduaInnsIiTEgnUIBLATATIdBUNAR S YBIgN TNy
desnnsdanmsuagnsnsaaeunadnsvogniretudullfen Wededdnusunisiu
InggUiuunsuwananakuuliataniyl (Text mode) 58 CLI (Command-line user interface) 11195338
Feldoanuuunaziamnuleitunifiorsantiyminisdeudly vieatsgniretuuldan Tngeed
wisnadanssanmi 3.20 - 3.27
:Age‘r?t\sto‘re
o3 Snice Agent o

a1 Fo Service Smuitannsald Wa / Yaliuims
1 Agent log0 hash 8
2 9

3 Agent database check 5

6606080

awi 3.20 duveaidiglunissesiuuazilnUniugningusazUsean

NN 3.20 druvednidnglunssessunanilaUnsugnineusdazUseian Wesmen1sainegn

98 JIUsnswiigaunsadimuanisasisgnineusazUseantiniudents Sndiunilshanisiviue
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TanUieudazUsviantuwiingaslasudeyanselyl

a¥1amslatu Agent

wiwdn - afensléau Agent

a¥1ansldau Agent
édy Ferdumslénu WavoAgent  ouos Agent udting G Suitom @ousiodgn gtoun  udlvioya  avdoyn
1 Agent Log0 (Windows) ~ AGL Agent log0 hash 25/08/2023 17:20:56  Artit Aungpraphapornchai B '[ﬁ
2 Agent db (2) AG3 Agent database check  23/08/2023 184813 Artit Aungpraphapornchai  22/08/2023123308 @O [ [in]
3 Agent sniffer AGA Agent Sniffer 09/06/2023 13:27:43  Artit Aungpraphapornchai ﬁ 'lﬁ
4 Agent oracle db AG3 Agent database check ~ 09/06/2023 20:22:53  Artit Aungpraphapornchai ﬁ ﬁ
5 Agent db AG3 Agent database check ~ 07/06/202311:19:55  Artit Aungpraphapornchal  08/06/2023 09:54:29 E '[ﬁ
6 Agent file AG2 Agent directory 02/06/2023 14:19:51  Artit Aungpraphapornchai ﬁ W
7 Agent log0 AG1 Agent log0 hash 02/06/202321:07:02  Artit Aungpraphapornchai - E '[ﬁ

AN 3.21 dIUUDINNTIANTANYILNGNETITY

INNINT 3.21 @IUVRINTIANTINUIENGNATINTU NM3ase, Nsuily, W3en1sau gegludiu
duniloudvdsinvesgninenamuannisznmiignasnelu wetlldnu lnsaunsagaaiuznis
nulalaldiumesguimiieuduainddeniminuuy siufisdinsvenanugiianfiviauaianiielns

Fasudadldnuluivienndinduiulasdudasgnuietudun asevundielys yeidddidugnne

WU 9 wavsiaveslseinngning

jer (Hash Value)
1t Logger (Hash Value)

N g
977U Records NamuARaYIAY

Twmstioya Agent Logger (Hash Value)

macos 2250 res logs/

rErErE

AT 3.22 dIUVDINTHANIHATNE VRN ILUTENNATIIABUTOYAIINITABUTILADT
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AN 3.22 AIUVBINITHAAINATNEVBIYNUIBUTANATIVARUT0YAITIITABUN MBS T
Junsuansdeyaiiethteyalunsiaaaunnugndeswadilduszinnnsiaaeudayassiasnouiamesd
anveladundasivng wasdufinasgruteyandn lnsuansvainsasiilaigningluiing, ssuudfdanis

avls, Nogvaalvld anvhevevaalrddoyaasivsteyatiunigninelinsiaaay

Yoy Agent File/Log

FrErm:;:

AW 3.23 FIUVDINITHANINATNEVRINYIBUTENNLING

NN 3.23 druveinisuansradnsvesgnUeUseaniild asilunisuansdeyaiiieusuani
Indenansviselndsingg figninedssianlild ladwniulidadsiesnas lneuansdolng, uimana

W8, vunavadlid, gavneazilunanliinmsddndangniiemndunievsenssadsuesvan

¥oya Agent Database

18485

AN 3.24 EUVDINTUARINAINSVDIINUILUTEANG TR AAIULTN
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AN 3.25 dUTDINTHARINANSURIINUIUTEIANG IUTRYAAIUN 2

1NN 3.24 WAz 3.25 druvesnisuaninadndvegniteUssianguteya azdunisuans
Toyaiftoanunsmilunradeuniedwdsiuguteyaiigniisssinngiuteyaldfndses Tnsdiuusn
awit 317 e ludduveinisuanssadnsvesgniedssnngiuteyandausn asuansteyauuy
Wan 9 Wesnngldnuvesiuuenndiniu sududeadenggudeyaiiseansdeneu dami 3.18 ag
wansTemsauaigniiegudeyalddundigudeyandn Tnedeyamaiedeyareg andudeya

PnmailsgnineUssianguteyadeaniy

Hoya Agent Sniffer

$703u Device iawun

§7u7u Records vaausiax Device

AT 3.26 dIuvINITHARINEANSYRINYIBUsTIANATIAT Izl InAea Uk UL eI ndLazdelld

ATULSA



aaq

4oya Agent Sniffer

§1u7u Device iamun

712U Records YausiaL Device

wmsdioya Agent Sniffer

Fold analnid wnavodlwd

1 172.16.204,00:00,2021-12-18 snf 10009 B

MW 3.27 FIUVRINTUANINATNTVRINUIBUTENNTDYAITIT N UaT I G ke delndadiun 2

NN 3.26 Uag 3.27 @V0INIshaNNAaNSUeIgNUIeUsTandeyadsnes azilunisuand

Toyatieaunsndidnseivasnisldnuiaisangntieyssinndeuassnas lddnaed lnediuwsnam

Y Y

=)

3.19 asinilauiuduveInsuaninaansvegnelssinngiudeya Weludsdinvenisuaniuna

U (3 1

anSU0IgNIEUTEANTBYAITINTATININ Jsuanstoyanuuilan iWesangldnuivuenndiadu 9udu
Igfpudenguuieiay IP (IP Address) 109A3997IgnUeUsennvayadsasiaanfsiiseudsnay Aanmn
71 3.20 Avuanasen1siiangnineussiandeyaasaslidunliiudsnneswan lngazuansdalg,

wwanalld, anvhevuinvesiig

3.6 N15A5FBUANUATUAIUAUYaANaYaIn1sunlUTgIuse

Nntellidelauiszuudnnisteyalugluuuidesnisnsivaeudeyanazinddeyalufana

Y

Tgnuasditunemiisnunitsnuniawasnamienulalinisimuanseuiuakasnadnsaanun i
AseuAguiuNsldnuemilsnunilsnuiulitoasuAal
3.5.1 Waunsuiaslupsaanauiiawmes visewnsesnauiinesiling onsiaaeudayadiuuana

PHDINTTIULATDIADUNIMDS UIDLASDIARNAABSLIYUUlA

(% '
a U =

3.5.2 gunsaidunuiainsadidedla (Hardware Agent) ndinsiauiiasn (Tap) niesdousaiu

gunsal @dndiilaiisa (Switch) wuuazyiow (Mirror) Wiensivdeudeyadiuyanaifeanisldiasog

Y 9

ADLNILADS YS0LATDIADLNIMDSHITI8TULA



a5

3.5.3 WiunsufiegluinIesnauiiames viisiaTesnauiinesiiviieiiioideuseiugiuteya
(Database) vaslUsunsuluinonauines nTaiAsoIRouiIRBsHIUBLiDININ1TATIARUT oY

yanalugudeya (Database) 1l

3.7 M3nsIdaugRaansvasnisdsdayantugunsaliinisaadindaneludaisadieniuluusias

<
AITULI

[
o

uraUNINTIRERUHANSIBINITATaYaNugUNsallndsaaln iR fuluusazAImS e

[

U
anedyay JIdeldingunsaliniednulddnisivueiliunmeaes Insanmwindenuedssuuiidanis

v Y

fvuaAgUnsaieseviedudisnmi 3.28

Switch

Listen Client

Ml 3.28 NMsTeNRaIERINIEULLazUNSalln SN

NIATIAS AN NWINFBNVDITLUVL UL TMNTE VUMD B UAZENY 8RR B Id TN AN TUVNg
aedyrdeuseiungunsalidaisaaindlaeniagideasimualitiuniamesanisiouseveans 2

v U

aedayay15ening 100Mbps wag 1000Mbps ngazatayavesn1ssudiwaaiiuiuvasrndnmes (Buffer)

Y

MIuAazSUWINTuns ol

3.8 N13AIIFRUANAGNS VBRI U TeiduvaudazUsznn
Tudunsuilidutunsudmsunisnsvdeuguadnsveanarfldnuvausasilsiduluudazdiu
YDITEUULITIBRAZENY BT TTWIng wagldnunalunsyssinanaauada wiassuln

ANATINTIAINING 3.29
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Total Function
e |

Result Timer
Ex. 2 seconds

L 4
- = of = -

- e e e e

Agent

Loop process

AN 3.29 NMTUTELNARALYINVDINITNTIVHOUAHAT NG

3.9 mMsmuszaniamvasszuulunisldauninginsiaiadduniieves Iy, usy, uazn1ssuuas
nsLeuRan

Tutupauiidutunaudinsunismvseansnmasessuulunisidanunsnenses ol untieua

Va v v

Filg, w3, wazn1seuwarnIsTeufan lnedidednniengnuieagisas 1 witie 8n 1 sanlu 6 lag

[J o

MeidgaginuanineInsiasomldnuuiing iy (CPU) 2 mheuszaiana, wsu (RAM) 4 Gigabytes,

Y

a s

F1uaufan (Disk) 30 Gigabytes daugnane diey (CPU) 1 nuigUsyanana, Lsu (RAM) 2 3 Gigabytes,

a L3

I1uufan (Disk) 25 Gigabytes lnagniteanvisnun 5 gnune lunsnaaeuddelimdsuiiandulunis

ATIFFOUVIULLDY LABBIUAIAIN System LaLARLEBNLANIZATEUIUAITYINIUYBITEUULYIN

3.10 nwsmamsm%’ugnﬂhaﬁLGTJ'aawiaLtaiszhml,azm'mL‘%’flutﬂ%é’umiv‘hmu wo 1 Ass
Tutuneuiifuduneudmiumsmussavsnmiluinisamnsosessusnuvesgniieldiviluy
Tunamieuiu iiensvaeuguadwivessruuwiteildesnuuuinidiansueansiiduas sruilvan
fidnndoudetuuidelngazingninedildands 3.9 uasadufindu uvhnsiosenuazasiinisiia
Srurutuludleudtiediaunsnsesiuan 20 gninedfiusiuautu N + 119y gnanefioguda 20 sesdu
16 Tnwazihgnaned 21 Whwideusesioluaunitazinediusiiniuanldaeviennmau uaznsiaaey
Prnaiiduhnuregninehaunsmideusetuuitneildzernawining wdnafafunszuiudends

Tdauinlus Tngvunadeyaiiuansaiu Asnmi 3.30
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Client Log
[
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Client File
[
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— 1 |
| |
| |
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Client Database
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|
|
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Client Sniffer

AW 3.30 FE9VBINTTNARBITUTIUILYBUATRIGNTINY
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UNN 4
NANISNAADY

nmsveassuazdeyaiinanyuluuniilvdwninerdesiussuunisasaaeudayauazinddeya

5rUUIAN1TeyatugUnuunaeInis laen15udnss Uil L WY U Inaga unIA1AI1Ng NA B IkaE

¥
a a

JaRanaInfiaziinduveinisnsivdeuteyanazindideyasinszuy Tuanuideiiinisveassioduy

[

madenliiumsindteyaasiasaeuiiames, lidionans, waglndienansidfny og 5 nan1svaass

o

Ineiiduasiouigesveuiazyssnniuy

A 1

L Ao kv (Listen),

DS Ao g1udayandn (Database Server)

=y a

FS Ao Wsasiusiamea (FTP Server),

=y a

SS fie WiNheITuTeYAITIRTABLNIWMES (Syslog Server),

b

L0 fe gninensIvaeudeyadsasneNiiines (Logd),

b

F Ao gnuiedeyalidonansene (File),

b

D Ao aningvayagiuteya (Database),

Y

[

Ay S e anvnevaua’ITaT (Sniffer) AisN8azldunNISNAABIRIL

Y Y

4.1 NANIASIVEBUAMNUASUAIUAUTIANAIVBINSUN U TT U

INNANITNAGBINTIERUANLATUTIUANTERNawaIn1slUlduase Tnedeyantuildau

'
a Ya o

aeluiidudayasinnisenalsesawesmanisaunilsnuniaiddeliihszuululdauais wie

Y

aunsaduduitihunazinlUldnuldasdeglufigaanquunnses ansseluiiludeyaildainnis

o

PUTUNIINTIVSUIINNITATIVEDUAIANTN 4.1

M19197 4.1 Fayan1snTivaeuauAsuiIunNtennaein s lldnuasaliderivunuay

SNYALLRYAVBINITATIVEDUTLUUAIY

Jannun INYALLDYANTIVADUTZUU

1) Wsunsuiiaslundosnoufianmed | fuseunisnsiedey

w3i1As BenoNT RO WUY e tiie | - Sunldeuseuu hitpy/IP:Port/ s Web Browser
avadeutoyadiuyanaiidosnisly | - hgszuuimedlivsziom “gauaudeyadiuyana (Data Controllen)”
\A3 perauTnes niewn3ssnauia | - \deniuy “Data Storage > 9AN13 Agent”

wosuadeuule - 90 “@19n15lgeu Agent”




a9

JN1AUN

INYALLDYANTIVADUTZUUY

1) Wsunsudiaslund sspauiianes
WS oLA3 paRaUTALADT WYY Lile
AvadeutoyadIuyanafifosnisly
\A3 peRauTnes nieins ssnaufin

wasuwsunetula (o)

a¥nansla Agent

Wasin2 2 01/02/2023 21:13:44

1/12/2022 16:32:43

Agent File (150) Wasin2 2 01/02/202309:02:10

WWWWWWWWWW:
Besessaa86a86 :

6000|0000 O0DO

- ynfeE1e Agent File Windows (44.163) fifinsali7iedes IP Address:
XXX

- szuvazihddlaioglu path fidvua dhanfulilussuu XXX PDPA

~wouumoos Service Agent (Agent File Windows (44.163)

[ o |
- LaaﬂLiJ‘quj “Data Storage > Gﬁaaga Agent File/Log”

- wi9e “Uaya Agent File/Log”

s &
- LLﬂﬂd‘i’]EJﬂ’]‘ﬂWaVI%ﬂLﬂ‘U

ioya Agent File/Log

PP rDrEDrmErEmD:
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JN1AUN

INYALLDYANTIVADUTZUUY

2) Q‘Uﬂiai Hardware %39 Agent 1ng
11U Tap n3ofnds nioid eusoiy
Switch WU Mirror Lilensaaaeudoya
duyanafidesnslundosnoufiunes

750LA309ARUN LA BSweUUle

TUABUNIIATIVAOU
- 3enlg91usEUY http://IP:Port/ W11 Web Browser
- WdszuumelliUsean “drivaudeyadiuyaaa (Data Controller)”

- \d®NiY “Data Storage > 9AN15 Agent”

- 9o “@$19nsldeu Agent”

ad1ansldau Agent

Agent File (154) AG2 Agent directon 09/12/2022152652  Wasin2 2 01/02/2023 090210

0606000000000
@@ EEe e e e
El B B B & B B & & & ;

- 5
- gnFoe1e Agent Sniffer (158) AifanslifilaSea IP Address: XXX
- szuvAzATIRdaUtaya Transaction wazdnasiuniuliluszuy XXX
PDPA

- Lgamug “Data Storage > %a;ga Agent Sniffer”

- wi9e “Jaya Agent Sniffer”

WayA Agent Sniffer

U Device Vionun

$7u7u Records vaausiaz Device

1 1721643158,0002022 1215 st 1643686
1721643.158,10002022-12-15 sf 1650165
1721643.158,1000.2022-12-17 s 1671080

1721643.158,11:00.2022-12-19 2770889

I I [ O I

- dengunsal wieuanssenisidndaiu aunsanady “gloya” B e

avayalulid
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JN1AUA

2) aq‘dﬂ‘smf Hardware #3®
Agent Tnenild Tap wiofinga
Wil ousafu Switch wuy
Mirror 1l ensa9a0uToyadIu
yanad A ein1sluiad o
AOUN LAY NoLAs o9

poumaskietuls (o)

31982199ANTIVADUTZUY

wazduaveslng 172.16.43.158,0:00,2022-12-15.snf

iowimelulng 172.16.43.158,0:00,2022-12-15.5nf (20 ussiingarny )

23:59:59.858772 IP dol-pipr-appserver-09.42234 > pb6aBe08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib: Flags [S), seq 2586201435, win 64800, options [mss
1440,5ackOKTS val 52470450 ecr 0,nopywscale 7), length 0

23:59:59.858789 IP pb6aBe0Bf kngwnt01.ap.so-net.ne.jp.hp-pxpib > dol-pipr-appserver-09.42234: Flags [S.], seq 2484694621, ack 2586201436, win
64260, options [mss 1440,5ackOK,TS val 68571636 ecr 52470450,nopwscale 7], length 0

23:59:59.858814 IP dol-pipr-appserver-09.42234 > pb6a8e08t.kngwnt01.ap.so-net.ne.jp.hp-pxpib: Flags [.], ack 1, win 507, options [nop,nopTS val
52470451 ecr 68571636}, length 0

23:59:59.858918 IP dol-pipr-appserver-09.42234 > pb6aBe08f.kngwntO1.ap.so-net.ne.jp.hp-pxpib: Flags [P, seq 1:113, ack 1, win 507, options
[nop,nop.TS val 52470451 ecr 68571636), length 112

23:59:59.858925 IP pb6aBe0Bf kngwnt01.ap.s0-net.ne.jp.hp-pxpib > dol-pipr-appserver-09.42234: Flags L], ack 113, win 502, options [nop,nopTs val
68571636 ecr 52470451}, length 0

23:59:59.859078 IP pb6aBe08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib > dol-pipr-appserver-09.42234: Flags [P, seq 1:141, ack 113, win 502, options
[nop,nop,TS val 68571636 ecr 52470451], length 140

23:59:59.859113 IP dol-pipr-appserver-09.42234 > pb6a8e08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib: Flags [.], ack 141, win 506, options [nop,nopTs val
52470451 ecr 68571636), length 0

23:59:59.859158 IP pb6aBe08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib > dol-pipr-appserver-09.42234: Flags [F1], seq 141, ack 113, win 502, options
[nop,nop.TS val 68571636 ecr 52470451], length O

23:59:59.859200 IP dol-pipr-appserver-09.42234 > pb6a8e08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib: Flags [F.], seq 113, ack 142, win 506, options
[nop,nop;TS val 52470451 ecr 68571636], length 0

23:59:59.859209 IP pb6aBe0Bf.kngwnt01.ap.s0-net.ne.jp.hp-pxpib > dol-pipr-appserver-09.42234: Flags [.], ack 114, win 502, options [nop,nopT val
68571636 ecr 52470451}, length 0

00:00:03.261788 IP pb6aBbbdfkyotnt01.ap.so-net.nejp.35980 > pb6a8e08fkngwnt01.ap.so-net.ne.jp.hp-pxpib: Flags [P, seq 133279:133570, ack
6759421, win 3242, options [nop,nopTS val 3820060145 ecr 3414515154}, length 291

00:00:03.265576 IP pb6aBe08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib > pb6adbbdf.kyotnt01.ap.so-net.ne.jp.35980: Flags [P, seq 6759421:6763517, ack
133570, win 6146, options [nop,nop;TS val 3414528924 ecr 3820060145}, length 4096

00:00:03.265684 IP pb6aBe08f.kngwnt01.ap.so-net.ne.jp.hp-pxpib > pb6aBbbdf kyotnt01.ap.so-net.ne.jp.35980: Flags [P, seq 6763517:6770657, ack

3 1Usunsui og'luias o
AOUN IR NioLAs 09
AoufmesulYefiaiaufy
Database vodlUsunsulu
\A3 pREULADS W3 oLA3 Ba
AouRaLRes UYL 09N
n31RdsuleyadluuAnaly

Database 1

YURDUNITATIVEDU

- SunlgeUsEUU http://IP:Port/ W1 Web Browser

- Wdszuumelliuseian “drivaudeyadiuyaaa (Data Controller)”

- \deNiY “Data Storage > 9AN15 Agent”

- 90 “@19n15lg9u Agent”

a¥rannsldaru Agent

W

asmildinu Agent

adunslda Agent

iy

Formunnilin siavosAgent  Houos Agent Suiteiag e anuz

=

gioya

1 Agent DB Question (Oracle) AG3 Agent database check  01/02/202303:11:38  Wasin Wachiropakom  01/02/202309:0215 @D E
Agent Log0 Windows (44.163)  AG1 Agent logO hash wRie10  Weintechicpaton 220216253 © [

3 Agent DB (Oracle) AG3 Agent database check  29/12/202215:32:40  Wasin22 0022023211344 @ E |

4 Agent File Windows (44.163 AG2 Agent directory 15/12/202217:47:46  Wasin22 12202163243 @© E

5 Agent Sniffer (158) AG4 Agent Sniffer 14/12/202216:16:58  Wasin22 [ o] E

6 Agent File (155 AG2 Agent directory 09/12/2022152723  Wasin22 ooosmnw  © B

7 Agent File (154) AG2 Agent directory 09/12/2022152652  Wasin2 2 ovoz3090210  © [

8 Agent File (153 AG2 Agent directory 09/12/202215:2622  Wasin22 0912202160250 @ E

9 Agent Log0 (152) AG1L Agent log0 hash 09/12/2022150510  Wasin22 v © B

10 Agent Log0 (151) AGL Agent log0 hash 09/12/2022 15:00:01 2912202160453 @ ﬁ

- 8nfaE13 Agent DB (Oracle) fifinsiali7a3os IP Address: XXX

- szuvazhdsdoyalugutaya XXX_PIPR

uilvdoyn

aviioya
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JBNINUN

3NYALLDYANTIVEDUITZUU

3)IU‘§LLﬂﬁJJ‘VlQIE]§JJWLum§'EN
AOUNILADS W5 0LAS Bl
AoufiamesulYeiodon
AU Database ¥93lUsunsy
TuiA3 09ABURILADS W30
\A30snauRanesusLile
N3RS Uy adu

yAAaty Database 1 (si9)

1519 TB_TR_REGISTER
- PERSON D
- PERSON_FIRSTNAMETH
- PERSON_LASTNAMETH
- PERSON_BIRTHDATE
- PERSON_PHONE
- PERSON_EMAIL
- USER ID

- USER_PASSWORD
thunAullussuu XXX PDPA

576az18uAY0a Service Agent DB (Oracle)
!

3wazBunvs Service Agent (Agent DB (Oracle))

1P Address

WwanGunuaIn1sAsHn Agent database check

98UIwva4 Agent Fiden

1P Address

- Lﬁ@mwé “Data Storage > Gﬁ'a;ga Agent Database”

- Y199 “{J'aaala Agent Database”
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JaNnun 3NYALLDYANTIVEDUTZUU

3 sunsuiiogluiaT g | S

U Record Mawn

a s = '
ADUNILABT NIBLAT B

205

a & 1 A oA
ADUNILMDS UL DL DY
AU Database ¥04LUshNTY
TutAs 09ABUNILADS KT

A A s 1 PR
AT DIABUNILADS WU ELIND

vi"lm'ﬁmafﬂaausﬁaziadau

yAAaty Database 1 (si9)

- \@on318M13 TB_TR_REGISTER: Winuanssenistoyafidniiu

1NAN5971 4.1 FeyansmaaesmsraaeuaNuasuiIuamdennasean i lUlFuase andu
amiluansegiiuonmiiadu Tnsumsmsilvidnusiazuuuesnidull 3 shiondn fe

4.1.1. Wiunsuiiadluied ssreufinmes vioindesnsufinnoiuitieg iensavasudeyaday
yanafidesnsluiesneufiunosviowdosneuiinmesuitietuld ilumsnsasouguadnivesgnie
Ussamdayaasaseenfiumestulfdeioyautimiol uasuansuadnsldgniesmuiieanuuuviol

4.1.2. qUnsal Hardware v3o Agent lagtinly Tap viofinss vidoideusaru Switch wuu Mirror
Jdlensaaouteyadiuyanatidesnsluniesneufiuned viewndesneuiinnodudteduld iduns
p3RADUNARNSTasRNIEUsHAnTayaaTas Ukuuadlduazddiddulddedayamnateiels oy

uansuadnslagnaesmueanwuunselyl
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4.1.3. Wsunsuflegluedesnendinimes viseiniesnenfiumesusivieiiieileuiu Database o9
TWsunsuluns esreufiuned nioins esreufiunesusidieii eviinisnsiaaeudeyadiuyanaly
Database 1 ifun1smsvdeuguadnsvasgniteysangudoyatulddeyalddsoyauaimiold
uaziansNadnslagniosmuiioanuuuvdolyl

fefudlesniduuenndinduaunsotunadnsldegiedniay mszszuuianisteyaluguuuud
Fasnsnsnaeudeyauarindtfeyassshauedilomdmessruuisioaueaiunadnsld (Hunis

MTIAFADUINAANSUDINVILUTLANTBYADTNNT

4.2 HAMIVIAABINTIVFDUINAT NS VBN sEdayarugUnalillaisaaindneTullaisadeanuly
WABZAINIST

MNHANITNAABINTIABUNAG NSV TdaToyasugUnsaliinifaaing nedeyaiinunld
suseludifudvestmmes Buffer) Midudayafodnsndiofuteyasseiléruuussuuvasdoyalnd
a1asneufiunes, Toyaludusuamiond, uastoualugudeya Tasvaaouduu 10 ads meidels
yhmnanosddeyanngniieludautene onsaaougradnideyansufuvioly maeteluiidy

ToyaliaNnIIMAaeIRnITIei 4.2 3991979 4.3

A1319N 4.2 ToaNnasInIIAauqANYNAoILarATUN UYL avaulUneLargnY1elaY
A5 INTAITOYR 100 Mbps, 1@5iasioWiR, wie 1@5riesuaraniieUssnniiieitodnie

NAABITINIL 10 AS3 IneimuandaTIn1sdsdaya 100Mbps 6ia 1 A3

Sruauads Grnuiildsu / swauiide 4
dsenn [BEE]
1 2 3 4 5 6 7 8 9 10
Listen 312 312 312 312 312 312 312 312 312 312
Log0 312 312 312 312 312 312 312 312 312 312 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Listen 171 171 171 171 171 171 171 171 171 171
File 171 171 171 171 171 171 171 171 171 171 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Listen 184 184 184 184 184 184 184 184 184 184
Database 184 184 184 184 184 184 184 184 184 184 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Database 10874 10874 10874 10874 10874 10874 10874 10874 10874 10874
Database 10874 10874 10874 10874 10874 10874 10874 10874 10874 10874 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
FTP Server 36311 36450 36532 36633 36710 36730 36809 36921 37023 37119
Sniffer FTP 36311 36450 36532 36633 36710 36730 36809 36921 37023 37119 100
asufiau (%) 100 100 100 100 100 100 100 100 100 100
Syslog 173 128 110 174 126 126 160 160 174 157
Sniffer Log 173 128 110 174 126 126 160 160 174 157 100
asufiau (%) 100 100 100 100 100 100 100 100 100 100
issauranun (%) 99.96
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AT 4.2 VBYANITNARBINTIVABUAANUYNABIALATUIIUVBITRYA L ULAYATIHY Ueiay

= (2

flypdunaludiuvesUssiandiiiasizideya (Sniffer) way W@iWnasenfiiuudeyassvieyieiuiu

anwailulan Jeyaiilaanniseassdunaainnisiadadunszuiunisiug lnenaansiedeiaunfn

Wulasidus (%) Ao 100% ntumulnenaanddnasalunisen 4.3

A13190 4.3 To3aNAA0INTINADUAAINYNADILATATUNIUT DY AVl ngLagnY1elay
ANUSINTTAITBYA 1000 Mbps, W@3Hiasteviif, nie @WesuazgnuieUssnmiiedtadnig

NAABITINIL 10 AS3 IneivunnIaTINsdloya 1000Mpbs sia 1 Ay

Sruauads Guauiilddu / swauiidy )
Uszian [GED]
1 2 3 4 5 6 7 8 9 10
Listen 314 314 314 314 314 314 314 314 314 314
Log0 314 314 314 314 314 314 314 314 314 314 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Listen 172 172 172 172 172 172 172 172 172 172
File 172 172 172 172 172 172 172 172 172 172 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Listen 189 189 189 189 189 189 189 189 189 189
Database 189 189 189 189 189 189 189 189 189 189 100
asufau (%) 100 100 100 100 100 100 100 100 100 100
Database 10872 10872 10872 10872 10872 10872 10872 10872 10872 10872
Database 10872 10872 10872 10872 10872 10872 10872 10872 10872 10872 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
FTP Server 37233 37311 37459 37607 37698 37754 37862 37991 38033 38111
Sniffer FTP 37233 37311 37459 37607 37698 37754 37862 37991 38033 38111 100
asudau (%) 100 100 100 100 100 100 100 100 100 100
Syslog 131 133 126 126 110 174 126 126 173 126
Sniffer Log 131 133 126 126 110 174 126 126 173 126 100
asufiau (%) 100 100 100 100 100 100 100 100 100 100
issauanun (%) 99.96

INA13197 4.3 ToYANITNARBINTINADUAAIINYNABILAYATUNIUYDIUBYa LNy ATII Uy

v =

% [ g & g A Y, a & - T
Joyailannnismaaeddunannnisasadunssuiunsuuy lnenaansiedeianuaanduosidud (%)
Ao 100% willoudunsneil 4.2 neunt Asluasuudituludionuiuiiss 100Mbps Adauisads
Jayansuiudevuintunuinnivunliensszyibiinudeyameldlnulduonandaisaniglud

Ugyniieawintu

4.3 HANINAABINITATIVABUAHAANSVaRIA N IdunHsiduvaudazUssian
NNANINARBIATIAARUANAINTVRIN T UMsazlan FuresUseinniug sauduldhanly

wirlnsnensinisinulananisneasmieduiuni Inenaassdiuau 10 a5 measelainisdeu
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lardunisnsradanaunmeassiiognineuasuitngdioyaniiu iiensivaeugradng Ly

naluwinustuusagseunsvhaw msnseluiludayanliannmaaedinisn 4.5

A15199 4.4 NINARBINTIFBUAHAANTVBIAT LT UNATlanduveIufazUsELAN NAa8a

WU 10 A39 IPEMNUANIIEVRINISTUNAIADNAAI W

Ussn
a2 nsdaUToNa Fauavsrasig 2
L, dalua Fudaya ¥

25193ADUNUADS sUluy
1 3.00 20,622.20 300.08 7,902.20
2 2.178 20,702.11 278.83 7,610.02
3 2.74 20,823.15 274.56 7,630.40
i} 32.10 20,622.20 310.99 7,506.11
5 3.14 20,718.35 314.37 7,523.16
6 2.50 20,942.09 250.26 7,294.38
7 2.35 20,671.03 235.27 6,903.94
8 2.67 20,741.22 267.70 7,022.34
9 2.80 20,819.01 280.69 7,357.28
10 3.00 20,5623.17 300.11 7,772.19
Lﬂgﬁl 2.81 20,718.45 281.29 7,452.20

91113797 4.4 NMIVAABIATIIABUANAINS YD IIAT IY I ure Az TlaATulunsazdIuves
szuuwiteuazdoya mndldfiulumsisiu dssamuidne wasgnineussinndoyarasaeufiunes
tufinsldnalumsvhauties gniredssnmdoyarmaseesiinmesldinalunsinuaisfe 2.81
fiadiunil vide 0.0028 Wiaves Tudt dewngninedssiandsiida Adunuvddndduinsldounaily
Msiueasfe 20,178.45 faddund Tudruvesgnineussiandslld wiefide 20,7184 luntheves
H7 uaznnmsnasosiurualidfidsiuiounegi 579 MB Fufudlonnalidfunfodsmasionan
Tumshaugesgnineussanasidlifldnanudomniunuludie desngnineUssnngiutoya §
msldalunshautiesduiu Tasldnatlunsianuedsie 281.29 fadiuni ve 0.2812 luming
o4 it gavheilu gnireUszinndeyaasasrenfinesliinainsihauedsde 7,452.20 fadiui

w3 7.4522 Tundseves Uil Lesnnmsinuvesgniieussinvdeyassnasaziuseandu 2 Usznm
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goedniife wuvasslduazadvdinudadsesioniial (FTP) uazwuudstayaluliumadsniiesy
2 v a & a I v Xy ac fa & v

Wutoyaasnasaeufiames (Syslog) lngaseudrvssinnuuudsayalulidumadsnnesiniudeya
35735AUNIABS (Syslog) Uae T niigIdulannasunfesgNussunn 1 HsetaenITUUYNT us
Wesndnguuuunilafeaselnduasddlndluiiudadsnnesieniif (FTP) dusiosaddlnd, Weulud,
wazdslwdluiunavasnisinnunangegransauiurilminnisinatiuiuedsfe 7,452.20 fadiund
w30 7.4522 Tumiesves Tl adaunaaavinefeludiuvesgniteUssnngiuteyaniaiailinayas
wirnwaswsd ludlalduruiiasanldnateasly 281.29 Tadiuv vse 0.2812 Tunireves Junii Adall

o a =

v 1 3niifiedlaeniinismisweianiniuainnisiideyavesguteyaiideanistuiinasluds

D)

'
] o a

JIudeyanandewmIvdeukaznIsntayalinsaudmsunsiiudeyalny, wilvteyalua, visaudeya

Y Y

14

Miuielmsaesladiteyanngeiu 100% liirasifdeyalaganiveassgemes 10,876 Toya

4.4 wansnaassUszansamvasszuvlunsldmuninensadaslumissvas iy, usy, uazns
guuazNSWeuRan

MnuamvaastUszansnmuesszuulumsldouminensedossuiuldinalusilnddonds
nmsvhauldnanismaasaisesidud (%) wagwiheudnsewnylus (MB wse Megabytes) H1uns
Tilsdtuilfidoutunlunsnmaaey Tnsvaaessduiu 10 ass mefideldviniadouiisddunis
pradaninensvesszuuUtRnsfivhaudu vieffe “System” aidinmadeuinaTesudtiouas
wdnsgnitetu THruminensuinlvidensnensiidmunls Junmaaesiiognaneuazusidieie
adsiuataisufosuds itonmuaeuguadniilininensvenndssnntossiilusluudasseuns
viha Tngagldimuaninginsueaniesde

5eUUUfURN1S (OS) Ma “Oracle Linux x86 v.8u7”, iy (CPU) Aim 2 viqe (Core), Ly (RAM)

Y
[

Ao 2 Gigabytes, Wagdnuiusnsnaan (Disk) Ao 35 Gigabytes M¥NA 7 LATDIVARDUUULATDNLTINIOS

Yool URnTs msseluiludayanliannimaaeianised 4.5 fis 4.11

M13197 4.5 N15NAABINTIVADUANATNENTNYINTNTNUVBITLUULIYVIETIMLA NAGBITIUIY

10 A% Inofuunriievesding (CPU) iuasidud, druwsy RAM) 1udud visewnzlud (MB vse

Y

'
A

1 14 & 1 a a I3 . @ < @ a1 a = = & 1
Megabytes), Wagduanvinefeisesaniseunslisuiian (Disk) 1ududutsaiuni viswnslud do

AU (MB/s %39 Megabytes per second)
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a¥q Fig (%) usy (MB) n1s8ufan (MB/s) nsilgufan (MB/s)
1 5.40 0.25 691.25 134.20
2 5.90 8.81 691.25 134.20
3 5.90 8.81 691.25 134.20
4 3.10 8.81 691.25 134.20
5 3.00 1.38 691.25 134.20
6 3.10 8.81 673.96 134.20
7 2.80 6.59 673.96 134.20
8 3.00 67.09 690.35 134.20
9 3.00 0.26 651.88 134.20
10 1.60 12.56 651.88 134.20

10y 3.70 12.33 679.83 134.20

1NH1519 4.5 INARANITNAABIUTEANT NNV 95 UUTUNSITIUNTNEINTLAT BIEIUVBILUUNE
Wanualdaulunisvmauldnanisnaasaniioilas g udhaznulos udnsaunzlud (MB %39
Megabytes) ladanisunde @iy (CPU) Ia 3.70% wsu (RAM) 161 12.33 Megabytes fiaantoadmsunis
o a 12 a0 = 1 < gj 1 1 =3 5 % [y} [ aa =
PN9NUTTUUUINITUAN D192 LU ITUANTY 67.09% L Huassas1wanlldstuldaunsnensan 30 vise

[

134.20 Megabytes per second Afiotduanatsuesnsyiuseuuuinig

M13197 4.6 N1INAABINTIVADUYHATNENTNENTNTNUVRITEUUGNUIBUTENNATIVERUTBYA
95193A0UN NS RGBT 10 AT Tneiruamieuesdily (CPU) luwosidud, druusy (RAM)

Dudud viawnzlud (MB w38 Megabytes), uazdrugninefaiioswaanserunsideudan (Disk) tlu

Juwulaeiund viiewnglus aedundl (MB/s %38 Megabytes per second)

. 2 Fng (%) w3y (MB) mMseuRan (MB/s) M3\ Beudan (MB/s)
1 3.20 1.80 1,600.59 148.00
2 3.60 1.80 1,600.59 148.01
3 3.80 1.80 1,600.59 148.02
q 3.70 1.80 1,600.53 148.00
5 4.40 1.80 1,600.53 147.99
6 3.70 1.80 1,594.81 148.01
7 3.50 1.80 1,598.47 148.01
8 3.20 4.19 1,600.53 148.01
9 3.60 1.80 1,600.59 148.00
10 3.70 13.76 1,600.59 147.99

LQEIEJ 3.60 3.23 1599.78 148.00
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INANTNN 4.6 MNNaNITAaeIUsEaNEAmMYassruulumsldnuninensinsesdiuvegnie
Uszivdeayadsnasaeuiiawmeslunisinuldnanisnaasmihsesiduduasniieduivsewnglud

(MB 1138 Megabytes) i avianundio Iia (CPU) I¢ 3.60% wiu (RAM) I¢ 3.20 Megabytes figsdioqn

Y

[ 1

Uogd 1S UNITNNIUITUUUING d1uannneniseunants 1599.78 Megabytes per second n1siligu

9

v o o o

Aanle 148.00 Megabytes per second figafiinduaidesdnsunisyinaussuuusmsunnisenu
9199zl uguy 1,600.59 feduldeunsneinsudn 30 wse Inglud (GB n3e Gigabytes) uASs

asMlunsdionulndluduselndvualuwindulndimu

M13199 4.7 NINARBINTIIABUANAT NSNS N NTTITTwessEUUgNUBUssandalld naaes
91U 10 A3 Inginuanidlevesdiiy (CPU) 1Hulasidud, diuusu (RAM) Wuend wiawnzlud (VB

38 Megabytes), wardiuanvefai3eveIn1seunsdeudan (Disk) \Wudududdedund wiswuns

Tus AoIu? (MB/s %3e Megabytes per second)

A9 Fng (%) sy (MB) mMseuRan (MB/s) M3\ Beudan (MB/s)
1 5.00 0.00 853.00 158.65
2 1.10 0.00 1,234.66 158.64
3 3.70 0.71 1,355.74 158.65
q 3.80 0.25 1,400.32 158.66
5 3.30 0.00 1651.69 158.67
6 3.30 0.00 1,827.99 158.67
7 3.20 0.00 1651.69 158.66
8 3.50 0.00 1,400.32 158.65
9 3.30 0.00 1,355.74 158.64
10 3.10 0.00 1,234.66 158.65

LQEIEJ 3.30 0.10 1396.58 158.65

N9 4.7 MnRanTaaesUssansnmyessruulunsldiuniweinsidesdinvesgning
Usziandslvdlunisviaulananisnaassmuieilesidud uaznirsduiniowunzlus (MB w3e
Megabytes) \agTMLnAe il (CPU) 161 3.30% w3nt (RAM) 16t 0.10 Megabytes per second figisfios
Wosdmiun1svieauszuuuinsdalng diugavinaniseudants 1396.58 Megabytes n1sidaufanta
158.65 Megabytes per second Adsiioinduanarsunfdinsunisinuseuuuing win15e1uenany
fiaatugaty 1,400.32 feduldamumineinsvdn 35 vie 3nzlud (GB v3e Gigabytes) Wunssadnilu

nytleulndlnd q viislndauualidwindulwdinu
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A13197 4.8 NINARBIATIVABUANAGNENTNYINTN LFUVBITTULRNYI8UTBLANG UL OYA
NAERITILIU 10 AT Tneivuaniievesdily (CPU) Wuwosidud, dauwsy (RAM) Wwdud wiswng
Ludl (MB %30 Megabytes), uazdaugavinafoisoswaanissunisileudan (Disk) \Wuduwdudaeiund

selunglud feui (MB/s se Megabytes per second)

. 2 Fng (%) sy (MB) mMseuRan (MB/s) M3\ Beudan (MB/s)
1 4.00 0.52 1167.84 1573.02
2 6.80 0.53 1167.84 1573.02
3 6.40 1.99 1167.84 1573.02
q 4.10 1.93 1167.84 1573.03
5 3.70 0.54 1167.84 1573.03
6 3.40 1.98 1167.84 1573.04
7 7.00 0.54 1167.84 1573.04
8 7.20 2.09 1167.84 1573.04
9 7.60 0.18 1167.84 1573.09
10 7.10 0.26 1167.84 1573.09

LQEIEJ 5.70 1.06 1167.84 1573.04

N5 4.8 MNHaNTaesUsAnEamYessruulumslfunIwensiedesdmvesgning
Usziangrudoeyalunisiaulananisnasemiieilesidusazmitaduiniownzlusd (MB %3e
Megabytes) Wdemisunie Fiy (CPU) Ia 5.70% w3n (RAM) 16 1.06 Megabytes fiadntaedmsunis
IUTZUUUINIG druanninen1seufants 1167.84 Megabytes per second n1swligudants 1573.04
Megabytes per second 5@'3'1Lﬁumﬂ%mul,ﬁumﬁqqLﬁaqmﬂl%’mw%’wmﬂssﬁuﬁwﬁﬂ 30 v30 Inglud
(GB %30 Gigabytes) Ao 1.167 / 1,573 Gigabytes Lagfiidsaiilasanenvazegf s1uruvuindeyaly

FrudayatugMidenmsedu 4 mewuiu nensmeaeulldnudeyagiudeyan 10,876 I1uiutoya

v

A997l 4.9 MINRasInTIRERUNAdHENINeINTTlTNUveITTUUgNT BTN YA 193
rouRunpizULuvaialnduazdslnd vaaessiuru 10 ae lnsdmunnisesdiy (CPU) LBy
Wesidud, dausu (RAM) 1Huwdud viewnzlud (MB 130 Megabytes), uavdrugnynofedosuanis
grunsileuan Disk) \Wududusuineiui visewnglud aeundl (MB/s %58 Megabytes per

second)
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g

GH Fig (%) usy (MB) n1s8ufan (MB/s) nsilgufan (MB/s)
1 4.00 0.60 240.21 18.62
2 5.20 0.34 240.21 18.62
3 5.00 0.09 240.21 18.63
4 4.80 0.32 240.21 18.63
5 6.30 0.02 240.21 18.64
6 4.70 0.32 240.21 18.64
7 6.30 0.50 240.21 18.64
8 4.70 0.32 240.21 18.64
9 5.10 0.02 240.22 18.67
10 5.30 0.02 240.22 18.68

10y 5.10 0.26 240.21 18.64

INANTNN 4.9 MNaNIIeaeIUsEanEnmvessruulumsldauninensinIesdiuvegniie

Uszunndayaasnas wuudsldlunisvhauldnanismesemieesiduwazmhedudvsewnzlud (VB

vi30 Megabytes) lnduvisvunde dig (CPU) 16 5.10% usu (RAM) 1¢ 0.26 Megabytes Aainsdmsy

nsviussuuusmMsasabiduasdslid diugavneniseudanta 240.21 Megabytes per second 113

WeouRanls 18.64 Megabytes per second fioindunisldnuduaidesuindmsunisldnanain

USLLNNDUNINUA

M15799 4.10 NINARBINTIVABUANAGNENTNEINTNLITUTBITTUURNY U TEANTOYARTIDT

Aawfiames UnuUATlULEsWI0395195 NaaesdIuiu 10 A5 tneimuanyievesdiy (CPU) 1lu

Wesidud, duwsy (RAM) 1Hudut viownglud (MB e Megabytes), uagdiugniinefioisoswainis

grunseuian (Disk) Wuduwdulaedund viswnglud sedundl (MB/s Wie Megabytes per second)

GH Fig (%) usy (MB) n1s8ufan (MB/s) nsilgufan (MB/s)
1 3.70 0.26 596.96 161.61
2 3.20 0.00 596.96 161.61
3 5.30 0.24 596.96 161.61
4 3.00 0.00 596.96 161.61
5 3.00 0.00 596.96 161.61
6 3.30 0.18 596.96 161.61
7 6.10 0.26 596.96 161.61
8 3.20 0.00 596.96 161.61
9 5.70 0.00 596.96 161.61
10 5.70 0.00 596.96 161.61

10y 4.20 0.10 596.96 161.61
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211919797 4.10 nRanIeaesUsEAnSamuesszuUlunsldnuninensiadesdvesgn
PeUsenntoyassnasuuvaiabidddudagsniesdayanasreniivnasiunsinulinanisvaaes
wieesifunazmiiadutviownzlud (MB wie Megabytes) wasvianunie Fily (CPU) Il 4.20%
w33 (RAM) 0.10 Megabytes fio1tiousnn 9 AMFUNTTUSEUUUS suazUssIana utavan dau
qmﬁwmidmﬁafﬂé’ 596.96 Megabytes per second N15.08uRgaNLs 161.64 Megabytes per second

= < o L I R VIR Sy a a i+
foIndumsldnuludndesduduasafiuveinmaaeslss@vsanviauavemnussam

4.5 nanaaassasiuTuLTnanvauatasgniteuazauE e IR U Teude 1 afe
NnranmeaesUszdnsnmvesszuulunisldanunisidensorussninsgninonazusingling
msnaaesanIsadeudeldvieliuaztisnaizihnugniiefdiun e lnsnaassdiuiu
20 gn91e Taazldivuanineinsveaaieagniiefe szuuUfuanig (0S) Ao “Oracle Linux x86
v.8u7”, @igy (CPU) Aim 1 wae (Core), k3ul (RAM) fid 2 Gigabytes, Wagduiuginaan (Disk) Ag 25
Gigabytes vl ansrvaauguadnsinsesiugnireliuntiosvinlniuazdmintosinaiignitees
Fouselauudrneldinailniadusnuarduganmehanluafiusnviniy mssiolutidudeyails

INNSNAADINIAITIN 4.11 D9 4.17

M15999 4.11 M39Aa09lAEN1TTUTINIULVAAYBNLATRIRNYIBUTENNTRYAITITABNTIADS
Sunwhaueswsniagdugaasauyiniug lngsznaasdiuig 3 gnunefivuinteainuwiniude

Uszanal 300 bytes naansflaneaunsadannan1uvsolisdsldinalunisieuneiulddnesvse

yuwinlns
adedl | Vsmaw | vendwie | nanfivgadeusie | nanfiléideude Guai) | duadesnnanuds
1 Log0 | 6/8/2023 14:34 | 6/8/2023 14:36 379 79 bytes siadunit
2 Log0 | 6/8/2023 15:13 | 6/8/2023 15:16 3.49 85 bytes oAl
3 Log0 | 6/8/202316:09 | 6/8/2023 16:13 4.03 74 bytes siadunil

INANTNN 4.11 NHanIINAasdlnen1ssuduIulnenveunIgniie 3 gnuiewsniuszay
wagusaldiindyuile 9 Aeanfinamzurhauiundanfindsyidduiinasludaivwennaedu Tu
druvalsvinndeyaasasreuiiunesineliAtenrudsluliiuniauitieegf 300 lusd Bytes) 1o

AnaaglunsTuinle 3.77 Juni
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M159991 4.12 N599809lAEN15TUTINIULVAAYBNLATRIRNYBUTENNTRYAITIITABNTILADS

SUNUINNUATIMI KA AugnATIwwnlng Tngasnaassdiuiu 3 gnunedaunivuindeyawiniufe

Use3704 280 bytes WAKANGAIIAIN 3 gNUILNBUNTY NadNENLARBaNTOTRNsOHUNS Bl TN IlY

nanlunms@eusadulidnssvsouuwinlug

adedl | Vsmaw | vendwie | panfivgadeusie | nanfléideude Guai) | duadednnanuds
4 Log0 | 9/8/2023 11:24 | 9/8/2023 11:27 3.86 72 bytes #ounil
5 LogO 9/8/2023 11:37 9/8/2023 11:40 3.71 75 bytes sig3unii
6 LogO 9/8/2023 11:45 9/8/2023 11:48 3.26 85 bytes sig3uni

91NAITNA 4.12 9Ran1IVAasslaen1ssuTIuILlnan A3 0agnYIe 6 gnuteiuszauy
wagusaldiindyuile g Meanfinamzurhauiundanfindsyidduiinasludaivwennaadu Tu
druvaslsvinndeyaasasaeuiiunesineliAtenrudsluliiuniauitieegf 280 lud (Bytes)

Anaaglun1sTuinle 3.61 Juni

M13197 4.13 N1neaedlaen1siuIuIulnanvenIeIgnUIeUssandslid Tunuinnuas
wsnuazduanasiuminlng lngagnnassdiuiu 3 gniedauifivwiadeyawiniufie Idussunn 140
Megabyte WAWANA193AIN 6 anUgneauni naansnlafeausaieusoruvselisudddiailunis

WauradukiveE s ouuwinlug

pdedl | Ustom | enwvineu wariivgaleusis | waitldideuse Guril) | AneREEATIAIGEY
7 File 6/8/2023 16:22 | 6/8/2023 16:32 10.35 13 Megabytes sipund
8 File 6/8/2023 17:18 | 6/8/2023 17:27 9.13 15 Megabytes fioundl
9 File 6/8/2023 17:39 | 6/8/2023 17:53 14.42 9 Megabytes Aajunil

91NA195NT 4.13 nRan1svaasslaen1siuduiulnantenn3eagnyie 9 gnuteiuszauy
wagusaldiiadyuile 9 Aeanfinamzurhauiundandindsyidduiinasludaivwennaadu Tu
dvesUssinndalridlnedaivuialndndduiiuniuwiiisegn 140 Megabytes lonnadelunstuiin

1 11.3 Funii

M13197 4.14 MIneaedlnen1sTuIuILlnanveAIeIgnUIeUsEIaNaTlid Tunuinuase
wsnuazdugansatuiing lnessvnassdiuiu 3 gnuiedauivuadeyalnesnasdiuiu 3 gnuiy
dnunvuadeyaniniude Induseunn 260 Megabyte wAkANA4AIN 9 anUEnaUNt KadnsTIliAe

aunsawdausnunsaluswdddnanlunislisusefukivetssauuvining
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pdedl | Ustom | enwvineu wariivgalexsis | waitldideuss Guril) | AneREEATIAIGEY
10 File 9/8/2023 11:57 | 9/8/2023 12:14 17.67 14 Megabytes sipundl
11 File 9/8/2023 12:00 | 9/8/2023 12:18 18.87 13 Megabytes fioundl
12 File 9/8/2023 12:03 | 9/8/2023 12:20 17.63 14 Megabytes #ioundl

INANTNA 4.14 3NRaN15NAaedlaen1ssuduulvanveuasasgnyie 12 gnuneiuszauy
wagusaldiindyuile g Meanfinamzuhauiundandindsyidduiinasludaivwennaadu Tu
dvesUssinndalridlnedivuinlnandaluiviiuniuiiisegn 260 Megabytes lonnadelunsduiin

16 18.06 Ui

M157991 4.15 NM1InAaedlaen1ssuTuIulranvenasosgnUelTTANgIuYaYE Uiy
ATIwsnuazdugansatuiilng Ineaznaassdiuiu 3 gnatedauifivuindeyaliwindufie MySQL
d1uuloya 10,872, Oracle Database I1uutoya 7,611 iU 7,862 kaghanm19aIn 12 gnunenaumin

nadnsleAeansaiausaN unT e lisudlalunsWendefuLiveS s au Ui lns

adedl | Uszawm 1IAFUTY nmﬁwqm%amia vanilléideusie Guail) | Anedednsiaanusn
13 | Database | 6/8/2023 20:28 | 6/8/2023 20:41 13.27 819 Yaya slo N9
14 | Database | 6/8/2023 20:29 | 6/8/2023 20:43 14.45 526 Uoya o Ui
15 | Database | 7/8/2023 17:39 | 7/8/2023 17:52 13.34 589 Uoya s W9

INANTNA 4.15 3NRan15NAaedlaen1ssuduiuivanvesasssgnyie 15 gnuneivszay
wagusaldiiadyuile g feanfinamzurhauiundandindsyidduiinasludaivwennaadu Tu
druveslssinngiuteyalaeiiiuiudeyantuiiniviiunegiuteyaainiavesivieegi 10,872, 7,611,

wae 7862 Uaya tAnadglunistuiinld 13.68 Junil

A990 4.16 MavaaedlaensiuduiulnanvoseiesgninsUssianguteya Suauyiey
afausnuardugandatuninlug Tasagnaaessiuau 3 gnansdaunfivuindoualivindufe MysoL
d1uuteya 10,872, Oracle Database 91uiudeya 7,611 fu 7,862 usiniugniteneunti 3 gnine
uazdaunnsneann 15 gnanereunti nadnsiildreannsaideuderinuniolisuddinailunsdeusse

funive$msauuvning
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adedl | Uszawm 1IAFUTY nmﬁwqm%amia vanilléideusie Guail) | Anedednsiannusn
16 | Database | 9/8/2023 16:01 | 9/8/2023 16:19 11.18 819 oya sio W9
17 | Database | 9/8/2023 16:02 | 9/8/2023 16:27 24.57 526 Uoya o Wi
18 | Database | 9/8/2023 16:07 | 9/8/2023 16:17 10.33 589 Yoya slo N9

INANTNA 4.16 INRAN1INA0dlAeN155UTINIUINanveLATaIgNYIY 18 gnunefUszauy
wagusaldiiadyuile g Aeanfinamzurhauiundandindsyidduiinasludaivwennaadu Tu
druraslssngutayansuiiamesinelidnuiudeyanUuinidunigiudeyaanilaveusivigag

10,872, 7,611, uay 7862 doya IiAiadelumstiudinle 15.36 Jui

M13197 4.17 MIMAaedlaun15TUTIIUILINaATDLATEINUBUTHANTEYATIIDT LTUUYINNY
ATsNWarAuanAs I uYng Ingaennasiduiu 2 gnunedau1fivuindendnuiniude 180
Megabytes wikan®1931n 18 gneneneunti uaansilafeansadouseiuvsslisuddldiailunis

WauradukiveE o uuwinlug

Asell | Uszam | wendwineu | wanfiveadeuse | naiiildieusde Gundl) | Anefesnsiannui

19 Sniffer 7/8/2023 17:39 7/8/2023 18:04 24.98 7 Megabytes fg U1l

20 Sniffer 9/8/2023 16:33 9/8/2023 17:00 26.58 6 Megabytes #ip T

INANTNA 4.17 3NRaN15NAa0dlaen155uTuIulnanveuasaagnyie 20 gnuneiuszauy
wagusaldiiadyuile g Aeanfinamzurhauiundandfindsyidduiinasiudaivwennaadu Tu
druresUsenndeyaasnas nedaisliduasddndlviiumansousluivegi 180 Megabytes larniade

Tunsdudinle 25.78 Juni

4.6 ayUnamanaaes uazlymiiindu
Tudetiagndnfanismeassnismussansnmuaansvhauuesssuy maieudioy
aruupnsdlunsinuessruuLasdgiiiindu Swansmnaesdl 1 wanismaaemIadeUgNaAdNS
vasn1sasdoyaruaunsalidnisaalindnmeludnisaieiuluwiazarusivesaedyan lanadns
P0NMABATUNIY LiukAgnUeUssandinszideyauuuaialilduasdslndsdmiwitivey 1 i1
[AD HANNTNARDST 2 HANTMIRABINTIVABUNAGNEVR Al NuYB LRz iladdulusazdIueq
szuulitsuazanie lenadnseenliinatiesdmiussuuilmndunsliuinsiuug suuuvdslndas
lwdeuutuegfurunavesdindtug wanismaaesil 3 nansnaaesUszAnsnmassszuulunisléda

ninensAsedlumiieves iy, LIy, waenMIoukasNSTeuRan naansoenunldtieaniniinnAnl e
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\So9v0IN15 NS ne1nsnseunseuRannaeInais o ldunludesld nanisvnassdl 4 wansnaass
laen135udnuulnanodni0gnie @unsnsessuld naansesnundedtauisaldauldiiunans
Wasmnldanunsaveassdiuaugnuislaunnintumsz@sunesninenslaiou 100% wazdinds

100% o193z lidunTe@snnesnlinageu wazusnanideilananidymnintudmsns 4.14

A13197 4.18 asulgmiietunsdineaesnlinaaeunainiiovun 4 hidenaaes lneasuuady

Usetan o sadl

Uszm Hymiintu
‘ ofinsldnuilsidunaaeuremimensiuuidisuazgnites oy eraviliAanisdesseiugudeya (Pool time
eten out) Iiduszey
A yunvaslidfidaiy (memory allocation of ..) tRuMs#tiaguamineIns usy (RAM) faiuilnduunlvgiiundi
e 117U RAM 919agvilsazuugnaneyssanivgayhanly
<hiffer ETP lefigninevhauegisezenaassedrlumsdiliiduu uie e1a9zvan connect U widiaunsnasislndues sniffer
nirrer

wosldt (Fadullymndsldudla)

i evaulad 59 15150 16 a2 viaululadn 23 92Tus 981 n PoolTimeOut w5 'lal i ConnectTime
out wazliuiile snamselday script fauddai 11 - 16 Aovhauuueies Weorty wasninensililulineldau
alouay | wiansanduimsviaulnisnadile Tnensnensiildae 2 CPUs, 4 RAM, 100GB Disk wazguilowinenaldauiu
gninevn | script 2 - 3 gneesie 1 LAReq
Usglam losan script Wlldldninensunn us library w3e package 7 script finsuldeildnuunaunis desan Wldinieu
script Tunng restart Umsvhaulmisnada ile script ngAsu Tnerasunisnaaeuidu 2 CPUs, 4 RAM, 100GB Disk

Ju 2 1aseq

NA15797 4.18 Naznansdeslgmfaduanlunsinnuuiiigwazgnuiswanlaldidudym
Tngfiazlifinusegndla iswsmdulymagninazdeddiguaszuudidnnisiieissuundunnviieu

UnRonasaseazlansniull



UNN 5

#5UNaN15IY

JeUUInN1sTayatugULuLideInInsIvaeuteyauasindidoya i daviuasyesineineg
yaanshszuulvinssiungrinedeyadsasaeuiineiazngminedeyadiuunna Nusesdymseuy
wanlianunsaifasesessulimessuvarthedundudnvilsdndonvisenidnady famnsalvian

NTTVDIHARATFUUMTRRLINUTEUY Bsanunsaagunansnaaesareiusenanisvaaadlanadl

5.1 d5duasaiusiena

MNNTMRaINUidies sruudanistoyalusUuuuiidesnismseaeuteyanazinindoya
anunsnasUuazeSuneramvanowiaualdded

5.1.1 MInsadeuanuAsUiIunudannasvesinisinluldlunisnsvaeunainsvesgnae
U58LANATI9A0UT0YAINATABUNIADST, §IUTOYA, TRYATTIVTIILAAINAYNABILATATUNIUAY
Fermuaniedonnasesnisiluldnusisifumanhenumiisnunis lnonadnsueanisnsanis
aoutuazadeifunisvhuansiegswesnsadnsiveaiulduidadgmitauelasfulenndiadu Tu

drulaniatoyanin eIt usrUUIANIsUayalug kUL faen1snsIvdeudayanazind1vaya

Y Y

'
a Ya o

WesnszuundITeldiaunliladnsuanmalinduldegrsdaan wagldvirduiiornuegaumas

Y
[%

szuUBndeniletiules

5.1.2 N15VINaeIRTIvEUgNaaNSvaINsastayaruaUnsalidnisaaindngludaisaieiu
Tuusagenuiwesaedynn dunisunaaoulusuuuuvesiudniinaindlnanasife miusmiae
Mbps (Megabyte per seconds) Haaguaslinsuiiuiuvestenuiignitedanaziaiviesuiiiesan
mmsaeiaLLazé’UﬂiUTuﬂawmL%’Jﬁﬁ?wﬁqﬂﬁa 100 Mbps (Megabyte per seconds) #1513 5.1

[

M1519% 5.1 WaagUaINN1INAaeInTINaeugNaansveInsatayarugUnsalilnisaalindaad

. AUATUAIU (%)
anviedszian
100 Mbps 1000 Mbps
MTIAARULBYATAIABNNUNDS 100 100
drsasliid 100 100
Futoya 100 100
Uoyaa3193 (@5 lnddelug) 100 100
Uoyaa3193 (@vlUdugsniesasvsneniiunes) 100 100
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'
e

AIUINA39 5.1 Wetharanuasuiuneiesiuld 100% Lidanusiassininngideld
o Yo & 1
mnunlidnnazliing

5.1.3 N15MAa09nsIRdeUgNad nsvatIaldiuvessar s duluusazaiuvessruuniang
wargnineg tuwssunadeuruilndundewtuanltulAnvesssuulneinadife wmihedwiniuaenafioy
4 vanuarnTIv@eURaNSMENIsaLatunsInuientee naajufwm1sen 5.2

M13197 5.2 Haaguan1sneaensiaaeugnadnsvesiatnldiuvesudazilenduluudazdiu

fail
Useum Anafe (Haddunil)
MTIAARUTRLAITIVIADUNUNDS 2.81
dalvld 20,718.45
Futoya 281.29
Toyad3193 2 JULUU 7,452.20

11NA15197 5.2 gninevszinnanadeutoyadsasnouiiunes lade 2.81 fiadiundl 3o 0.0028
Jui, gnineussiamaslild Idede 20,718.45 fadiund w3 20.7184 Junit gnineuszimgudoya 1
281.29 fiadiunil wie 0.2812 Tunf, wazgainegnineusziavdeyaaasneuiunosia 2 sUuuURe
sduvvadlidddlid wazsuuuvdstomnulududiinestoyaasnasneniinnes Ifiade 7,452.20
fadiuni w3o 7.4522 Funit il erhAied svesudazUssiansiuiuazmeed vlwaayled 7113.68
fodiufl vide 7.1136 Il udumnusideuargnieanunildnaaosiailitesfigaiie uitieyn
UszinnuagandeUselandayaasniasaeuiinmes sesmunfAegningussinngiudeya wasnanshogning
Ussiamdayaarasaeufiunodi 2 Uuuu gavhefegniietssandsndldnaniuiian Wesnnilade
ogfivunveslwdniddlugaudsvinefoniifi (FTP Server) Tnefidelaldnulniduun 579 Megabytes
5.1.4 Minnasalszdvdamuesszutlunisldnunsnensiedesiuniieves Iy, usw, uaznns
gunsdsufard dusSeummaaouruiliduiideutunluldnvesssuuiduiulainasife mhedu

Wesidud uagymiiedul vise wnglud (MB w38 Megabytes) naajudin1snad 5.3

M13199 5.3 naajuansnaassUszansnainvessruulunisldauninennsinseduniieves

[

T, W3l wAN1TUNTTEURANAL
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Alaae
dsstan — , —
ang (CPU) (%) | wsu (RAM) (MB) | n1sa1u (MB/s) | mswusuagn (MB/s)
g 3.1 12.33 679.83 134.20
aNUeATINAOUTDYATTIVIABUNINDS 3.6 3.23 1599.78 148.00
gniedslild 2.9 0.10 1396.58 158.65
antegudoya 5.7 1.06 1167.84 1573.04
anNUeveUARINT
Y . . 5.1 0.26 240.21 18.64
(@59lnddalnd)
anNU1eveUARTIRT
I . 4.2 0.10 596.96 161.61
@Al B59n95a5195AUN LA DS)

115797 5.3 wivreldaunsneans §ivy (CPU) wdulel 3.1%, usu (RAM) i ols 12.33
Megabytes LATNI58IUBIRAR LA 8 679.83 Megabytes per second N15LT8UVDIAEA 134.20
Megabytes per second, fisungnineuszinndeyaasasnenfiumesldanunineins Ty (CPU) Ladeld
3.6%, w3 (RAM) 1adeld 3.23 Megabytes, wazni1senufadivesiadldiade 1599.78 Megabytes per
second N15.U8UYDIRAN 148.00 Megabytes per second fiau1gny1eUssianadslndldanunsneins
iy (CPU) 1adole 2.9%, w3y (RAM) 1aaeld 0.10 Megabytes uagn1seuvesiadldiade 1396.58
Megabytes per second n51l8UVBIAAN 158.65 Megabytes per second Giam@dﬂﬁﬁﬁlﬂizl,ﬂwgmsﬁauua
Tdnswens dig (CPU) wald 5.7%, wu (RAM) 0.90 Megabytes per second wagn158 1uvasRarle
8y 1,167.84 Megabytes n15iduuvesfian 1573.04 Megabytes per second, ADUIYNUIBUTLLANG
Anneiilusinnoaguiuuatsliduazdalndldanunineins Iy (CPU) Isiade 5.1%, wsa (RAM) 0.26
Megabytes Lavn1e1ueIRailiiad g 240.21 Megabytes per second N15LU8UVDIA AN 18.64
Megabytes per second, gavinegnyieyseinndiiinsizsilusianeaziuuvdstennulududsnies
U9Ya35195A0NTNIARTITNUNTNEINT Ty (CPU) 4.2%, Usul (RAM) 0.10 Megabytes wazn135811Y01
fadldedy 596.96 Megabytes per second n15L08uUVIRAN 161.61 Megabytes per second nile

[
a Y

oSunsnimualdAedsveminensiosdmiunsianussuuuinuevesnseunsdouves
Aandumnansldunnifuliuazlivesiiuly

5.1.5 wamﬁmaaﬂiaq%’mﬁmu‘luamlaaLﬂ%laqgﬂsdwuazmmL%ﬂﬂALﬁ%ﬂ%ﬂﬁﬁNWﬁ@ 1 ady
fusdsumagousumsliuninifunalunsdeudeveuaiesgnitouaslfinalunsdeudedueios
wiitewilys Tnenadife whadulunfiuasiiv3eunsvageugnuiesnuiu 20 gninguudsiiiesves

el uRnsiavazldimuaninensvesasesgniuieae seuudiAnig (OS) fe “Oracle Linux x86
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v.8u7”, @iy (CPU) Aa 1 niae (Core), W3y (RAM) fid 2 Gigabytes, warduiugninaan (Disk) Ao 35
Gigabytes wuseaniludn 2 1n3edlaefinIaausnyinau 6 1aseslsznvdeyadsnasneuiiames fasie
anUieUsznvddlild 6 1ses wargnueUssindeyagiudoya 6 LATed gavnfiiiasieilusinnea 2

w3 Sumimnalu 20 1A309gNTNe NaagUMIMIIN 5.4

Useum Anade (Fui)
ANUUNTIIABULYATINNTABUNINDS 3.69
aninedrselng 14.69
anteguleys 14.52
gninedoyaaTaTi 2 sUuuy 25.78

MMl 5.4 wedndaadevenadosgnirennussnniunaiade Ao 12.44 Jund nviavun
20 gne1e Tagainnismaaes WensvaeunadnsvuzszuuldFuvhauiy sasusnlifinedgmesls
ansniBeudeldund wiillennaniuly 3 fs 4 $alusgnined 19 Aegniteussaninieneiluslnaea
suuvvadslnddstidngavhnuluusdiamsondulufenhnulnidnadsldlifitymerlusidonan
inuluBndnsezinsngaludnass defiugndelun 1 gndefdianusadensioldunidu 20 gn
Pennvueaiideudoniosesuldviamun 20 ufaedgadaunadefinishaugniielu 1 wies

ey 1 andeanibiiadamdsguaminuans 5.1 - 5.3 duld

thread 'main' panicked at 'Failed to connect to server: 0s { code: 110, kind: TimedOut,
message: "Connection timed out" }', src/module/handles.rs:224:109

note: run with "RUST BACKTRACE=1" environment variable to display a backtrace
“Cmake: *** [Makefile:23: run] Interrupt

Al 5.1 fegveswanisaaesiuduveaatesgnieiindymiu 1

NnA 5.1 nsdlilfinvulaannineinsiasesiildanulivisanesianisiiaudiuiumans 4 gn

PemszuuluRnisiansaulugsignieneedauseiukivg

thread 'main' panicked at 'called "Result::unwrap()’ on an "Err’ value: PoolTimedOut',
src/module/1log0.rs:64:20

note: run with "RUST BACKTRACE=1" environment variable to display a backtrace
“Cmake: *** [Makefile:23: run] Interrupt

AW 5.2 fegavemanisnaaesiudnniuveesegnUeiiiadymau 2

NN 5.2 NN IAnTUAIEATINUNTALINARYINYIN1TSEULgNY B UUMILATOLoU DU

guteyavanbiladmgarianuly
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thread 'main' panicked at esult: unwrap() Py 0s 28, kind: Storage

Full, me N | ce left on
note: run with RUST_BACKTRACE=1

AW 5.3 (1981990INANTNARBITUIIUIUYBUATBIRNUILTAATU 3

& &

MNAmA 5.3 nsdidazdudaumiugueaniedlimdedmeavihanuluilesannieudiuugn
Ve DU

Tnsran1smaaesis 4 nsvaassaunsnvenldinssuudanuannsalunisianisdeswesnis
nyvaeuteyauaziinirdoyaiildunlunsvaeusednnennidifusyuuvdshudnduiuinvoni
wenndiady iieliiinnuindefionntulunsBusilifunguunedeyaasaseonfinoiuazngune

Toyadiuynns

5.2 Jatauauuglunisiaun

szuudanisteyalusuuuuiidesnsnsaaeudoyauazintndoya anunsaifuuumeuszgnd
wazitmunszutlvansnsai s lendldvarsesdlsiussans mmanndsdulaeidoiauauuylunns
yiisoadatelud

5.2.1. Wuanuaasagninslumehlivhaussuulmidnasilfdofiafinamganisyiauly

5.2.2. Wiiumsddaluslaneannulasadegiatdu TLS Wodostunaidnddoyasznineds
Toyalvinuwiineuazaning

£

5.2.3. YSuugwiseuSuunlelyminifintuainnaaes wialilanaansoenuniiuss anganavuy
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ANaN1SANAY Agent listen & client laW1z Windows

N13FRfe Script agent listen
*19391naaulldtlisesu Windows sgradngunuy 1aaziilgwiinduldaue*
1) Uaduusriwessdalanlaaintudiludaiu “https:/github.com/kuzan04/agent_listen”

Wawdnly pdndudiden “Code” 9Nty Adn “Awdeudouiu” ensdnesteaumuntiiy

[ ) GitHub - kuzanO4/agent Jisten: - X | 4 - o X
« C e github.com/k 4/a o8 D & | & - (b
- Q
O Product Solutions Open Source Pricing
L 4
& kuzan04 / agent_listen Pubic £} Notifications Y Fork 0 17 Star 1 - -
i
<> Code ( Issues 11 Pullrequests ( Actions [ Projects @ Security |~ Insights
X o
P master + P11 © Jea Go to file Code ~ About &
Co-op (SGC Services) [
@ Kuzan0s Update READMEMJ b2694 last week D) 43 commit
[ Readme w
W s
+
O gitignore w1
® 1wat
O Cargolock v Ofork
O Cargo.tom!
O Makefile
[ READMEmd te README.md t k Releases
= READMEmd
. Packages a)
agent_listen
_ # oo mOLUEEEE ~eQde 0Ne
- H ¥ 1 v
= o 1 [ a a o . .
AMNN N.1 AIBYNUUNDUN 1 VBINITHAGI Scrlpt agent listen
[ ) GitHub - kuzan04/agent listen: ¢ X | - - = X
« C ttps//github.com/k 4/agent_list o # ; m ¢ @ 8 £ L)
o Product v Solutions ¥ Open Source v Pricing earch or jump to. Signin | Sign up
L 4
B kuzan04/ agent _listen  Public £ Notifications Y Fork 0 7 star 1 -
‘A
<> Code (O Issues I Pullrequests ( Actions [ Projects (@ Security |2 Insights
(<]
P master ~+ P 1bra © Jrag Go to file About [
Local Co-op (SGC Services) [ 2
@ wzan04 Update READMEmd
0 Readme w
2 Clone ®
W s Edit small value A Activity
HTTPS  GitHub CLI ?r 1star -
O gitignore
® 1watching
[ Cargolock rest script https://github.com/kuzan@d/agent_listen.git ¢ 0fork
O Cargotoml Report
D Makefile €3 Open with GitHub Desktop
(3 READMEmd date README.md Releases
[?) Download ZIP
= READMEmd
. Packages @
agent_listen
LB
28°C - — 1AM
B i # oo mwOLEMEEE ~ &g e

AINT N.2 F0ENTUABUN 1 LWULALUDINITANAY Script agent listen
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2) ¥N13 AAN “Search” #503U “UIuvee” ANUURNH “CMD” Lden “Command Prompt”

Taelyt Aan “Run as administrator”

Q cmdl

(L) Chat m Apps Documents Web Settings Folders Photos » II,

Best match

Command Prompt
(1 Dot -

Search the web Command Prompt
App
£ cmd - see web results >

Documents 2 open

Cmd - in Net > [® Run as administrator

— ) Open file location
Cmd - in IPC >

£ Pinto Start

B @it 4 £ Pin to taskbar
€ Cmd-inNet >
€ Cmd-iniec >

s LO-m® &
AT N.3 AI0LNTUNDUT 2 VBIN1TAAAS Script agent listen

3) Tuu19AsaD199Eduntmg “User Account Control” T9%innns adn “Yes”

User Account Control

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

)

AT N.4 AIDLNTUNDUT 3 VBIN1TAAAS Script agent listen
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4) ndwimsdenegvednanes “cd .\.\Users\##User##\Documents” 1ntiulilogngua?
AU “git clone wardaAuNlaanAnasnu1I1e” naUy “Enter” dou Wuv “dir” 1iouanssngns

Wawasuazlviddioguaenssil

B Administrator: Command Prompt

piindows? | AL AUsersh\Windows\Documents

C:\Users\Windows\Documents>git clone https://github.com/kuzane4/agent_listen.git
Cloning into "agent_listen’

remote: Enumerating objects

remote: Counting objects:

remote: Compressing jer ] : 39), done.

Receiving 2

Receivin j z 5 19/21 68.55 Ki 2.42 MiB/s, done.

Resolvin ]

C:\Users\Windows\Documents>dir
Volume in drive C has no label.
Volume Serial Number is 3256-5CES

Directory of C:\Users\Windows\Documents

agent listen
8 b

A7 n.5 ﬁaasmsﬁ’umauﬁ 4 maama@w&fa Script agent listen

L4

5) i “cd agent_listen” iatdludsinawnesiu anduiioiin1snsiaaausien1sing Aumw
l(dir”
C:\Users\Windows\Documents>cd agent_listen

C:\Users\Windows\Documents\agent_listen>dir
Volume in drive C has no el.
Volume Serial Number is 3256-5CE5

Directory of C:\Users\Windows\Documents\agent_listen

L

AM <DIR>
AM <DIR> oc
AM .gitignore
AM 88,734 Cargo.lock
AM 669 Cargo.toml
AM 77 Makefile
AM »528 README.md
AM <DIR> src

5 File(s 'y )
Dir(s) 28,247,564,288 bytes free

I*-.; ]
S R S )
L
h

v v I v R v ]

[

%)
(%]

ou]
(WER NE R WR Ry W VR R VR )

C:\Users\Windows\ Do~uments acenf listen>

mW‘VI N.6 mamwumau‘w 5 suaamimmm Script agent listen
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6) fiu “notepad .env” Ma9NUUBIAVEL VoYV UUNEY

aglaniinmng notepad Wa19UUIN

Ly

78

ynsasalnad Tivinnisaan “Yes”

s (CRLF

AT N.7 FI0ENTUABUT 6 UBINITAAAS Script agent listen

7) ndulUdaiuiusigesiieyinn1sa oukauAIUANATINAN YUUUYIRE]

AU” ARNINEARABN

sU “ELragudou

Y

M ) GitHub - kuzan04/agent listen: ¢ X | =+

< C (3 https//github.com/kuzan04/agent_listen o 3 B
= README.md
Example

INTERFACE= mAumaasifiefidasnsidalzom
PORT= port ¥lda¢mslii listener
DB_HOST= database ip host

DB_PORT= database port

DB_USER= database username
DB_PASSHORD= database password
DB_NAME= database name

t path on file from client directory

SOURCINATION= Viatiuaems¥iuvld FTP in listener
DESTINATION_LOG= Viagudsnnsu'lsl Log from FTP in lister
DESTINATION DOC= #iagiwdoanfulld Doc, CSV, XCSV from FTP in lister

# Table here for client logs hashe

T8_L0Ge= #ia:eulan columns or fields safushn *," Wandomanviofhisaold

e here client directory/file *NOTE* must have column ID!!

B_FILE- #fa:euiA8 columns or fields eafuenn *, TWaufethamhailidacld

s o oo

ble here client check dat: *NOTE* must have column ID!!

_DB_CHECK= fa:enuian columns or fields siafiusha *,' lRufisdmanvhaflidasld

EEETE

z

Q search

e O

Languages

m =

3

Rust 989%  ® Makefile

n34AM g
8/23/2023

~ &

AT N.8 FIBENTUABUT 7 UBINITAAAS Script agent listen
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8) thaeuazyinisuiladoyaimumnds “=" liasunmun

—
. - o x|

B ew . +

File  Edit  View @

INTERFACE= tdwwmosifafidosmadaldonu
PORT= port fidasmdlit listener
DB_HOST= database ip host

DB_PORT= database port

DB_USER= database username
DB_PASSWORD= database password
DB_NAME= database name

#
# set path on file from client directory

A

SOURCINATION= flagwasmsdaiAulvd FTP in listener

DESTINATION_LOG= fiognasanndulvld Log from FTP in lister
DESTINATION_DOC= fiogwdsainsulvld Doc, CSV, XCSV from FTP in lister
#
# Table here for client logs hash@
#
TB_LOGe= F9:ensllay columns or fields sorushe *,* lanfshaniud ludodd

#
# Table here client directory/file *NOTE* must have column ID!!

T8_FILE= fo:oruilny columns or fields sarusy *," luaufwhasvinedbidadd
#
# Table here client check database *NOTE* must have column ID!!
#
TB_DB_CHECK= ffo:emallow columns or fields siarushy ', luaufwhaeviuflidods
#

# Table here for add and update history client.

#

TB_HISTORY= Fo:erulloy columns id was agent manager Wit

# !

Ln 30, Col 75 100% Windows (CRLF) UTF-8

AT 1.9 FIBENTUABUN 8 UBIN1TAAAS Script agent listen

9) ¥In1snAYy “Win + R” w38 Adn “Search” n393U “UIuve1y” nuuALNN “run” 1den

“Run” AaNLUAYLIN
All Apps Documents Web

Best match

&= Run

App
Apps
~1 Command Prompt
Settings

B Run programs made for previous Open

versions of Windows
Open file location

[ Let apps run in the background e
Pin to Start

[ Choose which apps can run in the
background

Pin to taskbar

ft  Show “Run as different user" in Start
Search the web

£ Run - See web results

@ =
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10) NUUALA ¥ToARABA 119 “regedit” AN “OK”

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: regedit

Cancel

AN N.11 F0819TURDUN 10 UBIN1TAAAY Script agent listen

11) TWvhnsiun SeAnasn 119 “Computen\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVesiomNetworkCards” Hiam “ServiceName” wtatilulde
ﬁ Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkCards|
AN N.12 F0819TURDUN 11 UBIN1TAAAY Script agent listen

12) ntukauydeiosivaneiaviieg Widhlugauly uagdaunngin “Description” als

fiFeansldauliiiu script agent listen 9ndegsandu “Inter(R) Wireless-AC 9560 160MHZ”
ﬁ Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkCards\2

KnownFunctionTableDIl A || Name Type Data
KnownManagedDebug¢ ab) (Default) REG SZ (value not set

> L LanguagePack 2b| Description REG_SZ Intel(R) Wireless-AC 9560 160MHz
ficensinghiag ab) ServiceName REG_SZ {535548E6-8D63-4C4B-8AC2-2EABDFEC3C99}
MCI Extensions
MCI32

MiniDumpAuxiliaryDlls
MsiCorruptedFileRecow:
Multimedia
Na_Auth
NetworkCards
~ 16
17
2
3

AN N.13 F0819TURDUN 12 UBIN1TAAAY Script agent listen
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13) 1ntiu AANIIN “ServiceName” pdiniden “Modify...” ievmsdilugeasiden
B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkCards\2

KnownFunctionTableDIl A || Name Type Data
KnownManagedDebugt ab) (Default) REG_SZ (value not set)
> Ly LanguagePack ab] Description REG_SZ Intel(R) Wireless-AC 9560 160MHz
LicensingDiag 3 ServiceName IIToRYA {535548E6-8D63-4C4B-8AC2-2EAGDF6C3C99)
MCI Extensions Modify...
MCI32
MiniDumpAuxiliaryDlls s i i
> MsiCorruptedFileRecow: Delete
> Multimedia Rename
> NaAuth
v NetworkCards
16
17
2
3

AN N.14 Fog19TURDUN 13 UBIN1TAAAY Script agent listen

a

14) iemiheawanaduwanlivinn1s deaen laenis Aanvan “Copy” vise “Ctrl+c” daaruign
ANALY
ﬁ Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkCards\2
. KnownFunctionTableDIl A H Name Tvne Data

Edit String X (value not set)
Intel(R) Wireless-AC 9560 160MHz

el {535548E6-8D63-4C4B-8AC2-2EABDF6C3C99}

¥ |ServiceName l

Value data:
[(535548E6-8D63-4C4B-8AC2-2EABDF6C3CI9) |

[ ok ]| cancel |

e & VWV

f!‘NEtwork(.ardE
: 16
17

AN N.15 Fog19TURDUN 14 UBIN1TAARY Script agent listen
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15) waznduandalngd “.env’ MUAILAILRLYTIANUNANABNIINTDABUNN 2119 1A8NNT AN

7 .env - Notepad

File Edit Format View Help
INTERFACE={535548E6-8D63-4C4B-8AC2-2EA6DF6C3C99}|
PORT=5050

DB_HOST=127.0.0.1

DB_PORT=3306

DB_USER=root

DB_PASSWORD=Passw@rd

DB_NAME=DOL_PDPA

#
# set path on file from client directory

#

SOURCINATION="C: \Users\Thawin\FTP\"
DESTINATION_LOG indows\System32\agent\"
DESTINATION_DOC="C: \Windows\System32\pdpa\agent\"

#
# Table here for client logs hash@

#
TB_LOGO=TB_TR_PDPA_AGENT_LOG@_HASH: device_name,0s_name,path,name_file, total_line,value,value_md5,value_shal
#

# Table here client directory/file *NOTE* must have column ID!!

#
TB_FILE=TB_TR_PDPA_AGENT_FILE_DIR:id,device_name,os_name,path,name_file,size
#

# Table here client check database *NOTE* must have column ID!!

TB_DB_CHECK=TB_TR_PDPA_AGENT_DATABASE_CHECK:id,field 1,field 2,field_3,field 4,field 5,field 6,field 7,field 8,field 9,field @,from_client

# Table here for add and update history client.
#

TB_HISTORY=TB_TR_PDPA_AGENT_LISTEN_HISTORY:agn_id
#

Ln1, Col 49

AT N.16 AIDLNTUNDUT 15 VBINTITANGT Script agent listen

100%  Windows (CRLF)

“Paste” %39 “Ctrlev” NAUNST “=” ¥a399AN “INTERFACE” wazudlvdrudulvasuidusuiasady

- [m] X

UTF-8

16) 9101 AANYuUNG1e “File” adniden “Save” w39evin1s nadu “Cries” wordunis

Juanlng

. = (] X
= .env . +
File  Edit  View ©
New tab Cul=N Ethepnet"
New window Ctrl+Shift+N
Open Ctrl+0
( Save N Ctrl+S )
o
Save as Ctrl+Shift+S
ant directory
Save all Ctrl+Alt+5
us\
Page setup System32\agent\
X System32\pdpa\agent\
Print Ctrl+P
5 hash@
Close tab Ctrl+w
3 N 30_HASH:device_name,os_name,path,name_file,total_line,date_now,value,value_md5,value_shal
Close window Ctrl+Shift+w

~y/file *NOTE* must have column ID!!

Exit
TB_FILE=TB_TR_PDPA_AGENT_FILE_DIR:id,device_name,os_name,path,name_file,size
#

# Table here client check database *NOTE* must have column ID!!
#

TB_DB_CHECK=TB_TR_PDPA_AGENT _DATABASE_CHECK:id,field 1,field 2,field 3,field 4,field 5,field 6,field 7,field
8,field_9,field @,from_client
#

# Table here for add and update history client.
#
TB_HISTORY=TB_TR_PDPA_AGENT_LISTEN HISTORY:agm_id

Ln 29, Col 50 100% Windows (CRLF) UTF-8
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17) s “dir” dunmdn env Tunwanadu “ixt” vseld d195avhn s “ren .env.txt

WevinNsasuta g 91nduiun “dir’ 9nAT9 WianIIdaUdNASY

ER Administrator: Command Prompt

C:\Users\Windows\Documentsiagent listen>dir
Volume in drive C has no label.
Volume Serial Number is 3256-SCES

Directory of C:\Users\Windows\Documents\agent_listen

-

B8/23/2823 11:2
8/23/28232 12:3
e8/23/2823 11:
Bu.‘ 23/ 2623 11:1
Ba/23/2823 11:1
B8/23/2823 12:
8/23/2823 11:
u.2J.£B7j 11:

23/2023 11:

AM <DIR>
PM <DIR>
AM
AM
AM

u
NI s

Lenv.txt

=
W
[y
~
o =

L

.gitignore
Cargo.lock
Cargo.toml
Makefile
. README .md
<DIR> src
94,146 bytes
5,647,856,896 bytes

L
)
Qa

|

m
X
"
¥

[WE R WE Ny |
]

[0 g I =
Pl =] LA
0O =] @&

L

W = e e s

free
C:\Users\Windows\Documentsiagent listen>»ren .env.txt .env

C:\Users\Windows\Documentsiagent listen>dir
Volume in drive C has no label.
Volume Serial Number is 3256-5CES

Directory of C:\Users\Windows\Documents\agent_listen

81:58 PM <DIR>
12: PM <DIR> e
11:43 AM 1,741 .env
11:13 AM 16 .gitignore
Bu EJ;‘ 23 11:13 AM 88,734 Cargo.lock
©8/23/20823 12:45 PM 658 Cargo.toml
88/23/2023 11:13 AM 477 Makefile
8/23/2623 11:13 AN 2,528 README.md
88/23/2823 11:13 AN <DIR> src
= 94,146 bytes
3 Dir(s) 5,647,856,896 bytes

C:\Users\Windows\Documents\agent listen>
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18) AUN “make install” 1NTUTDIULESD

BN Administrator: Command Prompt

gent_listen»make install

cargo add dotenv@e.l15.8

Updating crates.io index
dotenv v8.15.8 to dependencies.
Features:

clap
cli
crates.io index
al. : -F "full"
crates. index
tokio v1.28.2 to dependencies.

AT N.19 AI0ENTUNDUT 18 VBINTTANGY Script agent listen

E¥ Administrator: Command Prompt
s log ve.4.
bitfla
semver

-

fil

go-watch.exe™)

Users\Windows\Documents\agent listen>_
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19) AN “make run” 1HBYINNNSINIUTEUU agent listen

Bl Administrator: Command Prompt

C:\Users\Windows\Documentsiagent listen>make run

AT N.21 AI0ENTUNDUT 19 VBINTTAAG Script agent listen

20) Wavieuaswsnaziinisandluanvteyasia uazideidnisuanadis “IP:PORT” fanmn
Iy @ v oa o 2 &
AUANLTUDURARAESIFU
[&5] Administrator: Command Prompt - make run

warning: agent_listen v@.1.0 (C:\Users\Thawin\Documen ent_listen) ignoring invalid dependency ~cargo-watch® which is missing a 1ib target
dev [unoptimized + debuginfo] target( 3
“target\debug\agent_listen.exe”

Time Fn #set_init# : ©

Time Fn #get_ip# :

Server listening on

AT N.22 AI0ENTUNDUT 20 VBINTITANGY Script agent listen

Rang Script agent client

*flpsnnouildliiseaiu Windows egnadusuuuy o1vasddamintulfiaue uarliseay
UseLan Sniffer**

1) Waduusiwesuiinlafldandudnludaiv “https./eithub.com/kuzan0d/agent client”

ol Adndudiden “Code” 91Nt Afn “Emdsudauiu” Wevihn1sAniesdennuiuntiu

M ) GitHub - kuzan04/agent _client: ¢ X | + - (=} X
< C ) httpsy//github.com/kuzan04/agent_client BoA e DB B 8 Ll-/
—_— Q
O Product v Solutions ~ Open Source v Pricing Search or jump to... Signin | signup |
L 4
& kuzan04 / agent_client ' Public L Notifications % Fork 0 v Star 1
e
<> Code (@ Issues 7 Pullrequests (O Actions [ Projects (@ Security [~ Insights
[+
$* master + P Tbranch ©0tags Go to file m About o)
Co-op (SGC Services) [
@ uzan04 Update Makefile 9260442 yesterday {5) 21 commits
[0 Readme -
src ays ago A- Activity
+
1st;
[ .gitignore 2 months ag: w ar
® 1watching
Cargo.lock ys ag
0 9 i % 0forks
O Cargotom! 2 days ago Report repository
[ Makefile
[ READMEmd Releases
o rel published [N
README.md
. Packages ]
agent_client
— No packages published 83
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M () GitHub - kuzan04/agent_client: ¢ X | 4

&~ G ] https://github.com/kuzan04/agent_client B Ay

0 Product Solutions Open Source Pricing Search or jump to...

=] kuzan04/agent_c|ient Public L Notifications % Fork 0

<> Code (O Issues 1% Pullrequests () Actions [ Projects @ Security |~ Insights

Co-op (SGC Services)

# master ~ ¥ 1branch ©O0ta

Local Codespaces
s kuzan04 Update Makefile
[0 Readme
(3 Clone @
| sic Update query sql type ¢ A Activity
i 1st
D .gitignore nital Commit (Test Clier HTTPS  GitHub CLI W 1star
&® 1watching
[§ Cargolock Update query sql type ¢ https://github.com/kuzan@4/agent_client.git )
% 0forks
O Cargotoml Update query sql type ¢ Use Git or checkout with SVN using the web URL Report repository
Makefil Update Makefile
akete cate Makerle pen with GitHul esktop
o P 41 Open with GitHub Desk
[ READMEmd Agent sniffer successful Releases
[®) Download ZIP
No releases published
README.md

. Packages
agent_client

No packages published

AT N.24 FIDENTUADUT 1 YIN1TAAAS Script agent client

Sign in ‘ Sign up |

Yy Star 1 -

\Z

2) ¥N13 AAN “Search” #303U “UIuve1e” ANUUARLH “CMD” LFen “Command Prompt”

Taelyt Aan “Run as administrator”

Q cmdl

(L) Chat m Apps Documents Web Settings Folders Photos » I;

Best match

i crrmiron 4

Search the web Command Prompt

O cmd - see

Documents @ Open

Cmd - in Net > €8 Run as administrator

[ openfile location

[) cmd-inec >
%> Pinto Start
™
C€md - in Typemaps > i
L] in Typem 52 Pinto taskbar
[ Cmd-inNet >
[ emd-inec >

I o meaew
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)

3) Tuu19ATID199E Mg “User Account Control” T#vinnns aan “Yes’

User Account Control

Do you want to allow this app to make
changes to your device?

E Windows Command Processor
Verified publisher: Microsoft Windows D?

Show more details

)

AT N.26 AIDYNTURDUN 3 VBINTTAAGY Script agent client

4) nuwimsdenegvednanes “cd .\.\Users\##User##\Documents” 1ntiulilogngua?
AU “git clone wardaAuNlaanAnasnu1I1e” nAYY “Enter” dou Wuv “dir” 1iouanssngns

Wawesuazlvidiioguaznssil

BN Administrator: Command Prompt
Microsoft Windows [Version 18.8.25247.16680]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\Sy o\L L \Us ndows\Documents

Document fgithub.com/kuzan84,
it ient

olume in drive C has no
Volume Serial Number i

Directory of

wow

<DIR>
<DIR>

L

agent_client
IISExXpress
My Web Sites

1al Studio 20

W

W

s free

2
Y
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5) fiunt “cd agent_client” Wi lugillawmesiu mnduiierhnisasivaeumenising
“dir”
BN Administrator: Command Prompt
C:\Users\Windows\Documents>cd agent_client
C:\Users\Windows\Documents\agent_client>dir

Volume in drive C has no label.
Volume Serial Number is 3256-5CES

Directory of C:\Users\Windows\Documents\agent_client

PM <DIR>

PM <DIR> -

PM 16 .gitignore
PM 99,551 Cargo.lock
PM 1,811 Cargo.toml
PM 329 Makefile
PM ] README . md

src

\Users\Windows\Document

AT N.28 FOLNTUABUT 5 VBIN1TAAAS Script agent client

'
U A

88

a L4

WUN

6) W “notepad \src\main.rs” eltnluunlalng waglvaumvdedanam wevinnisuilusy

uUslignéies “enviset var('DB_MAIN', "'DOL_PDPA LOCAL");” wagdnuilafifesud “let database url

= format!('mysqly//root:P@sswordelocalhost:3306/41"....” vJuluniufideenis laeegeusnie Jo

Futeyanan uay agaNaes e IP vaagrulayandn

B mainrs

i Edit View

} else {
println!("Invalid input. Value must be base64!");

g
false => println!("Invalid input. Please enter the token on base64"),
3
¥
¥

env::set_var("DB_MAIN", “DOL_PDPA_LOCAL");
let database_url = format!{"mysql://root:P@ssword@focalhost)3306/{}", env::var("DB_MAIN").unurap_or_else(|_|

“DOL_PDPA".to_string()));
let pool = match MySqlPoolOptions::new()
.max_connections(18)
.connect(&database_url)
.await {
Ok(pool) => {
pool]

Err(e) => {
println!(“Failed to connect the database: {:2}", e);
std: :process::exit(1);
¥
b
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7) AU “make install” NLUTOULASS

B Administrator: Command Prompt - make install

C:\Users}\ \Documents} _client>make install
cargo add dotenv@e.l15.8
Updating crates.io index

dotenv v8.15.8 to dependencies.
Features:

clap
cli
crates.io index
S=========== > 43 complete; 2 pending

AT N.30 AL NTUADUT 7 YBIN1TAAAS Script agent client

EX Administrator: Command Prompt

serde-arbitrary-precision
serde-bincode

serde-float

serde-str
serde-with-arbitrary-precision
serde-with-float
serde-with-str

serde_json (X

get_if s @e H
crates.io index
get_if addrs vB8.5.3 to dependencies.

cargo add
Updatin
Adc 6.1.8 to dependencies.
cargo add 7
Updating
v8.29.7 to dependencies.
Features:
multithread
- rayon
apple-app-store
apple-sandbox
c-interface
debug
serde
unknown-ci

-watch v8.4.8  is already installed, use --force to override
C:\Users\Windows\Documents\agent_client>

AT N.31 AL NTUNDUT 7 LLLALUDINITANAY Script agent client
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8) NuN “make run” [BYINIIVINIUTZUY agent client (V91uAsILINe1R9zdinIsailnan

wazdnNTIWER"99) NUU script 9zB9n13 token

ER Administrator: Command Prompt

C:\Users\Windows\Documentsiagent_client>make rung

AT N.32 AL NTUADUT 8 VBIN1TAAAS Script agent client

B Administrator: Command Prompt - make run
Downloaded sha256 vi.1
libssh2-sys v@.3

bytech
bytech
saded tap v1.0.1
rend ve.4.8
radium ve.7.0
ptr_meta v@.1.4
log vo.4.18
error-chain ve.12.4
borsh v8.18.3
vaded pin-project-internal v1.1.8
hostname v8.3.1
f ftp v6.8.8
mal_macros v1.31.86

(largest was

warning: : | i 1.8 (C:\ rs\Windows\Documen

de-ident v1.8.9

version_check ve.

g crossbeam-utils v

o window

g future ore v@.3.
pin-project-lite v8.2.9

g winapi v@.3.9

o windows-targets v@.48.

5 syn v2.0

g value-bag vi1.

o futures-io ve.

g libm v&.2.7
num-traits ve.2.15

Building [>» /353: winapi, num-traits(build.rs)
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Administrator: Command Prompt - make run

winapi v@.2.8

regex v1.8.3

rpassword v7.2.0

syslog v6.1.0

tokio-rustls v@.23.4

sysinfo v@.29.7

async_ftp v6.0.0

sha256 v1.1.3

rust_decimal_macros vi.

mdS ve.7.0

base64 v0.21.2

dotenv v0.15.0

ssh2 v@.9.4

sqlx-macros v0.6.3

sglx vO.6.3

get_if_ addrs v@.5.3

agent_client v0.1.0 (C:\Users\Thawin\Documents\agent_cli

warning: unused import: “std::time::Duration”

--> src\main.rs:12:5

use std::time::Duration;

AAAAAAAAAAAAAAAAAAN

= note: “#[warn(unused_imports)]® on by default

warning: “agent_client”™ (bin "agent_client") generated 1 warning (ru
kion)
dev [unoptimized + debuginfo] target(s) in 1m 32s
“target\debug\agent_client.exe’
Please enter the token you have: $

8 LWALANYBIN1TAAAT Script agent client

AN N.34 FI9819TUNDUN

9) ndulugaiuwennadiadu Wad1ly adnuauiyaiugieiie “Data Store” 9nWu AAN

“dan13 Agent” AdngU “lanansduniu” walugmthseasidenvanidioniiue

1]

a¥ramsldau Agent

a¥rannsldau Agent

Wy domiumilénu  isoiAgent  dovos Agent Fuitaine g Suit-vien ouriodngn gioyn  ufluioyn  avdoyn
1 Agent Log0 (Windows) ~ AG1 Agent log0 hash 25/08/202317:20:56  Artit Aungpraphapornchai m
nt databas k  23/08/202318:48:13  Artit Aungpraphapornchai  22/08/202312:33:08 @D E 'Im
3 Agent sniffer AG4 Agent Sniffer 09/06/202313:27:43  Artit Aungpraphapornchai E ﬁ
t database check  09/06/202320:22:53  Artit Aungpraphaporncha ﬁ '[ﬁ
5 Agent db AG3 Agent database check ~ 07/06/202311:19:55  Artit Aungpraphapornchai  08/06/2023 09:54:29 ﬁ ﬁ
= t directory 02/06/202314:19:551  Artit Aungpraphaporncha ﬁ 'Iﬁ
B . —
7 Agent log0 AG1 Agent log0 hash 02/06/202321:07:02  Artit Aungpraphapornchai E 1]
B oi
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10) Uy AN “an1sinada” WievinisidiluAnaen “Token” iathanldem

o

~\
Artit Aungpraphapornchai ~

LOG SYSTEM

@ uavvein

® Log v
@ msoenivid Log
Ceenmnsivasy v
Q Usgiamainldanu

L2 wWvuiisumsidnldaeu

POPASYSTEM
=2 doyadiuynna <
& Cookie Consent <

& E-mail Consent

9, Consent Management ~ <

B Policy Doc <

£ Data Storage <

== Pattern <
<

11) ntusmuyuuusnasmils adn “Windows” iieid1lugsdiuves “Windows”

o

~

Artit Aungpraphapornchai

LOG SYSTEM

@ uavueia

B Log v
@ maiwenlwg Log
Ceenmasivasy v
© vsgiAmadldau

L2 Wisuiisumsidnldau

PDPA SYSTEM
*2 doyadiuynAna <
& Cookie Consent <

& E-mail Consent

% Consent Management ~ <

B Policy Doc <

£ Data Storage <

== Pattemn <
d

© m

swaziduAven Service Agent Log0 (Windows)

wimdn ~ Agent Management = 1WA¥IBUAYDI Service Agent Log0 (Windows)

518a2188AY013 Service Agent (Agent Log0 (Windows))

Fomunsléam Agent Log0 (Windows)
sitavea Agent Aiiden AG1

- &
wiinvoa Agent fiiden Agent log0 hash

Uszimuea Agent Aiidon Log0

FoBunuues Agent fiidon  mmvAsUATIgNRBIELEINII9TABITSTTAgAYY
qUnsalitanda 192.168.137.23

1P Address VM Windows

swnzlﬁummmsqurﬁ Agent log0 hash

wiiAves Hash SHA-256
$uiiegusdld Logs 14
fiogodlud - C\Users\Windows\Documents\Logs\
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© m

Agent Management

wfmdn  Agent Management ~ FumeunsARM Service Agent (Agent Log0 (Windows))
v - b . "
YunoURAARI Script Agent (Agent Log0 (Windows))

*duuzii Sududosldau Supperuser* waz Server inimsardnnasndusioul Git waz Rust@1.6+

1) finRa Package uav Library #ndusiedld script ivianas *Aaaent Ardeduans udnily *3ne" Tu Terminal w3e Command. *aSausniifianainiu®

Package manage H "apt” (Ubuntu, Debian, and another)

sudo apt install gcc cpp cmake libssl-dev libaiol

Package manage (i "yum" (CentOS, RHEL(Red Hat Enterprise Linux), Oracle, and another)

sudo yum install gcc cpp cmake libssl-devel libaio

Package manage (u "dnf" (Fedora, and another)

sudo dnf module install gcc cpp cmake libssl-devel libaio

Package manage 1 "zypper” (openSUSE, and another)

sudo zypper in gec cpp cmake libssl-devel libaio

Package manage (i "apk" (Alpine, and another)

sudo apk add gec cpp cmake libssl-devel libaio

Package manage 1 "apt-cyg" (Cygwin, and another)

sudo apk add gec cpp cmake libssl-devel libaio

Package manage (1 "pacman’ (Arch, and another)

sudo pacman -S gec cpp cmake libssl-devel libaio

2) [ Terminal W3o Command prompt Fusn vin1s “faaen” Ardadtuans udnialu *11e" lu directory w81 Server #idon.

AN N.37 Fog19TURDUN 11 Y9IN1SAAAY Script agent client
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12) yinsmangy “Audeudeuiu” wielunisdnasndeninuiumiiny

] =
0 Agent Management
YUADUNTAF .l‘] Service Agent (Agent Log0 (Windows)) uu Window:
tit Aungpraph: -
YunduAAAI Script Agent (Agent Log0 (Windows)) uu Windows
LOG SYSTEM
uATUDSe AW r Whn
2 1) U Terminal %38 Command prompt s vin1s "daaen” drdaudng udnialy e lu directory ve4 Server ilider
. git clone https://github.com/kuzan04/agent client.git o
sthoenlid
e ! ) a v fent ) Clone ) y { Tu Terminal 3o Comn ,
Vs cd \agent client o
122 wWivudioumsdalio . L ) N . ‘
3) Anma Package W Library #isnTusedld script Wivians "daaen” Adaditudns udnily *3na" u Terminal w3 Com
PDPA SYSTEM
make install .
2 Foyadauye
@ Cookie Consent ) ¥ Inl Serif nt Cli ] of G Ty T mmand prompt *81331Uu Run as Administrat
ake rur )
E-mail Con make run
A Consent Management 7) wéwnitldidansténu Script Agent Client udanfu S1Tusziasld Token Wivinms "daaon” doaududns wdnitluld efioxumsdaldauednauysol
B Policy Doy QUeXJiYmMCYmJKFnZW50IExvZzAgKFdpbmRvd3MpJiYmMTkyLjE20C4xLiM2JiYmNTATMCYmJIKM6XFVZZXJzXFdpbmRVd3NCRG9jdW1 bnRzXExvZ3NC
€ pata 3
= A
' [ . |

AT N.38 AL NTUADUT 12 UBINITANG Script agent client

13) vhnmsudeanuiiladnaenaindesuuu 11983l naty “Enter”

Administrator: Command Prompt - make run

regex v1.8.3

rpassword v7.2.0

syslog v6.1.0

tokio-rustls ve.23.4

sysinfo v@.29.7

async_ftp v6.0.0

sha256 v1.1.3

rust_decimal_macros v1.31.0

md5 ve.

base64 v0.21.2

dotenv v@.15.0

ssh2 vo.9.4

sqlx-macros v0.6.3

sqlx ve.6.3

get_if_addrs v@.5.3

agent_client ve.1.
harning: unused import: ~st i

--> src\main.rs:12:5

use std::time::Duration;

AAAAAAAAAAAAAAAAAAA

“#[warn(unused_imports)]® on by default
“agent_client™ (bin "agent_client") generated 1 warning (run “cargo fix --bin "agent_clien to apply 1 sugges

dev [unoptimized + debuginfo] target(s) in 1m 32s
“target\debug\agent_client.exe”

Please enter the token you have: QUcxJiYmMCYmIkFnZWS@IExvZzAgKFdpbmRvd3MpJiYmMTkyLjE20C4xLjM2I1YmNTAIMCYmIKMEXFVZZXJz

bbmRvd3NCcRG9jdW11bnRzXEXVZ3NC,

=

AT N.39 AIDYNTUADUT 13 VDINTTFAAGY Script agent client
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1) navludaiuiusiwes a1ndurnisadan A131 “Agent Management” @1UUUAINTN

v X
ATUANUY

© m L =
o Agent Management
~ vy 3 a b
wiwdn FumeuMsHAAI Service Agent (Agent Log0 (Windows)) uu Windows
Artit Aungpraphapornchai ~
PN . )
N YJunauRnAI Script Agent (Agent Log0 (Windows)) uu Windows
LOG SYSTEM
@ unvueia *duuzti 919804lY User Admin® Server fifpenmsazAndasnidudostl Git , Rust@1.7+ , C++ , Make , Oracle instant Client uaz OpenSSL
P
® Log . 1) @A Terminal %3 Command prompt #us vinns "Aaaen” Adsdauans udaniily *11e* lu directory ¥4 Server ilidon.
@ msiesnlyid Log git clone https://github.com/kuzan04/agent client.git o
Dlsenmasaoy v 2) amnsauluil Directory w83 Agent Client 3970 Clone git u&launs "daaon” Adadmuans udatilu 274" u Terminal wie Command prompt.
D vsgiamsidnldau cd \agent client o
12 wWisuisumsidilda e e .. . e . PR
3) @AM Package uav Library Tudesld script s "Aaaen” Adsiuds udanitlu *219" Tu Terminal w3 Command. *Asausniidnnainiu®
POPA SYSTEM
make install (=}
*2 foyaduyana <
@ Cookie Consent < ) yiimsUal¥au Script Agent Client Tagnns *Aaaen” Ardaduans udnirly 279" Tu Terminal or Command prompt *81932Uu Run as Administrator*
© E-mail Consent (D o
M < . vo . vt . ool v . vy oavnl o d S <
A Consent Management 7) wisnilddanisléau Script Agent Client udniiu Snilusriadld Token Wi "dnaen® dormdinuane udnhluld wioisndumsdaldnuogiemysad
B Policy Doc < QUcxJiYmMCYm. Agl Ji TkyLjE20C4XLjM2JiYmNTAIMC XJ: j 3Nc (=]
€ Data Storage <
*n3difpansvgantsineu®
== pattern < annsonal "Ctrl+C" wiongavinnu
<
o
] ) & = a o
NINN N.40 AIRYNVUADUN 14 YBINTAAEN Script agent client
o \ ' o v
1 5) 0 a ‘1_‘] Y [ a 6 & ‘{J 1 v . t 0 1cj % S a
MNUUARNYNNAFIYNUAIATLNDLUALYIU script U] LUUDULETIEAU
© m L[ =
© E-mail Consent a¥rennsldia Agent
wiwan - a¥reansldau Agent
% Consent Management <
a¥1amsldatu Agent
B Policy Doc <
€ Data Storage v + a¥1ansldaru Agent Aum..
maiideyadie FTP /.. X ) X | X
ddu  Ferdumsldnu sWaued Agent  Houes Agent Funain dadn Juii-ia Weurodgn pioya udlvdoya  audoya
4oya Agent File/Log —
1 Agent Log0 (Windows) ~ AG1 Agent log0 hash 25/08/2023 17:20:56  Artit Aungpraphapomnchai - @ E i1
4oya Agent Database
) 2 Agent db (2) AG3 Agent database check ~ 23/08/2023 18:48:13  Artit Aungpraphapornchai  22/08/202312:3%08 @D ﬁ 'lﬁ
Yoya Agent Logger
Foyn Agent Sniffer 3 Agent sniffer AG4 Agent Sniffer 09/06/202313:27:43  Artit Aungpraphapornchai - ® E iﬁ
Agent Store 4 Agent oracle db AG3 Agent database check ~ 09/06/202320:22:53  Artit Aungpraphapornchai - ) ﬁ 'lﬁ
AN Agent 5 Agent db AG3 Agent database check ~ 07/06/2023 11:19:55  Artit Aungpraphapornchai  08/06/202309:5429 @ E 'ﬁ
Pattern ¢ 6 Agent file AG2 Agent directory 02/06/2023 14:19:51  Artit Aungpraphapornchai - ) E 'lﬁ
B Classification < ) X . -
7 Agent log0 AG1 Agent log0 hash 02/06/202321:07:02  Artit Aungpraphapornchai - ) E m
B Disclosure <
h unudsioya
2 fudesioaiou oot
wanwwA 1 fis 7 avun 7 570m3 «Soundu n solu»

L]

AN N.41 Feg19TURDUN 15 YBIN1SARAY Script agent client
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a519n151%97u Agent

14911 Agent

a¥1amslda1u Agent

iy dedunsldom sWiavsAgent  Hovoa Agent Futadae dade Fuit-vom @ousiodagn gioyn  udlvioyn  autoya
1 Agent LogO (Windows) ~ AG1 Agent log0 hash 25/08/2023 17:20:56  Artit Aungpraphapornchai O ﬁ ﬁ
t databas k 2 )8/202. 8:48:13 Artit Aungpra po! 22/08/2023 12:33:08 o ﬁ ™m
Lo m
3 Agent sniffer AG4 Agent Sniffer 09/06/2023 13:27:43  Artit Aungpraphapornchai ﬁ ﬁ
e dt AG3 Agent database check ~ 09/06/2023 20:22:53  Artit Aungpraphapornch E 'IIT]
AN Agent n ——
5 Agent db AG3 Agent database check  07/06/2023 11:19:55  Artit Aungpraphapomnchai  08/06/2023 09:54:29 E 1]
6 Agent file AG2 Agent directory 02/06/2023 14:19:51  Artit Aungpraphapornchai é 'lm
a . -
7 Agent log0 AG1 Agent log0 hash 02/06/2023 21:07:02  Artit Aungpraphapornchai E (1]
Bo

AT N.42 AI0ENTUADUT 15 LULFNYBINITAAAS Script agent client

@:ﬁamiaﬂﬁg\i Agent listen & client 1aW12 Ubuntu server 22.04 %391%sindn
Aans Script agent listen

1) fiat “cd” ilenduandsileguosfldaunon “sudo su” Mnduidledsliineldeueies
fdnuvdeldauluudinug vhnsnsenstariuesidnuilldeney vaeiu nadu “Enter” viins
#u 38 ARaon 19 “git clone https:/github.com/kuzan04/agent_listen.git” nads “Enter” 0qu
Ay

tr ]

ator# git clone https ithub.co 0 ent_listen.git

done.

elt

dministrator#

AT N.43 AL NTUADUT 1 VBIN1TAAAS Script agent listen
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a L3

2) MuN “cd /agent listen” iiolU1lUgY directory 494 agent listen 991U Ry “ls -1 Lile

MNTHENITIENT AR

root@aplha: shomesadministratord® cd ag
root@aplha: shomesadministrators

total 100

-tru-r--r-- 1 root root
-rw-r--r-- 1 root root
-ru-r--r-- 1 root root
~ruw-r--r-- 1 root root AL 09:29 README . md
druwxr-=r-x 3 root root 4096 Aug 09:29
root@aplha: shomesadministratorsa

AT N.44 AIDYNTUNDUT 2 VOINTITAARY Script agent listen

Aug 15 09:29 Cargo. lock
Aug 15 09:29 Cardo.toml
Aug 15 09:29 Makefile

(mn]
L

414
5

b
462

N
> N
I %
0

£
-
T

3) i “ip a” anduguaansluBumesvalnisanidenisidaldau script agent listen 99

17 vi3oAnasn JovosdURDIINETU

AT N.45 AL NTUNDUT 3 YBIN1TAAAS Script agent listen

4) Tneazldau file editor Vim %38 Nano Aanusasaantalag Vim Ui “vi .env” #38 “nano
env” natu “Enter” tivevinnnsad1alvid .env 1394 script agent listen T4 (fegneazldidu Vim)

Shomesadministrato nt_listen®# vi .env

AT N.46 AIDLNTUNDUT 4 YBIN1TAAAS Script agent listen
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5) e dalud env 153 n1sidluga URL “https://sithub.com/kuzan0d/agent listen” il

MNSANABN 29 Y38 MU UAUAIDLIIAININAUAT

Example

©

INTERFACE= v13utandiiinfinnenisidaldeu
PORT= port #i@asn1sls listener
DB_HOST= database ip host

DB_PORT= database port

DB_USER= database username
DB_PASSWORD= database password
DB_NAME= database name

SOURCINATION= #iagynenisinifivind FTP in listener
DESTINATION_LOG= fiagwavansulvd Log from FTP in lister
DESTINATION_DOC= ﬁaéwiqun%ﬂiﬂﬁ Doc, CSV, XCSV from FTP in lister

_file,total_line,
OTE* mus column ID!!!
nar ,path,name_file
olumn ID!!Y

tid,field_1,fi 2,field_3,fi 1d_4,field_S,field_6,field_7,fiel ield_9,field_0,from_client

AT N.48 AL NTUNDUT 6 VBIN1TAAAS Script agent listen
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7) vnstuiinlvd Taedudu Nano Ae nadu “Ctrex” nadu “y” nadu “Enter” wadndu

Vim figi “x” nady “Enter” anndunsiadeugliaintudinueld fium “(s -al”

root@aplha: shomesadministratorsagent_listend ls -al

root
administrator
root
root
root
root
root
—ru-r--r-- root
~r - root
dru root

% 4
5
1
1
1

root@aplha: shomesadministratorsagent _listen#

8) il “make install” 1NTTUTOIUAAAS library V84 rust language WS

0,15,
_____ es. 1o
Adding dotenv v0.15.0 to dependencies.

Features
clap
cli

argo add tokio@l.Z2s
Updating crates. i
Adding tokio

“

AN N.50 F9819

root

administrator

root
root
root
root
root
root
root
root

AT N.49 AIDLNTUNDUT 7 YBIN1TAAAS Script agent listen

2
o

index

-F "full"
index

Tupaui 8 YBIN1AAGY Script agent listen

Cargo. lock

.gitignore
Makefile
README . md




Compiling inotify w0.7.1

Compiling nix w0.22.3

Compiling derive_builder_macro w0.10.2
Compiling xdg-home w1.0.0

Compiling zbus_macros w3.14.1
Compiling zhus_names w2.6.0

Compiling async-executor w1.5.1
Compiling async-broadcast v0.5.1
Compiling ordered-stream w0.2.0
Compiling derivative w2.2.0

Compiling nix w0.24.3

Compiling serde_repr wi.1.16
Compiling async-recursion w1.0.4
Compiling aho-corasick v0.7.20
Compiling hstr w0.2.17

Compiling filetime w0.2.22

Compiling atty w0.2.14

Compiling iana-time-zone w0.1.57
Compiling unicode-width w0.1.10
Compiling hex w0.4.3

Compiling itoa w1.0.9

Compiling ryu wil.0.15

Compiling zhus w3.14.1

Compiling textwrap w0.11.0

Compiling chrono v0.4.26

Compiling notify vwd.0.17

Compiling globset wi.4.6

Compiling clearscreen wil.0.11
Compiling derive_builder w0.10.2
Compiling EDMMdﬂd group wi1.0.8
Compiling thread_local wi.1.7

Compiling cargo-platform wo. 1 &]
Compiling strsim w0.8.0

Compiling vec_map v0.8.2

Compiling lazy_static wil.4.0
Compiling glob w0.3.1
Compiling ansi_term w0.1Z2.
Compiling termcolor wi.1.
Compiling stderrlog w0.5.
Compiling clap w2.34.0

I 1
F
F
F
Compiling watchexec wi1.17.2
F
F
f
f
f

3
4

Compiling cargo_metadata w0.15.4
Compiling notify-rust wd.8.0
Compiling dotenwy w0.15.7
Compiling shell-escape w0.1.5
Compiling cargo-watch w3.4.0
Finished release [optimized] targetis) in 1m 54s
Iﬂ'lellH“ Jroots.cargosbinscargo- de|h
s package cargo-watch v8.4.0° (executahle cargo-watch')
oot@aplha: shomesadministratorsagent_listen#

Ad .51 fegaduneud 8 Wiiuiuvesnsinga Script agent listen
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9) il aLasaAU NUN “make run” W19 uUAT SN *3nTudeqlddulnasits* a1ndulilowana

“|P:PORT” Alluduasadu

¢ invalid dependency "cargo-watch® which is a lib target

AT N.52 AI0ENTURDUT 9 VBIN1TAAAS Script agent listen

[
Y

AARY Script agent client

1) Wi “cd” wenduandanegveltauneu fun “sudo su” antudledilineldnuguies
Aldunseldauluaiuiug vinisnsensiaruvesgldanuinldanuey vuedu nadu “Enter” vin13
WU T8 Anaen 319 “git clone https:/github.com/kuzan04/agent_client.git” naUy “Enter” 503U
BERG
administrator@linuxsubject:~$% sudo su
[sudo] password for administrator:
root@linuxsubject:/home/administrator# git clone https://github.com/kuzan@4/agent_client.git
Cloning into 'agent_client'...
remote: Enumerating objects: 171, done.
remote: Counting objects: 100z (171/171), done.
remote: Compressing objects: 100x (116/116), done.
remote: Total 171 (delta 110), reused 110 (delta 52), pack-reused 0

Receiving objects: 100x (171/171), 67.48 KiB | 1.23 MiB/s, done.
Resolving deltas: 100z (110/110), done.

AT N.53 AL NTUADUT 1 YBIN1TAAAS Script agent client

2) WU “cd /agent_client” tiowi1lUg directory ¥4 agent listen 91nUu AU “ls -1 Lile

MNTUENITIENT AR

oot@linuxsubject:/home/administrator# cd agent_client/
oot@linuxsubject:/home/administrator/agent_client# ls -1
otal 112

rWw-r--r-- 1 root root 95692 Aug 27 03:25 Cargo.lock
rWw-r--r-- 1 root root 981 Aug 27 03:25 Cargo.toml
rWw-r--r-- 1 root root 679 Aug 27 03:25 Makefile
rWw-r--r-- 1 root root 147 Aug 27 03:25 README.md
drwxr-xr-x 3 root root 4096 Aug 27 03:25 src
AR .54 Fogretuneud 2 vosnsanga Script agent client
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3) N “make install” 2ntiusEIUAAAY library 904 rust language WS

root@linuxsubject:/home/administrator/agent_client# make install
cargo add dotenv(@0.15.90

Updating crates.io index
Adding

Updating

Fetch

Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Finished
Installing
Installed

dotenv v@.15.0 to dependencies.
Features:

clap

cli
crates.io index

] 325 complete; 18 pending

AT N.55 AL NTUADUT 3 YBIN1TAAAS Script agent client

textwrap v0.11.0

notify v4.0.17

globset v@.4.6

clearscreen v1.0.11
derive_builder v0.10.2
command-group v1.0.8
thread_local v1.1.7
cargo-platform v@.1.3
vec_map v0.8.2

termcolor v1.1.3

ansi_term v@.12.1
lazy_static v1.4.0

strsim v0.8.0

glob v0.3.1

watchexec v1.17.2

clap v2.34.0

stderrlog v@.5.4
cargo_metadata v0.15.4
notify-rust v4.9.0
shell-escape v@.1.5

dotenvy v0.15.7

cargo-watch v8.4.0

release [optimized] target(s) in 1m 58s
/root/.cargo/bin/cargo-watch
package “cargo-watch v8.4.0~ (executable “cargo-watch™)

oot@linuxsubject:/home/administrator/agent_client# |

AT N.56 AI0LNTUNDUT 3 LINLLALVDINITANAAAY Script agent client
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4) WU “nano ./src/main.rs” s “vi /src/main.rs” ialuunlulng wazlidumuiodang
m Liiornsuiludiuysligndes “enviset var('DB_MAIN', "DOL_PDPA LOCAL")” wazdnwilsiidas

wh “let database url = format!("mysql.//root:P@sswOrd@localhost:3306/(}"....” Lﬁﬂﬂmmﬁéfaama

lngag1ausnee ¥o grudayandn war ag19Ndee A IP YasgIudayavEn

root@linuxsubject:/home/administrator/agent_client# vi ./src/main.rs B

AT N.57 AL NTUADUT 4 YBIN1TAAAS Script agent client

#[tokio::main]
async fn main() {
dotenv().ok(Q);

if metadata(".env").is_err() {
loop {
print!("Please enter t oken you have: ");
io::stdout().flush().u pQ;

let mut input = Stri new();
io::stdin().read_1 mut input).expect("Failed to read input!");

let base = String::from_u lossy(&decoded_bytes).to_string();
let mut mix = base.split( .collect::<Vecc&str>>();
mix.push(input.trim());

// function on test only!!

time_function(|| set_env(mix.to_vec()), "set_env');

break
} else {
println!("Invalid input. Value must be base64!");

})

false => println!("Invalid input. Please enter the token on base64"),

let database_url = format!("mysql://root:P@ssworddlocalhos 30 ', env::var("DB_MAIN").unwrap_or_else(|_| "DOL_PDPA".to_string()));
let pool = match MySqlPoolOptions::new()
.max_connections(10)
.connect(&database_url)
.await {
Ok(pool) => {
pool

}
ErrCe) => {
println!("Failed to connect the database: {:?}
std::process::ex
}
};

// Main process.
Handler: :new(
pool,
dotenv::var("HOST").unwrap_or_else(|_| "127.0.0.1".to_string()),
dotenv::var("PORT").unwrap_or_else(|_| 5050.to_string()),
).task().await;

// Option send details
// dotenv::vars().collect::<HashMap<String

131

String>>Q)

AT N.58 AL NTUNDUT 4 LNULALUDINITANAY Script agent client
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5) = fadn nsalvdu script agent client Usetnnusevdia “Sniffer” yinnsiius “sudo nano

/src/module/handles.rs” 138 “sudo vi /sre/module/handles.rs” it buwntalna annduAumn

wso dunem “let selected = “en0” to_string();” uAlvlimludumesinandisenis Sniffer

root@linuxsubject:/home/administrator/agent_client# vi ./src/module/handles.rs |

AT N.59 AL NTUADUT 5 YBIN15AAAS Script agent client

// match DirectoryFile::new(
// mix,
// details,
// env::var("HOST").unwrap(),
21,
"ftpuser".to_string(),
/ "ftpuser".to_string(),
/ ).build().await {
Ok(result) => result,
/ ErrCerr) => vec![format!("[Failed] {}", err)]
// }
// function on test only!!
let start = DirectoryFile::new(mix, details, env::var "Y.unwrap(), 21, "ftpuser".to_string(), "ftpuser".to_string());
match time_function(|| start.build(), "file_start").await {
Ok(result) => result,
ErrCerr) => vec![format!("[Failed] {}", err)]

= {
let mut details = env::var("DETAILS").unwrap().split('&').map(|s| s.to_string()).collect::<Vec<String>>();

(result) => result,
ErrCerr) => vec![format!("[Failed] {}", err)],
}

// function on test only!!
let start = DatabaseCheck::new(self.db.clone(), db_type, details);
match time_function(]| start.build(), "database_start").await {

Ok(result) => result,

ErrCerr) => vec![format!("[Failed] {}", err)],

= 0
let selected
S").unwrap().split(', ').map(|s| s.to_string()).collect::<Vec<String>>();
db.clone(), details, selected).run().await;
.to_string()]

println!("[Error] agent client overdue!!!");
process::exit(1);
}
}
}J
ErrCerr) => {
println!("[Error] {}", err);
process::exit(1);

}
}

pub async fn task(&mut self) {
'

AT N.60 AL NTUNDUT 5 LNLLALUDINITANAY Script agent client

6) MUt “make run” INBIINITNIUIEUU agent client (UATILINB1LTN15ANU AR

wazdnnIslvasIee) 1Nt script 9z699n13 token

root@linuxsubject:/home/administrator/agent_client# make Punl

AT N.61 AL NTUADUT 6 VBINITAAAS Script agent client
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Downloaded syslog v6.1.0
Downloaded ssh2 v@.9.4

Downloaded async_ftp v6.0.0
Downloaded async-native-tls v0.4.0

Downloaded zvariant_derive v3.14.0
Downloaded pin-project v1.1.0
Downloaded 200 crates (19.6 MB) in 2.14s (largest was “ring™ at 5.1 MB)
warning: agent_client v@.1.0 (/home/administrator/agent_client) ignoring invalid dependency ~cargo-watch™ which is missing a lib targe
Compiling autocfg v1.1.0
Compiling cfg-if v1.0.0
Compiling libc v@.2.144

AT N.62 AL NTUADUT 6 VBIN1TAAAS Script agent client

onp g Ud>eod VO.Z1.
Compiling agent_client v@.1.0 (/home/administrator/agent_client)
warning: unused import: “std::time::Duration”
--> src/main.rs:12:5

12 | use std::time::Duration;

AAAAAAAAAAAAAAAAAAA

: “#[warnCunused_imports)]™ on by default

warning: “agent_client™ (bin "agent_client") generated 1 warning (run “cargo fix --bin "agent_client"™ to apply 1 suggestion)
Finished dev [unoptimized + debuginfo] target(s) in 1m 22s
Running ~target/debug/agent_client”

Please enter the token you have:

AT N.63 AL NTUADUT 6 VBINITAAAS Script agent client

7) ndudludaivsenndindu ey adnuauiuydugieiio “Data Store” 91ntuAdN

“dan13 Agent” AdngU “lanansduniu” walugmthseasidenvanidioniiue

E-mail Consent a¥1emsldau Agent

11 Agent

a¥1amsldau Agent

fdu doddunmilien siavosAgent  ouos Agent Fuitaiag gedae Suftom dourodrgn gioyn  ulvioyn  autoya
1 Agent Log0 (Windows)  AG1 Agent logO hash 25/08/202317:2056  Antit Aungpraphapornchai B '[ﬁ
t database check 23/08/2023 18:48:13 Artit Aungpraphapornchal 22/08/2023 12:33:08 O E '[m
3 Agent sniffer AGA Agent Sniffer 09/06/2023 13:27:43 Artit Aungpraphapornchai ﬁ ﬁ
tdatabase check  09/06/202320:22:53  Artit Aungpraphaporncha B ﬁﬁ
5 Agent db AG3 Agent database check 07/06/2023 11:19:55 Artit Aungpraphapornchai 08/06/2023 09:54:29 h 'm-]
7 Patterr 6 Agent file AG2 Agent directory 02/06/2023 14:19:51 t Aungpraphapornct B o
a f r o -
7 Agent log0 AG1 Agent logO hash 02/06/202321:07:02  Artit Aungpraphapornchai B m
B Di

AT N.64 AL NTUADUT 7 YIN1TAAAS Script agent client
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8) MuguuY AFN “gn1sanas” Wievinisiihludnaen “Token” iewuldanu

)o
m

o s1waz1dunves Service Agent log0
N\
wiiwmdn ~ Agent Management = 51tazBuAveA Service Agent log0
Artit Aungpraphapornchai

5UazIBuAYDI Service Agent (Agent log0)

L0G SYSTEM
uayuain .y .

@ Bodrrumsldon Agent log0
B Log v

TVinuos Agent iAon AG1
@ mnieenlvd Log

da

wilavos Agent filden Agent log0 hash

Jeomwasnasy v
da
O vsgiimadildnu UszLamuod Agent filien Log0
P} 6 . da . < P
k2 Wisudisumsiiildou A198U5Ye4 Agent Midon ATvABUANNYNABIRUEYINGI NIRRT HTAgAYIY
POPASYSTEM
cdo
o QuUnsninAnAY localMac

-2 foyaduyana ¢ N
& Cookie Consent < IP Address 192.168.1.35

© E- = L
£rmall Consent TuanBunveantIRAl Agent log0 hash

%, Consent Management

wilaves Hash SHA-256
B Policy Doc <
$miwitoguedliti Logs 14
£ Data Storage <
9 dug‘um‘lvli - /Users/kuzan04/Documents/workSpace/project sgc/file_client/real logs/

AN N.65 F0E19TUNDUN 8 UBINTIIAARY Script agent client

9) v sideuattlivansgn adngu “Awdendeudu” dieilunisAnaendeninuiumiiny

om o =
A
o A P . P da
~ 2) (U Terminal W38 Command prompt Fux1 ¥i1m1s "dnaen® Adadtuas uditlu *31e lu directory voa Server ftdon.
Artit Aungpraphapornchai ~
o git clone https:/github.com/kuzan04/agent client.git fa]
ury: Gauadeys
L0G SYSTEM
@ . 3) aunsouludl Directory 494 Agent Client w191 Clone git u#lasnas “#aaen® Ardwituane uinirly *11e* u Terminal w3o Command prompt.
uavuoin
cd /agent client (=
B Log v
" < v de & x 2y Yo v PR " b da koL
@ msthoenlng Log 4) &% Download Package ua¥ Library fisnusesld script Winnas "fanen® ddedrusng udniilu *1e lu Terminal Wi Command. *aSausnfidasainiu®
Ceanmasiasy v el L

O Usriimadildnu N x . Y Y L A . v
6) vinmsiUaldau Script Agent Client Taunts *Anaen” Ardafudre usmnily *219" T Terminal or Command prompt *Inun Supperuser imiu*

L2 Wisuiisumsiiildau

make run (=]
PDPA SYSTEM
=2 foyaduyana < 7) wdnillfiTanmsléan Script Agent Client udaiu Sudusriodld Token livinas *Anaen* fomuddag ufnhlUld iefiedunalalfuuetranysl
@ Cookle Consent QUAIYMMCYmJKFnZWS0IGxvZZAmJVxOTIUMTYALJEuMZUm.IY' I¥mL1VZZXJZL 2t j i’ 9YZWFsX2xvZ3Mv .

& E-mail Consent *nstifoanmganIHi®

. 4 .
mmmnm}u "Ctrl+C" INOUYAN TN
9, Consent Management <

B =3

£ Data Storage <

L3} ALLTRA Version 1.0, All right reserved by Sense InfoTech Co,, Ltd.

2NN N.66 F0L1TUNDUN 9 UBINIAARY Script agent client
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10) vhnsudeanuiiladnasnatndanuuu 119adld nadu “Enter”

warning: agent_client v@.1.0 (/home/administrator/agent_client) ignoring invalid dependency “cargo-watch® which is missing a lib target
Compiling agent_client v@.1.0 (/home/administrator/agent_client)

warning: unused import: “std::time::Duration”
—=> src/main.rs:12:5

12 | use std::time::Duration;

|
= note: “#[warn(unused_imports)]" on by default

warning: “agent_client™ (bin "agent_client") generated 1 warning (run “cargo fix —-bin "agent_client"* to apply 1 suggestion)
Finished dev [unoptimized + debuginfo] target(s) in 4.34s
Running target/debug/agent_client
Please enter the token you have: QchJiYmN(VkaFnZNSGIGx\/ZZAmJiVxOTIUMTVAL]EuMzUmJiViMDUinYmLi\/zZKJZLZ(lemFuMDQ\/RngdNIlbnRzL3d\/(mtT(GFjZS9N(mQQZNNOXBNnYmeaHxlXZNsaN\/ud(QyZNFS)(vaZ}MvI

AT N.67 AL NTUADUT 10 UBINTITANG Script agent client

11) navludaduiusiwes a1ndurinisadn 131 “Agent Management” @1UUUAINTN

Anuanall

Agent Management

Funoudnss Script Agent (Agent log0)
woasvsreu

PoPASYSTEM

AT N.68 AL NTUADUT 11 UBINITANG Script agent client

12) ntumdnUuiadedvaiadiioialdan script due Wuduasodu

a¥ransldau Agent

aQ
a¥anslénu Agent
B¢
Fodumilian wisvosAgent  JovosAgent Fuitaing gain fuit-1om ousiomgn adoyn  uilvioyn  avdoy
Agent LogO (Windows) AG1 Agent log0 hash 25/08/2023 17:20:56 Artit Aungpraphapornchai b iﬁ
3 Agent sniffer AGA Agent Sniffer 09/06/2023 13:27:43 Astit Aungpraphapornchal h ﬁ
s dgun rgent o ’63 Agent catabesecheck  OT/OG2023 11955 Atk Aumgpraphaporchsl 080872023 095429 B i}
- . -
=} m
8as 2 A - - AR A . > T
Agent log0 AG1 Agent log0 hash 02/06/2023 21:07:02 Artit Aungpraphapornchai t] m

B
AT N.69 AL NTUADUT 12 UBINITANG Script agent client
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> m =
& E-mail Consent a51annsldan Agent
wiwdn - a¥unsléou Agent
, Cor Manag t
a$1annslda Agent
B Policy Doc

nmindhdeyade FTP/

ddy dedrfumsléom sWAusiAgent  Houss Agent Suitasre e uit-am dousiodngn aloyn  udludoyn  audoya
Hoya Agent File/Log

1 AgentLogO (Windows) ~ AGL Agent log0 hash 25/08/202317:20:56  Artit Aungpraphapornchai - E 1]
4aya Agent Database

2 Agent db (2) AG3 Agent database check ~ 23/08/202318:48:13  Artit Aungpraphapornchai 22/08/2023 12:33:08 © E E]'
4oya Agent Logger
Foe Agent sniffer 3 Agent sniffer AGa Agent Sniffer 09/06/202313:27:43  Artit Aungpraphapornchai E 1]
Agent Store 4 Agent oracle db AG3 Agent database check 09/06/2023 20:22:53 Artit Aungpraphapornchai E 'Iﬁ
Jnn1s Agent - " —

5 Agent db AG3 Agent database check  07/06/202311:19:55  Artit Aungpraphapornchai  08/06/2023 09:54:29 E 1]

7 Pattern 6 Agent file AG2 Agent directory 02/06/2023 14:19:51 Artit Aungpraphapornchai E 'Im
7 Agent logd AG1 Agent log0 hash 02/06/202321:07:02  Artit Aungpraphapornchai @ B 'Iﬁ

e undriioya

2 fudesdoaiou

|

AT N.70 AI0ENTUNDUT 12 LRNLENYBINITAAAS Script agent client

@:ﬁamiaﬂﬁg\i Software Agent listen & client @12 Oracle Linux 8.7 #38l#iinin
Aans Script agent listen

1) fisi “cd” ienduandfioguosgldaudeu “sudo su” Mniudlesaliasldnugives
Aldundoldonluugauug vinisnsensarinuvesldauilldameg vty navu “Enter” At
“cd /Documents” silodldifiulduazivanasaneg Tuifu vhnnsiusd wie dnaen 219 “git clone

https://github.com/kuzan04/agent_listen.git” ﬂﬂﬂq‘u “Enter” Soaul@sadu

[test@localhost oracle]s cd

[test@localhost ~]$ sudo su

[sudo] password for test:

[root@localhost test]# cd ./Documents/

[root@localhost Documents]# git clone https://github.com/kuzan@4/agent_listen.git
Cloning into 'agent_listen'...

remote: Enumerating objects: 237, done.

remote: Counting objects: 100x (237/237), done.

remote: Compressing objects: 100x (149/149), done.

remote: Total 237 (delta 150), reused 163 (delta 81), pack-reused 0
Receiving objects: 100x (237/237), 62.72 KiB | 1.04 MiB/s, done.
Resolving deltas: 100z (150/150), done.

[root@localhost Documents]# I

AT N.71 A8 NTURDUT 1 YIN15AAAS Script agent listen
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a L4

2) N “cd /agent_listen/” titeidlUgy directory 909 agent listen 29nUU NN “ls -7 Lil®

MNTHENITIENT AR

[root@localhost Documents]# cd ./agent_listen/
[root@localhost agent_listen]# ls -1

total 96

-PW-r--r—=-. 1 root root 85314 Aug 27 15:01 Cargo.lock

—FW-F==F--, root root 650 Aug 27 15:01 Cargo.toml
-rW-r—-r--. 1 root root 462 Aug 27 15:01 Makefile
-PW-P——F——. root root 2488 Aug 27 15:01 README.md
drwxr-xr-x. 3 root root 51 Aug 27 15:01
[root@localhost agent_listen]# |

AT N.72 AIDUNTUNDUT 2 VOINTITAAGY Script agent listen

acs

3) iun “ifconfis” Antugradnsludumasinaidnisaiidesnisdaldeu script agent listen

9l Wsefnasn TevesdunesSINETLY

[root@localhost agent_listen]# ifconfig
enp@sl) flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.137.3 netmask 255.255.255.0 broadcast 192.168.137.255
inet6 fd9f:eaa2:1988:9421:50a8:3fff:fed4:8bf prefixlen 64 scopeid @x0@<global>
inet6 fe80::50a8:3fff:fed4:8bf prefixlen 64 scopeid @x20<1link>
ether 52:38:3f:d4:08:bf txqueuelen 1000 (Ethernet)
RX packets 1697374 bytes 2496598244 (2.3 GiB)
RX errors @ dropped @ overruns @ frame @
TX packets 130859 bytes 13172522 (12.5 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 4 bytes 240 (240.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

[root@localhost agent_listen]# [

AT N.73 AI0ENTUADUT 3 VIN1TAAAS Script agent listen

4) Tagazldau file editor Vim 30 Nano Aanuisavaanlalag Vim Run “vi .env” %38 “nano

env” natu “Enter” tivevinnnsadnalvid .env 1394 script agent listen T4 (fegreazldidu Vim)

[root@localhost agent_listen]# vi .envf]

AT N.74 AI0ENTUNDUT 4 YIN15AAAS Script agent listen



5) Welalig .env @3a vn1sdnluds URL “https:/github.com/kuzan04/agent listen” Lile
$INNSANEBN 319 59 RUWMLBUNUMIDYIIAININATUAS

Example

INTERFACE= ®13uiandifafidaenisidaldeu @
PORT= port #anen151% listener

DB_HOST= database ip host

DB_PORT= database port

DB_USER= database username

DB_PASSWORD= database password

DB_NAME= database name

SOURCINATION= fiagunsennsdatfiving FTP in listener
DESTINATION_LOG= #iagwavainiulvd Log from FTP in lister
DESTINATION_DOC= ﬁﬂéwi@vﬁnfu1ﬂﬁ Doc, CSV, XCSV from FTP in lister

# Table here for client logs hash@

AT N.75 AI0ENTUNDUT 5 YaIN15AAAS Script agent listen

6) naulUe file editor Meald 11319z Nano %50 Vim antusinnisnsanatmdnludelad

env Nifdsdaliagmensiun wie fAnaaning (eedegaglddu vim)

INTERFACE=enp@sl
PORT=5050
DB_H0ST=127.0.0.1
DB_PORT=3306
DB_USER=root
DB_PASSWORD=Password
DB_NAME=DOL_PDPA
# ==

set path on file from client directory
# =
SOURCINATION=/home/ftpuser/
DESTINATION_LO0G=/var/log/agent/
DESTINATION_DOC=/var/pdpa/agent/

TB_HISTORY=TB_TR_PDPA_AGENT_LISTEN_HISTORY:agm_id
# =

AT N.76 AIDLNTUNDUT 6 VBIN1TAAAS Script agent listen
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7) vnstuiinlvd Taedudu Nano Ae nadu “Ctrex” nadu “y” nadu “Enter” wadndu

Vim figi “x” nady “Enter” anndunsiadeugliaintudinueld fium “(s -al”

[root@localhost agent_listen]# ls -al

total 104

drwxr-xr-x.
drwxr=xr-x.
—-PW-P=—P—-.
ArWXF=Xr=X.
—-PW-P==P——.
—PW-P==P——.
—PW—P==P——.
—PW-P=—P——.
—PW-P==P——.
drwxr-xr-x.

root root 128 Aug 27 15:14
test test 26 _Aug 27 15:01
root root 1650 Aug 27 15:10 .env
FOOT root 163 AUg Z7 15791

root root 14 Aug 27 15: .gitignore
root root 85314 Aug 27 15:01 Cargo.lock
root root 650 Aug 27 15:01 Cargo.toml
root root 462 Aug 27 15:01 Makefile
root root 2488 Aug 27 15: README . md
3 root root 51 Aug 27 15:01

(B O = VS I =

[root@localhost agent_listen]# |

AT N.77 AI0ENTURDUT 7 Y8IN15AAAS Script agent listen

8) il “make install” NTTUTOIUAAAS library V84 rust language WS

[root@localhost agent_listen]# make install
cargo add dotenv(?30.15.0

Updating
Adding

Updating

Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Finished
Installing
Installed

AN N.79

AT N.78 AL NTUADUT 8 VBIN1TAAAS Script agent listen

[root@localhost agent_listen]# |

crates.io index
dotenv v@.15.0 to dependencies.
Features:
clap
cli
crate

============= ] 271 complete; 24 pending

command-group v1.0.8

thread_local v1.1.7

cargo-platform v@.1.3

ansi_term v0.12.1

strsim v0.8.0

lazy_static v1.4.0

termcolor v1.1.3

glob v0.3.1

vec_map v0.8.2

clap v2.34.0

watchexec v1.17.2

stderrlog v0.5.4

cargo_metadata v0.15.4

notify-rust v4.9.0

shell-escape v0.1.5

dotenvy v0.15.7

cargo-watch v8.4.0

release [optimized] target(s) in 2m 13s
/root/.cargo/bin/cargo-watch

package “cargo-watch v8.4.0~ (executable “cargo-watch™)

FOENNTUNDUN 8 LINLLANYDINITANAY Script agent listen
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= g & a & 5 O & o & w va ¢ & & oA
9) LUBLATAEU WUN “make run” NI9UATILIN *QWLUUWQQI%@uLmaiLu@* AMNUULU DLLERN

“|P:PORT” Alluduasadu

warning: “agent_listen™ (bin "agent_listen") generated 1 warning (run “cargo fix --bin "agent_listen"™ to apply 1 suggestion)
Finished dev [unoptimized + debuginfo] target(s) in 3.57s

Running “target/debug/agent_listen”
Server listening on 192.168.137.3:5050

AT N.80 AIDLNTUNDUT 9 VBIN1TAAAS Script agent listen

Rang Script agent client

1) fisi “cd” ienduindfioguosgldamdeu “sudo su” Mniudlessliasldnuglives
Al undoldauluugauug vinisnsensarinuvesldauilldaueyg vty navu “Enter” fust
“cd /Documents” silodldifiulduazivanasaneg Tuidu vhnnsiust wie dnaen 219 “git clone

https://github.com/kuzan04/agent_client.git” ﬂﬂﬂqm “Enter” soauiasadu

[test@localhost oracle]$ cd

[test@localhost ~]$% sudo su

[sudo] password for test:

[root@localhost test]# cd ./Documents/

[root@localhost Documents]# git clone https://github.com/kuzan@4/agent_client.git
Cloning into 'agent_client'...

: Enumerating objects: 171, done.

: Counting objects: 100z (171/171), done.

: Compressing objects: 100x (116/116), done.

: Total 171 (delta 110), reused 110 (delta 52), pack-reused @
Receiving objects: 100x (171/171), 67.48 KiB | 1.44 MiB/s, done.
Resolving deltas: 100z (110/110), done.

[root@localhost Documents]# I

AT N.81 AL NTUADUT 1 YBIN1TAAAS Script agent client

2) sl “cd /agent_client/” tilewnlugs directory 493 agent listen 91AUU AU “ls -1 Lile

MNTUENITIENT AR

[root@localhost Documents]# cd ./agent_client/
[root@localhost agent_client]# ls -1

total 108

-PW-r--r—=-. 1 root root 95692 Aug 27 15:31 Cargo.lock
-PW-r—-r—=-. 1 root root 981 Aug 27 15:31 Cargo.toml
-rW-r--r--. 1 root root 679 Aug 27 15:31 Makefile
-PW-r--r—=-. 1 root root 147 Aug 27 15:31 README.md
drwxr-xr-x. 3 root root 51 Aug 27 15:31
[root@localhost agent_client]# |}

2
Y

ﬂ'W\I‘VI .82 G]’J@EJN“UUG]@U‘VI 2 Gﬂaﬂﬂﬁﬁmﬂ(ﬁﬂ Script agent client
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3) N “make install” 2ntiusEIUAAAY library 904 rust language WS

[root@localhost agent_client]# make install
cargo add dotenv(30.15.0
Updating crates.io index
Adding dotenv v@.15.0 to dependencies.
Features:

clap
cli
Updating crates.io index
cargo add tokio(@@1.28.2 -F "full"
Updating crates.io index
Adding tokio v1.28.2 to dependencies.

AT N.83 AL NTUADUT 3 VBINITAAAS Script agent client

cargo add syslog@6.1.0
Updating crates.io index
Adding syslog v6.1.0 to dependencies.
cargo add sysinfo(@0.29.7
Updating crates.io index
Adding sysinfo v@.29.7 to dependencies.
Features:
+ multithread
+ rayon
apple-app-store
apple-sandbox
c-interface
debug
serde
unknown-ci
cargo install cargo-watch(@8.4.0
Ignored package “cargo-watch v8.4.0° is already installed, use --force to override
[root@localhost agent_client]# |J

AT N.84 AL NTUNDUT 3 LNLLALUDINITANAY Script agent client

4) fus “nano /src/main.rs” 5 “vi /src/mainrs” WiednluuAlalng waglrduniviedung
1 tevihnsudluiuusligndes “enviset var('DB_MAIN', "DOL_PDPA LOCAL"),” uazdnwilafifos
wh “let database url = format!("mysql.//root:P@sswOrd@localhost:3306/(}"....” Lﬁﬂﬂmmﬁéfaama

lngag1ausnee ¥o grudayandn war ag19Ndee A IP YasgIudayavEn

[root@localhost agent client]# vi ./src/main.rs

AT N.85 AL NTUADUT 4 YBIN1TAAAS Script agent client



#[tokio::main
async fn main() {
dotenv().ok(Q);

if metadata(".e
loop {

vD.is_err() {

]LH 1(F enter the
stduut() flush() unulap(),

let mut input = String::new();

io::stdin().read_line(&mut input).expect("Fa

match !input.trim().is_empty() && general
true => {
if let Ok(decoded_bytes)
let base = Strxng

88").collect:

} else {
println!("Invalid input
}

e => println!("Invalid inp

env::set_var("DB

let database_url

let pool = match
.max_connectiol
.connect(&database_url)
.await {

k(pool) => {
pool

Err(e) => {

srexit(1);

").unwrap_or_else(|_|
"Y.unwrap_or_else(|_|

purpose:

put!);

:STANDARD. decode(input.trim()).is_ok() {

113

e: :STANDARD.decode(input.trim()) {
y(&decoded bytes).to_string();

t_env");

0.1".to_string()),

5 -string()),

AT N.86 AL NTUNDUT 4 LNULALUDINITANAY Script agent client

:<Veccdstr>>();

s:var(

DB_MAIN").unwrap_or_else(|_| "DOL_PDPA".to_string()));

5) = Auiu* nsalidu script agent client Ussianuseadia “Sniffer” vn1sAun “sudo su

/src/module/handles.rs” %5

190 danann “let selected =

“sudo vi ./src/module/handles.rs” Wi ot tunAlulgd annduaum

“en0” to_string);” uhlalidudumesiandosnis Sniffer

[root@localhost agent client]# vi

AT N.87 AL NTUADUT 5 YBIN15AAAS Script agent client

./src/module/handles.rs
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// match DirectoryFile: :new(

// mix,
details,
env::var("HOST").unwrap(),
21,
"ftpuser".to_string()
"ftpuser".to_string()

> vec![format!("[Failed] {}", err)]
}

/ }
// function on test only!!
let start = DirectoryFile::new(mix, details, env::var("HOST").unwrap(), 21, "ftpuser".to_stri ".to_string());
match time_function(|| start.build(), "fil tart").await {

Ok(result) => result,

ErrCerr) => vec![format!("[Failed] {}", err)]

let mut details = env::var("DETAILS").unwrap().split('&').map(|s| s.to_string()).collect::<Vec<String>>();
let db_type = details.remove(®).parse::<i32>().unwrap_or(-1);
// match DatabaseCheck: :new(
self.db.clone(),
db_type,
details,
).build().await {
Ok(result) => result,
ErrCerr) => vec![format!("[Failed] {}", err)],
}
function on test only!!
let start = DatabaseCheck::new(self.db.clone(), db_type, details);
match time_function(|| start.build(), "dat tart").await {
Ok(result) => result,
ErrCerr) => vec![format!("[Failed] {}", err)],

'.to_string();
let details var("DETAILS").unwrap().split(',').map(|s| s.to_string()).collect::<Vec<String>>();
TaskSniffer: 1f.db.clone(), details, selected).run().await;
vec!["Skip listener".to_string()]

{
println!("[Error] Type of a
process::exit(1);

}

b

ErrCerr) => {
println!("[Error] {}", err);
process::exit(1);

}

pub async fn task(&mut self) {
'

AN N.88 F0e1NTUNDUN 5 LINLLANYDINITANAY Script agent client

6) MUt “make run” INBYIINITNNIUIEUU agent client (UATILINB1LTN1TANU AR

wazdnn1shuldsinge) 210l script 92699013 token

[root@localhost agent_client]# make Punl

AN N.89 F10E1NTUNDUN 6 VBINTITFAAR Script agent client

warning: agent_client v@.1.0 (/home/test/Documents/agent_client) ignoring invalid dependency “cargo-watch™ which is missing a lib target
Compiling syn v2.0.18
Compiling libc v@.2.144
Compiling futures-core v0.3.28
Compiling value-bag v1.4.0
Compiling crossbeam-utils v@.8.15
Compiling once_cell v1.17.1

AN N.90 FOENTUNDUN 6 LINLLANTDINITANAY Script agent client
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Compiling md5 v0.7.0
Compiling agent_client v@.1.0 (/home/test/Documents/agent_client)
warning: unused import: “std::time::Duration”
--> src/main.rs:12:5
|

12 | use std::time::Duration;

: “#[warnCunused_imports)]™ on by default

warning: “agent_client™ (bin "agent_client") generated 1 warning (run “cargo fix --bin "agent_client"™ to apply 1 suggestion)
Finished dev [unoptimized + debuginfo] target(s) in 1m 16s
Running ~target/debug/agent_client”
Please enter the token you have:

AT N.91 AL NTUNDUT 6 LNULALUDINITANAY Script agnet client

7) naudnludaiusenndndu Weadnluadn adnuaumysudieile “Data Store” 91ntiuAdn

“dan13 Agent” AdngU “lanansduniu” e lugmthseasidenvafidioniiue

E-mail Consent a¥1amsldau Agent

afamsly

A Management
aframsldau Agent
B Policy D
naduirieyadas FTP
dwu  deiunlion wirvosAgent  Fouos Agent Sudtatne i Suitom dousiomgn gtoyn  udlvioyn  audoya
1 Agent LogO (Windows) AG1 Agent log0 hash 25/08/202317:20:56  Artit Aungpraphapornchai h ﬁ
tdb (2) AG3 Agent database check 23/08/2023 18:48:13 Artit Aungpraphaporncha 22/08/2023 12:33:08 O E '[ﬁ
3 Agent sniffer AGA Agent Sniffer 09/06/2023 13:27:43 Artit Aungpraphapornchai b '[m
5 Agent db AG3 Agent database check  07/06/202311:19:55  Artit Aungpraphapornchai 08/06/2023 09:54:29 b m
Patter { Aungpraphapomcha B i
B¢ 7 Agent log0 AG1 Agent log0 hash 02/06/202321:07:02  Artit Aungpraphapornchai m
B Di
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10) vhmsudeanuiiladnasnatndanuuu 11989l nadu “Enter”

warning: unused import: “std::time::Duration
-> src/main.rs:12:5

12 | use std::time::Duration;
|

= note: “#[warn(unused_imports)]* on by default

warning: “agent_client (bin "agent_client") generated 1 warning (run “cargo fix --bin "agent_client"" to apply 1 suggestion)
Finished dev [unoptimized + debuginfo] target(s) in 1m 16s

Running “target/debug/agent_client"
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extern crate dotenv;

use dotenv::dotenv;

use get if addrs::get if addrs;

// use sqx:mysql:MySqglPoolOptions;
// use sqx:mysql:MySqglPool;

use std:fs;

use std:thread;

use std::time::Duration;

mod module;
mod model;

use crate:module::listen::Recevie;

// Use test only!

// use crate:zmodule::test::*;

fn set_init() -> String {
match fs:metadata(".env").is_ok() {
true => "Success".to_string(),
false => {
println!("(Error] Please check file .env");

std::process::exit(1);

fn get_ip(name: String) -> String {
let mut ip = String:new();
if let Ok(interfaces) = get if addrs() {

for interface in interfaces {

if linterface.is_loopback() & interface.name == name && interface.ip().is_ipva() {

ip = interface.ip().to_string();
break
} else {

ip = "None".to_string();

}
}else {

ip = "Failed".to_string();

120
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#lallow(unused_must_use)]
#[tokio::main]
async fn main() {
// Get varriable from file .env.
dotenwv().ok();
// Check file .env
set_init();
// function on test only!!!
// time_function(|| set_init, "set_init");
// Check and create tls to use socket.
let ip: String;
loop {
let i = get_ip(dotenv:var("INTERFACE").unwrap_or else(| | "ens192"to_string()));
// function on test only!!
// leti = time_function(]| get_ip(dotenv::var("INTERFACE").unwrap_or else(| | "ens192"to_string())), "get ip");
match i.to_owned().as_str() {
"None" => {
printtnl("{Warning] Unknow ip from interfaces wait for 15 seconds script rebooting.");
thread::sleep(Duration::from_secs(15));
2
"Failed" => {
printlnl("Failed to retrieve interface addresses");
2
_=>1

break ip =i

}

// Main database to use.

let database_url = format!("mysql//{:-{}@:0/8",
dotenv:var("DB_USER").unwrap _or else(| | "root".to_string()),
dotenv:var("DB_PASSWORD").unwrap_or_else(| | "P@sswOrd".to_string()),
dotenv:var("DB_HOST").unwrap_or else(| | "127.0.0.1".to_string(),
dotenv:var("DB_DB_PORT").unwrap_or else(|_| "3306".to_string()),
dotenv:var("DB_NAME").unwrap_or else(| | "DOL_PDPA"to_string()),

)

// Create connect pool.

// et pool = match MySqglPoolOptions:new()

// .connect(&database url)

//  .await {

// Ok(pool) => {

// pool
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// }

// Err(e) => {

// println!("Failed to connect the database: {:?}", e);
// std::process::exit(1);

// }

/7

// Start listener socket.
// Recevie:new(ip, dotenv::var("PORT").unwrap or else(| | 5050.to_string())).listen(pool).await;

Recevie:new(ip, dotenv::var("PORT").unwrap_or else(| | 5050.to_string())).listen(database url).await;

= v b4 ] [N
i'lEJ’6'13LE)EI@]‘Q@]‘Uagaiﬂﬂﬁ')ﬂiuma‘ﬂa%m%'lﬂ
use serde:{Deserialize, Serialize};

use sqlx:{FromRow, mysql:MySglRow, Row};

#[derive(Debug, Deserialize, Serialize)]
#lallow(non_snake case)]
pub struct AgentStore {
name: String,
pub code: String,
_type : String,
_limit_: 32,
pub status: i32,
hide: i32,
}
impl FromRow<' , MySqlRow> for AgentStore {
fn from_row(row: &MySqlRow) -> Result<Self, sqlx:Error> {
let name: String = row.try_get("'name")?;
let code: String = row.try_get("code")?;
let type : String = row.try get("type")?;
let limit :i32 = row.try get(" limit_")?;
let status: 132 = row.try_get("status")?;

let hide: i32 = row.try_get("hide")?;

Ok(Self { name, code, type , limit_, status, hide})

#[derive(Debug, Deserialize, Serialize, Clone, PartialEq)]
#lallow(non_snake case)]
pub struct AgentManage {

pub agm_id: i32,

pub agm_name: String,
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pub code: String,
}
impl FromRow<' , MySqlRow> for AgentManage {
fn from_row(row: &MySqlRow) -> Result<Self, sqlx:Error> {
let agm_id: i32 = row.try_get("agm_id")?;
let agm_name: String = row.try get("agm_name")?;

let code: String = row.try_get("code")?;

Ok(Selff agm _id, agm_name, code })
}
}
impl Default for AgentManage {
fn default() -> Self {
Self { agm id: -1, agm_name: "NULL".to_string(), code: "NULL".to_string() }

#[derive(Debug, Deserialize, Serialize)]
#lallow(non_snake case)]
pub struct AgentHistory {
pub agm_id: i32,
}

impl FromRow<'_, MySqlRow> for AgentHistory {
fn from_row(row: &MySqlRow) -> Result<Self, sqlx::Error> {
let agm_id: i32 = row.try_get("agm_id")?;
Ok(Self{ agm _id })
}
}

a v ¥ ' o ' ' L
s’mazLaﬁm‘qﬂ‘uagaiﬂﬂlumuwaumagnmwmLLmntJ
use tokio::io::{AsyncReadExt, AsyncWriteExt};
use tokio::net;

use sqlx:{MySqlPool, FromRow};

// use std::time::Duration;

use crate:xmodule::{
log0::LogHash,

file::FileDirectory,
db:{TestConnect, DatabaseCheck}

use crate:model::{AgentStore, AgentManage, AgentHistory};
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// On test

// use crate:zmodule::test::;

#[derive(Debug)]

pub struct Recevie {
pub host: String,
pub port: String,

impl Recevie {
pub fn new(host: String, port: String) -> Recevie {

Recevie { host, port }

fn split_string(input: &str, delimiter: &str) -> Vec<String> {
input.split(delimiter)
.map(|s| s.to_string())

.collect()

async fn test_connect(_type: String, host: String, user: String, passwd: String, database: String) -> String {
let success: String;
match _type.parse::<i32>() {
Ok(t) => {
let to_start = TestConnect:new(host, user, passwd, database);
match t {
1=>{
if let Ok(res) = to_start.mysql().await {
success = res
} else {
success = "Query details table error.".to_string()
}
// function on test only!l
// if let Ok(res) = time_function(]| to_start.mysql(), "test_connect _mysql").await {
//  success = res
// } else {
// success = "Query details table error.".to_string()
//'}
2
0=>{
if let Ok(res) = to_start.oracle().await {
success = res

} else {
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success = "Query details table error.".to_string()

}
// if let Ok(res) = time_function(]| to_start.oracle(), "test _connect oracle").await {

//  success = res

// } else {
// success = "Query details table error.".to_string()
//'}
2
_ =>success = "Hello from Server!"to_string(),
2
}
Err() =>{

success = "Failed to read type from client!".to_string()

%

success

fn status_store(query: Vec<AgentStore>, select: String) -> bool {
let mut result = false;
let muti=0;
while i I= query.len() {
match &query[i] {
a if a.code == select => {
if a.status == 1 {

result = true

result

fn set_manage(manager: Vec<AgentManage>, code: String, name: String) -> Result<AgentManage, String> {
let muti=0;
let mut selected = AgentManage::default();
while i < manager.len() {
if manager(il.agm_name == name && manager[il.code == code {

selected = manager(i].clone();



if selected == AgentManage::default() {
Err("Not Found".to_string())

} else{
Ok(selected)

async fn set_history(db: MySqglPool, manager: Vec<AgentManage>, code: String, name: String) -> String {
let env_history = Selfusplit_string(&dotenv::var("TB_HISTORY").unwrap_or else(| |
"TB_TR_PDPA_AGENT LISTEN HISTORY:agm id".to_string(), ":";
// function on test only!!
// et env_history = time_function(|| Self:split_string(&dotenv::var("TB_HISTORY").unwrap_or else(| |
"TB_TR_PDPA_AGENT LISTEN HISTORY:agm id"to_string()), "), "split_string#10");
let history: Vec<AgentHistory> = sqlx:query(
format!(
"SELECT {} FROM {} GROUP BY {}',
env_history[1].clone(),
env_history[0].clone(),
env_history[1].clone()
).as_str()
fetch_all(&db)
.await.unwrap()
.into_iter()
.map(|row| AgentHistory::from_row(&row).unwrap())
.collect();
let selected = Self:set_manage(manager, code, name);
// function on test only!!
// \et selected = time_function(|| Self::set_ manage(manager, code, name), "set_manage");
match selected {
Ok(agm) => {
let mut message = String:new(); //
let muti=0;
while i < history.len() {

if history[il.agm_id == agm.agm_id {

sqlx::query(format!("UPDATE {3 SET _get = NOW() WHERE {} = 7", env_history[0], env_history[1]).as_str())

.bind(agm.agm_id)
.execute(&db)
.await.unwrap();

message = "Success".to_string()

match message.chars().count() {

0=>{

126
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sqlx::query(format!("INSERT INTO {} ({}) VALUES (?)', env_history[0], env_history[1]).as_str())
.bind(agm.agm_id)
.execute(&db)
.await.unwrap();
"Success".to_string()
}

_ =>"Success".to_string()

2

Err(err) => format!("[Error] {} agent client from web alltra", err)

async fn main_task(status: bool, details: Vec<String>, db: MySglPool) -> String {
match status {
true => {
match details[0].as_str() {
"AGL" => {

let mut log0 table all = Self::split_string(

&dotenv:var("TB_LOGO").unwrap or else(| | "TB TR PDPA AGENT LOGO HASH:device name, os name, path, name file,
total_line, value, value_md5, value_shal".to_string(),

);

let log0_columns = Selfi:split_string(&log0 table all.pop().unwrap(), ",");

let log0 table = log0 table all.pop().unwrap();

let content = Self:split_string(&details[details.len() - 11, "|||");

match LogHash::new(db, log0 table, logd_columns, content).build().await {
Ok(s) =>s,

Err(e) => e.to_string(),

// function on test only!!

// let mut log0 table all = time_function(]| Self::split_string(

// &dotenvzvar("TB_LOGO").unwrap_or else(| | "TB_ TR PDPA AGENT LOGO HASH:device name, os name, path,
name _file, total_line, value, value_md5, value shal"to string()),

/"

//), "split_string#1");

// let log0_columns = time_function(|| Self:split_string(&log0 table all.pop().unwrap(), ","), "split_string#2");

// let log0 table = log0_table all.pop().unwrap();

// let content = time_function(|| Self::split_string(&details[details.len() - 1], "|||"), "split_string#3");

// let mut start = LogHash::new(db, log0_table, logd_columns, content);

// match time_function(]| start.build(), "main_log0").await {

// Ok(s) => s,

// Err(e) => eito_string(),
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//'}
2
"AG2" => {
let mut file_table all = Self::split_string(
&dotenv:var("TB_FILE").unwrap_or else(| | "TB TR PDPA AGENT FILE DIR:id, device name, os _name, path, name file,
size".to_string(),
);
let file_columns = Self::split_string(&file_table_all.pop().unwrap(), ",";
let file_table = file_table_all.pop().unwrap();
let content = Self:split_string(&details[details.len() - 11, "|||");

match FileDirectory:new(
db,
file_table,
file_columns,
dotenv::var("SOURCINATION").unwrap_or_else(| | "/home/ftpuser/".to_string()),
dotenv:var("DESTINATION_LOG").unwrap_or else(|_| "/home/ftpuser/".to_string()),
dotenv:var("DESTINATION DOC").unwrap_or else(| | "/var/pdpa/agent/".to_string()),
content
).build()
.await {
Ok(s) => s,
Err(e) => e.to_string()
}
// function on test only!!
// let mut file_table all = time_function(]| Self:split_string(
// &dotenvzvar("TB_FILE").unwrap or else(| | "TB TR PDPA AGENT FILE DIR:id, device name, os name, path, name file,
size".to_string()),
/"
//), "split_string#4");
// let file_columns = time_function(]| Self::split_string(&file_table all.pop().unwrap(), ","), "split_string#5");
// let file_table = file_table_all.pop().unwrap();
// let content = time_function(|| Self::split_string(&details[details.len() - 1], "|||"), "split_string#6");
// let mut start = FileDirectory:new(
// db,
// file table,
// file_columns,
// dotenv:var("SOURCINATION").unwrap_or else(| | "/home/ftpuser/".to_string()),
// dotenv:var("DESTINATION LOG").unwrap or else(] | "/home/ftpuser/".to_string(),
// dotenv:var("DESTINATION DOC").unwrap or else(| | "/var/pdpa/agent/".to_string()),
// content
s

// match time_function(|| start.build(), "main_file").await {
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// Ok(s) => s,

// Err(e) => e.to_string()
/)

},

"AG3" => {

let mut dbc_table_all = Self:split_string(
&dotenv::var("TB_DB")
.unwrap_or_else(| | "TB_ TR PDPA AGENT DATABASE CHECKfield 1, field 2, field 3, field 4, field 5, field 6, field 7,
field 8, field 9, field 0, from_ client".to_string()),
);
let dbc_columns = Self:split_string(&dbc table all.pop().unwrap(), ",");
let dbc_table = dbc_table all.pop().unwrap();
let mut content = Self:split_string(&details[details.len() - 1], "|||");

// function on test only!!

// let mut dbc_table all = time_function(|| Self::split_string(

// &dotenv:var("TB_DB")

// .unwrap_or else(| | "TB_ TR PDPA AGENT DATABASE CHECKfield 1, field 2, field 3, field 4, field 5, field 6, field 7,
field 8, field 9, field 0, from_ client".to_string()),

/"

//), "split_string#7");

// let dbc_columns = time_function(|| Self:split_string(&dbc table all.pop().unwrap(), ","), "split_string#8");

// et dbc_table = dbc table all.pop().unwrap();

// let mut content = time_function(]| Self::split_string(&details[details.len() - 1], "|||"), "split_string#9");

// Convert message from_client and values

let from_client = content.remove(1);

DatabaseCheck::new(db, from_client, dbc_table, dbc_columns, content.clone());

// Beta.
content[0].to_string()
},

=1

"Failed".to_string()

2

false => "Close".to_string()

#lallow(unused_must_use)]
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async fn handle_client(mut stream: net::TcpStream, db: MySqlPool) {
let mut buffer = [0; 1024];
match stream.read(&mut buffer).await {
Ok(bytes_read) => {

// Test only!l

// printinl("$}", &bufferl..bytes read].len();

//

// Main Taskprocess.

let get_response = String:from_utf8 lossy(&buffer[..bytes read))

// Set message to response to client.

let message: String;

match get_response {

// Statement test connection sql.
s if s.contains('|) && Is.contains(‘#') => {
let conv_test = Self:split_string(&s, "[");
// Call check type sql.
message = Selfi:test_connect(conv_test[0].to_owned(), conv_test[1].to_owned(), conv_test[2].to_owned(),
conv_test[3].to_owned(), conv_test[4].to_owned()).await;
// message = time_function(|| Self:test_connect(conv_test[0].to_owned(), conv_test{1].to_owned(),
conv_test[2].to_owned(), conv_test[3].to_owned(), conv_test[d].to_owned()), "test_connect").await;

if let Err(error) = stream.write_allimessage.as_bytes()).await {

printlnl("Failed to write to stream: {}', error);

2
// Statement main task process agent.
s if s.contains(‘#') => {
// Get query from agent store to check status.
let store: Vec<AgentStore> = sqlx::query("SELECT * FROM TB TR _PDPA AGENT STORE")
fetch_all(&db)
.await.unwrap()
.into_iter()
.map(Jrow| AgentStore::from_row(&ow).unwrap())
.collect();
// Get query from agent manage to insert history.
let manager: Vec<AgentManage> = sqlx:query("SELECT pam.agm _id, pam.agm_name, pas.code FROM
TB TR PDPA AGENT MANAGE as pam JOIN TB TR _PDPA AGENT STORE as pas ON pam.ags id = pas.ags_id")
fetch_all(&db)
.await.unwrap()
.into_iter()
.map(Jrow| AgentManage::from_row(&row).unwrap())
.collect();
// Convert message AG # Details to Vector.
let response = Self:split_string(&s, "#");
// Get AG_NAME after success.
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let result = Self:main_task(Self::status_store(store, response[0].clone()), response.clone(), db.clone()).await;
// function on test only!!
// let result = time_function(]| Self:main_task(Self:status_store(store, response[0].clone()), response.clone(), db.clone()),
"main_task").await;
// Set message to response client.
Selfiset_history(db.clone(), manager, response[0].to_owned(), result).await;
// function on test only!!
// time_function(|| Self:set_history(db.clone(), manager, response[0].to_owned(), result), "set_history").await;
// shutdown mysql.
db.close();
// if let Err(error) = stream.write_all(message.as_bytes()).await {
// println!("Failed to write to stream: {}", error);
/'Y
2
_=>H
message = "Failed unknow type agent. Please check token, .env, or api from alltra again!l".to_string();
if let Err(error) = stream.write_all(message.as_bytes()).await {

printlnl("Failed to write to stream: {}', error);

Err(error) => {

println!("Failed to read from stream: {}', error);

// stream.shutdown().await.unwrap();

// pub async fn listen(&self, db: MySqlPool) {
pub async fn listen(&self, db_url: String) {
let listener = net::TcpListener:bind(format!("(}:{}", &self.host, &self.port)).await.expect("Failed to bind to address");

printlnl("Server listening on {}:{}", &self.host, &self.port);

loop {
if let Ok(sock) = listener.accept().await {
let pool = match MySqlPool::connect(&db_url)
.await {
Ok(pool) => pool,
Err(err) => {
printlnl("Failed to connect the database: {:?}', err),

std::process::exit(1);
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%
tokio::spawn(async move {
// function on test only!!
// \et (cpu, ram, disk_read, disk write) = benchmark_env_usage(Duration::from_secs(1));
// printtnk(
// "Average CPU Usage: {:.2}%, RAM Usage: {:.2} Mb, Disk Read: {:.2} Mb, Disk Write: {:.2} Mb.",

// cpu,

// ram,

// disk _read,
// disk_write
/7);

// time_function(]| Self:handle_client(sock.0, pool), "handle client").await;

Self:handle_client(sock.0, pool).await;

}
// else {
// printlnl("Failed accepting connection!");

//'}

seazdenyatayalanludiuianisnsiaseudeyaasnasvausiviig
use sqlx:mysqgl:MySglPool,

// use testll

// use crate:zmodule::test::;

#[derive(Debug)]
pub struct LogHash {
connection: MySglPool,
table: String,
column: Vec<String>,
content: Vec<String>,
}
impl LogHash {
pub fn new(connection: MySglPool, table: String, column: Vec<String>, content: Vec<String>) -> LogHash {

LogHash { connection, table, column, content }

// Helper client rerun.
async fn check(&mut self) -> bool {

let value_where = self.content
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Jiter()
Zip(self.column.iter())
.map(|(x, y)| format!("}=\"(\"", y.trim(), x.trim()))
.collect:<Vec<String>>();
let mut query2 = String::new();
for iin 0..value_where.len() {
if i == value_where.len() - 1 {
query2.push_str(&value_wherel[il);
} else {

query2.push_str(format!("{} AND ", value_where[i]).as_str());

}
let query = "SELECT id FROM (SELECT * FROM TB TR _PDPA AGENT LOGO HASH ORDER BY id DESC) as log0";

sqlx:query(format!("{} WHERE {} LIMIT 1", query, query2).as_str())
fetch one(&self.connection)

.await.is_ok()

pub async fn build&mut self) -> Result<String, Box<dyn std::error:Error>> {
let name = self.content.remove(0);
match self.check().await {
// match time_function(|| self.check(), "logd check").await {
true => Ok(name),
false => {
let values = self.content.iter().map(|s| format!("\"\"", s)).collect::<Vec<String>>().join(",");
let query = format!("INSERT INTO {} ({}) VALUES ({})", self.table, self.column.join(","), values);
sqlx::query(&query)
.execute(&self.connection)
.await?;

Ok(name)

eazideyadayalantudiuussinnlvdvasusidng
use sqlx:{mysql:{MySqlPool, MySqglRow}, Row};
use std:fs::{read_dir, ReadDir, rename};

use std::path::Path;

//use on test

// use crate:zmodule::test::*;

#[derive(Debug)]



#[allow(dead _code)]

pub struct FileDirectory {
connection: MySqlPool,
table: String,
column: Vec<String>,
directory: String,
log_path: String,
doc_path: String,

content: Vec<String>

impl FileDirectory {

pub fn new(connection: MySglPool, table: String, column: Vec<String>, directory: String, log_path

Vec<String>) -> FileDirectory {

FileDirectory { connection, table, column, directory, log path, doc_path, content }

fn set_query(column: Vec<String>, query: &WySglRow) -> Vec<String> {
let mut result = Vec:new();
for i in column {
let value: Result<Option<String>, sqlx:Error> = query.try get(i.trim();
match value {
Ok(Some(val)) => result.push(val),
Ok(None) => result.push("NULL".to_string()),
Err(e) => {
let err: Vec<String> = e.to_string().split("").into_iter().map(Js| s.to_string()).collect();
match errferr.len() - 2].as_str() {
"INT" => {
let new value: i32 = query.get(i.trim();
result.push(new value.to_string())
2

_ => result.push("Unknow".to_string()),

result

fn find_match(arr: Vec<Vec<String>>, val: Vec<String>) -> bool {
let mut result = false;
foriin arr{
let mut equal_result = i[1.].iter().zip(val.iter()).map(|(a, b)| a == b).collect:<Vec<bool>>();

equal_result.retain(|&value| value);

: String, doc_path

: String, content:

134



135

if equal_result.len() > 3 {

result = true;

result

#allow(clippy:needless collect)]
fn reverse_name(files: ReadDir, name: String) -> bool {
let mut result = false;
for iin files {
let filename: Vec<String> = i.unwrap()
file_name()
to_string_lossy()
split(@)
.map(|s| s.to_string())
.collect();
if filename.contains(&name) {

result = true;

}

result

pub async fn build&mut self) -> Result<String, Box<dyn std::error:Error>> {
let name = self.content.remove(0);
let query_dir: Vec<Vec<String>> = sqlx:query(
format!(

"SELECT {} FROM {} ORDER BY {} ASC;",
self.column.join(", ),
self.table,
self.column(0]

).as_str()

fetch_all(&self.connection)

.await.unwrap()

.into_iter()

.map(|row] {
Self::set_query(self.column.clone(), &row)
// function on test only!!

// time_function(|| Self::set_query(self.column.clone(), &ow), "file_set query”)
p)

.collect();

let values = self.content.clone().iter().map(|s| format!("\'"{(\", s)).collect::<Vec<String>>().join(", ");



let files = read_dir(&self.directory).expect("Failed to read directory!");
// Check result query dir/file == [] and if result query dir/file > 0
// and check result == value if true = false , false = true
if query dir.is_empty() || !Self:find_match(query dir, self.content.clone()) {
// function on test only!!
// if query diris_empty() || time_function(]| ISelf:find_match(query dir, self.content.clone()), "file_find_match") {
sqlx::query(format!("INSERT INTO {} ({}) VALUES ({})', self.table, &self.column[1.]join(", "), values).as_str())
fetch_all(&self.connection)
await.unwrap();
} else if Self:reverse_nameffiles, self.content[self.content.len() - 2].to_string()) {
// } else if time_function(]| Self:reverse _nameffiles, self.content[self.content.len() - 2].to_string()), "file_reverse name") {
sqlx::query(
format!("UPDATE {} SET {} = {}, _get = NOW() WHERE {} = \"(\\",
self.table,
self.column[self.column.len() - 1],
self.content[self.content.len() - 1],
self.column[self.column.len() - 2],
self.content[self.content.len() - 2]

).as_str()

.execute(&self.connection)
await.unwrap();
}
self.move_dir().await;
// time_function(|| self.move_dir(), "move_dir").await;

Ok(name)

async fn move_dir(&mut self) {
let files = read_dir(&self.directory).expect("Failed to read directory!");
let source_path = match self.directory.chars().nth(self.directory.len() - 1).unwrap() {
'/ => self.directory.clone(),
_ => format!("{}/", self.directory),
%
for iin files {
let filename: Vec<String> = i.unwrap().file_name().to_string lossy()
split(@)
.map(|s| s.to_string())
.collect();
if let Some(extension) = Path:new(formatl("{(}{}", source_path, filename join("@")).as_str()).extension() {
if let Some(extension_str) = extension.to_str() {
if filename[filename.len() - 1] I= ".DS_Store" && extension str == "log" {
let destination_path = match self.log_path.chars().nth(self.log_path.len() - 1).unwrap() {
/" => self.log_path.clone(),
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_ => formatl("{}/", self.log_path),
L
rename(
format!("{({}", source_path, filename join("@").as_str(),
format!("{({}", destination_path, filename.join("@").as_str()
).unwrap();
} else if filenamel[filename.len() - 1] 1= ".DS_Store" && vec!["csv", "xlsx", "xls"].contains(&extension_str) {
let destination_path = match self.doc_path.chars().nth(self.doc_path.len() - 1).unwrap() {
/" => self.doc_path.clone(),
_ => formatl("{}", self.doc_path),
L
rename(
format!("{({}", source_path, filename join("@").as_str(),
format!("{({}", destination_path, filename.join("@")).as_str()

).unwrap();

seazdeyndeyalanludiunsivdeugrudayavesisiding
#ilallow(dead code)]
use sqlx:{
mysql:{MySglPoolOptions, MySqlPool},
Row
%
use serde::Serialize;

use oracle::pool::{PoolBuilder, Pool as OraclePool, CloseMode};

// use test

// use crate:zmodule::test::*;

#[derive(Debug, Default, Serialize)]
struct Table {
name: String,

columns: Vec<String>,

#[derive(Debug)]
pub struct TestConnect {
host: String,

user: String,



}

passwd: String,
database: String,

impl TestConnect {

pub fn new(host: String, user: String, passwd: String, database: String) -> TestConnect {

TestConnect { host, user, passwd, database }

#lallow(unused_must_use)]
pub async fn mysql(&self) -> Result<String, sqlx:Error> {
let database _url = formati("mysq:.//{}:(}@{}:3306/{}', self.user, self.passwd, self.host, self.database);
let pool = MySqlPoolOptions:new()
.max_connections(10)
.connect(&database url)
.await;
match pool {
Ok(pool) => {
let tables: Vec<String> = sqlx:query("SHOW TABLES")
fetch_all&pool)
.await.unwrap()
.into_iter()
.map(|row| match row.try get(format!("Tables in {}", self.database.to lowercase().as_str()) {
Ok(row) => row,
Err( ) => row.get(format!("Tables_in_{}', self.database).as_str()),
)
.collect();
let mut mix: Vec<Table> = vec![];
foriin tables {
let res: Vec<String> = sqlx:query(&format!("DESCRIBE {}", 1))
fetch_all(&pool)
.await.unwrap()
.into_iter()
.map(|row]| row.get("Field"))
collect();
mix.push(Table { name: i, columns: res });
}
pool.close();
Ok(serde_json::to_string(&mix).unwrap())
}
Err(e) => Ok(e.to_string())

async fn oracle_query(&self, query: &str, pool: OraclePool) -> Result<Vec<String>, oracle:Error> {
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let conn = pool.get()?;
match conn.query(query, &[1) {
Ok(query) => {
let res = query.into_iter()
.map(|row| match row.expect("REASON").get(0) {
Ok(row) => row,
Err(e) => e.to_string(),
)
.collect::<Vec<String>>();
conn.close()?;
Ok(res)
}

Err(err) => Ok(vecl[err.to_string()])

#lallow(unused_must_use)]
pub async fn oracle(&self) -> Result<String, oracle:Error> {

//Set Oracle instant client.

// std:env:set var("LD_LIBRARY PATH", "/Users/kuzan04/Desktop/instantclient 19 8/");
let pool = PoolBuilder:new(self.user.as_str(), self.passwd.as_str(), format!("//{}:1521/{}", self.host, self.database).as_str())

.max_connections(10)

build();

match pool {
Ok(pool) => {

let mut mix: Vec<Table> = vec![];

let tables = self.oracle query("SELECT table name FROM user tables", pool.clone()).await?;

foriin tables {
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let column = self.oracle_query(format!("SELECT column_name FROM all tab columns WHERE table name = '{}’ GROUP BY

column_name, column_id ORDER BY column_id", i).as_str(), pool.clone()).await?;

// function on test only!!

// et format_cols = format!("SELECT column_name FROM all_tab_columns WHERE table name = '{}' GROUP BY

column_name, column_id ORDER BY column_id", i);

// et format_name = formatl("oracle_query#{}', i);
// et format_name_static: &'static str = Box:leak(format_name.into_boxed_str();

// let column = time_function(|| self.oracle _query(&format_cols, pool.clone()), format_name_static).await?;

mix.push(Table{ name: i, columns: column});
}
// Not sure, ## Can Force to disconnect. ##
pool.close(&CloseMode::Default);
Ok(serde_json::to_string(&mix).unwrap())
}
Err(e) => Ok(e.to_string())



#[derive(Debug)]

pub struct DatabaseCheck {
connection: MySglPool,
from: String,
table: String,
columns: Vec<String>,

content: Vec<String>

impl DatabaseCheck {

pub fn new(connection: MySglPool, from: String, table: String, columns: Vec<String>, content: Vec<String>) -> Self {

Self { connection, from, table, columns, content }

= v v ] LY 1
seazdeynteyalanludiunanvesgning

extern crate dotenv;

// Package install.
use dotenv::doteny;
use base64:{Engine as _, engine:general_purpose};

use sqlx:mysgl:MySqlPoolOptions;

// Packge already exist after install Rust Language.
use std:fs::{File, metadata, remove _file};
use std:io:{self, Write, BufReader, BufRead};

use std:env;

mod module;
mod model;

use crate:module::handles::Handler;

// on test only!

// use crate:zmodule::test::*;

fn set_env(input: Vec<&str>) {
let details = vec!['TYPE", "STATUS", "NAME", "HOST", "PORT", "DETAILS", "TOKEN"]
iter()
Zip(input.iter())
.map(|(&x, &y)| format!("3=\"{\"\n", X, y))
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.collect:<Vec< >>();
let mut file = File::create(".env").unwrap();
for i in details {
file.write all(i.as_bytes().unwrap();
}
let line_count = BufReader:new(File::open(".env").unwrap()).lines().count();
if line_count I= 7 {
remove_file(".env").unwrap();
printlnl("{Error] Token incorrect!");

std::process::exit(1);

#[tokio::main]

async fn main() {

dotenv().ok();

if metadata(".env").is_err() {
loop {
print!("Please enter the token you have: "),

io::stdout().flush().unwrap();

let mut input = String::new();

io:stdin().read_line(&mut input).expect("Failed to read input!");

match linput.trim().is_empty() && general_purpose::STANDARD.decode(input.trim().is_ok() {

true => {

if let Ok(decoded_bytes) = general purpose:STANDARD.decode(input.trim()) {

let base = String:from_utf8_lossy(&decoded bytes).to string();
let mut mix = base.split("&_&&").collect:<Vec<&str>>();
mix.push(input.trim();

set_env(mix.to_vec();

// function on test only!!

// time_function(|| set_env(mix.to_vec()), "set_env");

break
} else {

println!("Invalid input. Value must be base64!");

2
false => println!("Invalid input. Please enter the token on base64"),
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env:set var("DB_MAIN", "DOL_PDPA LOCAL");
let database url = format!("mysql://root:P@sswOrd@localhost:3306/{}", env::var("'DB_MAIN").unwrap or else(| | "DOL_PDPA".to_string()));
let pool = match MySqlPoolOptions::new()
.max_connections(10)
.connect(&database url)
.await {
Ok(pool) => {
pool
}
Err(e) => {
println!("Failed to connect the database: {:?}", e);

std::process::exit(1);

// Main process.

Handler:new(
pool,
dotenv:var("HOST").unwrap_or_else(| | "127.0.0.1".to_string(),
dotenv:var("PORT").unwrap_or_else(| | 5050.to_string(),

).task().await;

// Option send details.
// dotenv:vars().collect:<HashMap<String, String>>()

seazdenyadayaldnludulunavesgnine
use serde:{Deserialize, Serialize};

use sqlx:{FromRow, mysql:MySglRow, Row, MySqlPool};
use oracle:{Row as OracleRow, pool::Pool as OraclePool};

use chrono::{NaiveDate, NaiveDateTime};

#[derive(Debug, Deserialize, Serialize, Clone, PartialEq)]
#lallow(non_snake case)]
pub struct FilterAgentManage {

pub code: String,

pub name: String,

pub status: i32,

pub details: String,

pub token: String,

impl FilterAgentManage {
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pub fn new(code: String, name: String, status: i32, details: String, token: String) -> Self {

Self { code, name, status, details, token }

impl Default for FilterAgentManage {
fn default() -> Self {
Self { code: "NULL".to_string(), name: "NULL"to_string(), status: -1, details: "NULL".to_string() , token: "NULL".to_string() }

impl FromRow<'_, MySqlRow> for FilterAgentManage {
fn from_row(row: &MySqlRow) -> Result<Self, sqlx::Error> {
let name: String = row.try_get("agm_name")?;
let code: String = row.try_get("code")?;
let status: i32 = row.try_get("agm_status")?;
let details: String = row.try get("config_detail")?;

let token: String = row.try_get("agm_token")?;

Ok(Self { name, code, status, details, token})

#[derive(Debug, Deserialize, Serialize, Clone, PartialEq)]
#lallow(non_snake case)]
pub struct LogStore {

pub device_name: String,

pub os_name: String,

pub path: String,

pub name _file: String,

pub total_line: String,

#[allow(dead _code)]
impl LogStore {
pub fn new(device name: String, os_name: String, path: String, name _file: String, total line: String) -> Self {

Self { device_name, os_name, path, name file, total_line }

impl Default for LogStore {
fn default() -> Self {
Self { device name: "NULL".to_string(), os_name: "NULL".to_string(), path: "NULL".to_string(), name _file: "NULL".to_string(), total_line:
0.to_string() }



144

impl FromRow<'_, MySqlRow> for LogStore {
fn from_row(row: &MySqlRow) -> Result<Self, sqlx::Error> {
let device_name: String = row.try_get("device_name")?;
let os_name: String = row.try get("os_name")?;
let path: String = row.try_get("path")?;
let name _file: String = row.try_get("'name_file")?;

let total_line: String = row.try get("total_line")?;

Ok(Self { device_name, os_name, path, name file, total_line })

#[derive(Debug)]
pub enum DateOrDateTime {
Date(NaiveDate),

DateTime(NaiveDateTime),

impl ToString for DateOrDateTime {
fn to_string(&self) -> String {
match self {
DateOrDateTime::Date(date) => date.to_string(),

DateOrDateTime::DateTime(datetime) => datetime.to_string(),

#[derive(Debug)]
pub enum PoolRow {
MyRow(MySglRow),

OrRow(OracleRow),

#[derive(Debug)]

pub enum PoolType {
MyPool(MySglPool),
OrPool(OraclePool),

#[derive(Debug)]
#lallow(dead code)]
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pub struct SizeFile {
name: String,
source: String,

destination: String,

#[allow(dead _code)]
impl SizeFile {
pub fn new(name: String, source: String, destination: String) -> Self {

Self { name, source, destination }

#[derive(Debug, Clone, PartialEq)]
pub struct Mylnterface {

pub ip: String,

pub netmask: String,

pub broadcast: Option<String>,

impl Default for MyInterface {
fn default() -> Self {
Self { ip: "NULL".to_string(), netmask: "NULL".to_string(), broadcast: None }

a v v ' o ' ] '
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use tokio:net::TcpStream;
use tokio:io::AsyncWriteExt;
use sqlx:{FromRow, mysql:MySglPool};

use sys_info::{hostname, os_release};

use std:{env, fs};
use std::process;

// use std::time::Duration;

use crate:model:FilterAgentManage;
use crate:xmodule::{
log0::LogHash,
file::DirectoryFile,
db::DatabaseCheck,
sniffer:TaskSniffer,
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// use on test

use crate:module::test::*;

#[derive(Debug)]
pub struct Handler {
pub db: MySqlPool,
pub host: String,
pub port: String,
} impl Handler {
pub fn new(db: MySqlPool, host: String, port: String) -> Handler {
Handler { db, host, port }

fn check(fetch: Vec<FilterAgentManage>, token: String) -> FilterAgentManage {
let mut result = FilterAgentManage::default();
let muti=0;
while i < fetch.len() {
if fetch[i].token == token {

result = fetch[i].clone();

i+=1
}

result

async fn set_status(fetch: FilterAgentManage, details: FilterAgentManage) -> bool {
match details.status {
0]1=>{
let new_env = [
("STATUS', fetch.status.to_string()),
("TOKEN", fetch.token),
L
let mut env_file_content = fs:read to_ string(".env").unwrap();
for (key, new) in new_env {
let current_env = env:var(key).unwrap();
env:set var(key, &new);
env_file_content = env _file_content.replace(&ormatl("(}=\"{N\"\n", key, current_env), &ormat!("}=\"{\"\n", key, new));
}
fszwrite(".env', env_file_content).unwrap();
match fetch.status {
1 => true,
0 => false,
=g

println!("(Error] Agent client encountering a problem from databaselll");
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process:exit(1);
}
// Today 2023.06.4 Web alltra function update not have token.
// env:set_var("TOKEN', fetch.status);

3,
_=>1
println!("(Error] Value of status overduelll");

process::exit(1);

#lallow(unused_must_use)]
async fn main_task(&mut self) -> Vec<String> {
match env:var("TYPE") {
Ok(code) => {
// Set varriable to send to listener.
let hostname = match hostname() {
Ok(name) => name,
Err( () => "unknow".to_string(),
2
let platform = env::consts::OS;
let release = match os_release() {
Ok(os) => o0s,
Err(() => "unknow".to_string(),
2
match code.as_str() {
"AGL" => {
let details = envzvar("DETAILS").unwrap().split(',).map(|s| s.to_string()).collect::<Vec<String>>();
// match LogHash::new(
// hostname,
// formatl("{} {J', platform, release),
//  details,
// self.db.clone()
// ).build().await {

// Ok(result) => result,
// Err(err) => vec![format!("[Failed] {}", err)],
/)

// function on test only!!
let mut start = LogHash:new(hostname, format!("$} {}", platform, release), details, self.db.clone();
match time_function(|| start.build(), "log0_start").await {

Ok(result) => result,

Err(err) => vecl[format!("[Failed] {}', ern],
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},
"AG2" => {
let details = envzvar("DETAILS").unwrap().split(',).map(|s| s.to_string()).collect::<Vec<String>>();
let mix = vec![env:var("TYPE").unwrap(), env::var("NAME").unwrap(), hostname, format!("{}-{}", platform, release)J;

// match DirectoryFile:new(

// mix,

//  details,

// envavar("HOST").unwrap(),
/21,

// ftpuser'.to_string(),
// ftpuser'.to_string(),
// ).build().await {

// Ok(result) => result,
// Err(err) => vecl[format!("[Failed] {}", err)]
/)

// function on test only!!
let start = DirectoryFile:new(mix, details, env:var("HOST").unwrap(), 21, "ftpuser".to_string(), "ftpuser".to_string();
match time_function(|| start.build(), "file_start").await {

Ok(result) => result,

Err(err) => vecl[format!("[Failed] {}", err)]

2
"AG3" => {
let mut details = env:var("DETAILS").unwrap().split('&).map(s| s.to_string()).collect::<Vec<String>>();
let db_type = details.remove(0).parse::<i32>().unwrap_or(-1);
// match DatabaseCheck:new(
// self.db.clone(),

// db_type,

//  details,

// ).build().await {

// Ok(result) => result,

// Err(err) => vec![format!("[Failed] {}", ern)],
/Y

// function on test only!!

let start = DatabaseCheck::new(self.db.clone(), db_type, details);

match time_function(|| start.build(), "database_start").await {
Ok(result) => result,

Err(err) => vecl[format!("[Failed] {}', ern],

2
"AGA" => {
let selected = "en0"to_string();

let details = envzvar("DETAILS").unwrap().split(',).map(|s| s.to_string()).collect::<Vec<String>>();



TaskSniffer::new(self.db.clone(), details, selected).run().await;
vec!["Skip listener".to_string()]

},

_=>1
println!("(Error] Type of agent client overduelll);

process:exit(1);

},
Err(err) => {
printtnl("(Error] {}', ern);

process::exit(1);

pub async fn task(&mut self) {
// loop {

let query = "SELECT pas.code, am.agm_name, am.config_detail, am.agm_status, am.agm_token FROM

TB_TR_PDPA AGENT_MANAGE as am JOIN TB_TR PDPA_ AGENT_STORE as pas ON am.ags_id = pas.ags_id";

let result_manager: Vec<FilterAgentManage>= sqlx:query(query)
fetch_all(&self.db)
.await.unwrap()
into_iter()
.map(Jrow| FilterAgentManage::from_row(&row).unwrap())

.collect();

let result _filter = Self::check(result_manager, env::var("TOKEN").unwrap_or else(| | "unknow".to_string()));

// function on test only!!
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// let result_filter = time_function(]| Self:check(result_manager, env::var("TOKEN").unwrap_or_else(|_| "unknow".to_string())), "check");

let status = match envzvar("STATUS").unwrap_or else(| | "-1".to_string()).parse::<i32>() {

Ok(s) => s,

Err(err) => {

let err = format!("[Error] Value of status incorrect!\n{:?}", err.to_string();

printlnl("}", err);

process:exit(1);

let reverse_details = FilterAgentManage::new(
envzvar("TYPE").unwrap_or else(] | "unknow".to_string(),
envzvar("NAME").unwrap_or_else(|_| "unknow".to_string()),
status,

envzvar("DETAILS").unwrap_or else(| | "unknow".to_string()),



150

envzvar("TOKEN").unwrap_or_else(|_| "unknow".to_string()),

// Main task if statement check 2 condition is struct (Object) not default
// and status client start run.
if result_filter != FilterAgentManage::default() && Self::set_status(result_filter, reverse_details).await {
// function on test only!!
// if result_filter |= FilterAgentManage::default() && time_function(|| Self:set status(result filter, reverse details), "set status").await {
let message: Vec<String> = self.main_task().await
// \et message: Vec<String> = time_function(|| self.main_task(), "main_task").await
.into_iter()
.map(msg| {
format!("(#{|10",
env:var("TYPE").unwrap(),
env:var("NAME").unwrap(),

msg

)
.collect();
// function on test only!!
// \et (cpu, ram, disk_read, disk write) = benchmark _env_usage(Duration:from_secs(1));
// printlni(
// "Average CPU Usage: {:.2}%, RAM Usage: {:.2} Mb, Disk Read: {:.2} Mb, Disk Write: {:.2} Mb.",

// cpu,

//  ram,

//  disk_read,
// disk_write
7);

if envzvar("TYPE").unwrap() = "AG4" {
for i in message {
// printinl("{}", i.as_bytes().len();
let mut stream = TcpStream::connect(format!("{}:{}", &self.host, &self.port)).await.expect("Failed to connect to server");
if let Err(error) = stream.write_all(ias_bytes()).await {
printlnl("Failed to write to stream: {}', error);
}
std::thread::sleep(std::time::Duration:from_secs(1));
drop(stream);
}
// let = &self.db.close();
}else {
// break;
}
} else {

// continue;
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}
// drop(stream);
// let mut buffer = [0; 1024];
// match stream.read(&mut buffer).await {
// Ok() => continue,
// Er() => continue,
//'}
//'}

sgazideyadoyaldnludiudnnsiaseudoyaasnasvagning
#ilallow(dead code)]

use sqlx:{MySqlPool, FromRow};

use tokio:time:sleep;

use sha256::try digest;

use md>5::compute;

use shal:{Shal, Digest};

use std:fs:{File, read_dir};

use std::path::{Path, PathBuf};

use std:io:{self, Read, BufReader, BufRead};

use std::time::Duration;
use crate:model:LogStore;

// use test

use crate:module::test::*;

#[derive(Debug)]

pub struct LogHash {
device_name: String,
0s_name: String,
directory: Vec<String>,

connection: MySglPool,

impl LogHash {
pub fn new(device_name: String, os_name: String, directory: Vec<String>, connection: MySglPool) -> Self {

Self { device_name, os_name, directory, connection }

async fn sha256sum(file: PathBuf) -> String {
match try_digest(file.as_path()) {
Ok(hash) => hash,



152

Err(err) => formatl("[Failed] {}', err)

async fn md>5sum(file: PathBuf) -> String {
let mut buffer = Vec:new();
File::open(file.as_path()).expect("Failed to open file").read to_end(@mut buffer).expect("Failed to read file");
format!("{:x}", compute(&buffer))

async fn shalsum(file: PathBuf) -> String {
let mut buffer = Vec:new();
File::open(file.as_path()).expect("Failed to open file").read to_end(@mut buffer).expect("Failed to read file");
let mut shal = Shal:new();
shal.update(&buffer),

format!("{:x}", shal.finalize())

// check have for check run client after first time.
async fn check(&self, dir: String, file: String) -> i32 {
let queryl = "SELECT device_name, os_name, path, name _file, total line FROM (SELECT * FROM TB_TR_PDPA AGENT LOGO HASH
ORDER BY id DESC) as log0";
let query2 = format(
" WHERE log0.device_name = \"{}\" AND log0.0s_name = \"{}\" AND log0.path = \"{J\" AND log0.name _file = \"{\" LIMIT 1",
self.device_name,
self.os_name,
dir,
file
);
let mut store: Vec<LogStore> = sqlx:query(formatl("{({}",query1,query2).as_str())
fetch all(&self.connection)
.await.unwrap()
.into_iter()
.map(|row| LogStore::from _row(&row).unwrap())

.collect();

// Return Herel
match store.len() {
0=>-1,
Y
let selected = store.pop().unwrap();

selected.total_line.parse::<i32>().unwrap()
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async fn calculate_hash(&mut self, dir:String, file: PathBuf) -> String {

let line_count = BufReader::new(File::open(file.clone()).unwrap()).lines().count();
// \et res 256= Selfi:sha256sumlfile.clone()).await;
// et res md5 = Self:md5sum(file.clone()).await;
// \et res_shal = Self::shalsum(file.clone()).await;
let filename = file.file_name().unwrap().to_str().unwrap();
// function on test only!!
let res 256 = time_function(]| Self::sha256sum(file.clone(), "logd sha256").await;
let res md5 = time_function(|| Self:md5sum(file.clone()), "log0_md5").await;
let res_shal = time_function(|| Self::shalsum(file.clone()), "log0_shal").await;
// Example result :=
// _host_|||_plaform_release ||| .log ||| number ||| sha256 ||| md5 ||| shal
format!C"BHIIEH GBS,

self.device_name,

self.os_name,

dir,

filename,

line_count,

res 256,

res_ md5,

res shal

pub async fn build&mut self) -> Result<Vec<String>, io:Error> {
let mut message: Vec<String> = vec![];
for i in self.directory.clone() {
let dir_path = Path:new(&i);
let mut entries: Vec<String> = read_dir(dir_path).unwrap()
into_iter()
.map(s| {
let name = s.unwrap().file_name().to_string lossy().to_string();
if let Some(extension) = dir_path.join(name.clone().extension().unwrap().to_str() {
if extension == "log" || extension == "evtx" {
name
} else {
"Other".to_string()
}
} else {

"None".to_string()
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.collect();
// Retain with get true value.

entries.retain(|x| x I= "Other" & x I= "None");

// Read directory first time.
if entries.is_empty() {
loop {
// Delay wait file in directory.
sleep(Duration::from_secs(3)).await;
// Call function create 3 type hash.
entries = read_dir(dir_path).unwrap()
.into_iter()
.map(fs| {
let name = s.unwrap().file_name().to_string lossy().to_string();
if let Some(extension) = dir_path.join(name.clone()).extension().unwrap().to_str() {
if extension == "log" || extension == "evtx" {
name
} else {
"Other".to_string()
}
} else {

"None".to_string()

)
collect();
match entries.len() {
0 => continue,
_ => match entries[0].as_str() {
"Other" | "None" => continue,

_ => break,

}
// message.push(self.calculate_hash(i.to_string(), dir_path.join(entries[0].as_str()).await);
// function on test only!!
message.push(time_function(|| self.calculate_hash(i.to_string(), dir_path.join(entries[0l.as_str())), "log0_calculate hash#1").await);
} else {
for j in &entries {
// Setup get lines from file.

let read first = BufReader:new(File::open(dir_path.join(j.clone())).unwrap().lines().count();

// Process check file.
// if self.check(ito_string(), j.to_string()).await == -1 {
if time_function(|| self.check(i.to_string(), j.to_string()), "log0_check#1").await == -1 {
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// message.push(self.calculate_hash(i.to_string(), dir_path.join(j)).await);
// function on test only!!
message.push(time_function(|| self.calculate_hash(i.to_string(), dir_path.join(entries[0l.as_str())),
"log0_calculate hash#2").await);
} else {
// \et backup = self.check(i.to_string(), j.to_string()).await;
// function on test only!!
let backup = time_function(]| self.check(i.to_string(), j.to_string()), "log0_check#2").await;
match backup as usize != read first {
true => {
// message.push(self.calculate_hash(i.to_string(), dir_path.join(j)).await);
// function on test only!!
message.push(time_function(|| self.calculate hash(i.to_string(), dir_path.join(j)), "log0_calculate hash#3").await);
2
false => {
sleep(Duration::from_secs(2)).await;
let read_second = BufReader:new(File::open(dir_path.join(j.clone())).unwrap()).lines().count();
if read_first < read_second {
message.push(self.calculate_hash(i.to_string(), dir_path.join(})).await);
// function on test only!!
message.push(time_function(|| self.calculate_hash(i.to_string(), dir_path.join(j)), "log0 calculate hash#4").await);
} else {

continue;

}

Ok(message)

seazideyadoyalanludiudnnisivdvesandie
use async_ftp:FtpStream;

use ssh2::Session;

use std:fio, io::Ready};
use std::path::Path;

use std:fs::{File, read_dir, metadata};

// use test

use crate:module::test::¥;
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#[derive(Debug)]

#[allow(dead _code)]

pub struct DirectoryFile {
details: Vec<String>,
directory: Vec<String>,
ftp_host: String,
ftp_port: i32,
ftp_user: String,
ftp_passwd: String,

impl DirectoryFile {
pub fn new(details: Vec<String>, directory: Vec<String>, ftp_host: String, ftp_port: 32, ftp_user: String, ftp_passwd: String) -> Self {
Self { details, directory, ftp_host, ftp_port, ftp_user, ftp_passwd }

#lallow(unused_must_use)]
async fn ftp_handle(&self, name: String, file: String) {
match self.ftp_port {
21 =>{
// Set varriable to use put file ftp.
let mut buffer = Vec:new();
File::open(file).expect("Failed to open file").read to end(&mut buffer).expect("Failed to read file");

let mut content = io::Cursor:new(buffer);

let mut ftp_stream = FtpStream::connect(format!("{}:{}", self.ftp_host, "1021").await.unwrap();
ftp_stream.login(&self.ftp_user, &self.ftp_passwd).await;

let set_name: Vec<&str> = match name.contains(\n") {
true => name.split(\n').enumerate().filtter(|&(i, )| i == 1).map(|(_, e)| e).collect:<Vec<&str>>(),
false => vecl[name.as_str()]
2
// Store (PUT) a file from client to server on root directory.
ftp_stream.put(
set_name[set_name.len() - 1],
&mut content

).await.unwrap();

// Disconnect FTP server.
ftp_stream.quit().await;

2

22 =>{
// Establish an SSH session.
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let tcp = std:net:TcpStream:connect(format!("(:}", self.ftp_host, self.ftp_port)).unwrap();
let mut sess = Session::new().unwrap();
sess.set_tcp_stream(tcp);

sess.handshake().unwrap();

// Open as SFTP channel.

let channel = sess.sftp().unwrap();

// Write a local file to the remote server.
let mut local file = File::open(file).unwrap();
let mut remote file = channel.create(Path:new(&name)).unwrap();

io::copy(&mut local file, &mut remote file).unwrap();

// Close the SFTP channel and SSH session.
drop(remote file);
drop(channel);
sess.disconnect(None, "Bye bye", Some("0")).unwrap();
2
_ => printlnl("[Error] unknow type of ftp or sftp"),

pub async fn build(&self) -> Result<Vec<String>, io::Error> {
let digits = vec!["0".to_string(); 3];
let mut message: Vec<String> = vec![];
for i in 0..self.directory.len() {
let inform = format!(
"efilele’,
self.details[0], // TYPE of client.
digits[0..(digits.len() - (i+1).to_string().chars().count()l.join("),
(i+1),
self.details[1].split whitespace().map(|s| s.to_string()).collect::<Vec<String>>().join(" ") // NAME of client.
)
let mut file: Vec<String> = read_dir(Path::new(&self.directoryfil)).unwrap()
into_iter()
.map([f| match f {
Ok(entry) => entry.file_name().to_string_lossy().to_string(),
Err( ) => "Err".to_string(),
D)
.collect();
file.retain(|x| {
let ext = Path:new(x).extension().and_then(|ext| ext.to_str()).unwrap_or(");
x 1= ".DS_Store" && vec!["log", "xls", "Xlsx", "csv", "evtx"].contains(&ext)

»;



158

// Process FTP.
for j in file {
// Set varriable to use put file ftp.
let _set_name = format!("(}{}", inform, j.clone());
let full file = Path:new(&self.directory[i]).join(j.clone().to_str().unwrap().to_string();
let size = match metadata(full_file.clone()) {
Ok() => LLen(),
Err( () => 0,

// Result
// selfftp_handle(set_name, full file).await;
// self.ftp_handle(j.clone(), full file).await;
// function on test only!!
// time_function(]| self.ftp_handle(set_name, full file), "file ftp handle").await;
time_function(|] self.ftp_handle(j.clone(), full file), "file ftp_handle").await;
message.push(
format!("([IKHI BTG,
self.details[2], // Device_name
self.details[3], // OS-Release
self.directorylil,
Js

size

}

Ok(message)

seazdeyndeyalanludiunsivdeugrudeyavesandng
use sqlx:{MySqlPool, Rows};
use oracle:{
pool:{PoolBuilder, CloseMode}, Error as OracleError
k
use chrono::{NaiveDate, NaiveDateTime};

use rust_decimal::prelude:*;
use std:env;

use crate:model::{DateOrDateTime, PoolRow, PoolType};
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// use test

// use crate:zmodule::test::*;

#[derive(Debug)]

pub struct DatabaseCheck {
connection: MySqlPool,
_type: i32,
host: String,
user: String,
passwd: String,
db_name: String,

tables: Vec<String>,

impl DatabaseCheck {
pub fn new(connection: MySqlPool, type: i32, mut details: Vec<String>) -> Self {
let host: String = details.remove(0);
let user: String = details.remove(0);
let passwd: String = details.remove(0);
let db_name: String = details.remove(0);
let tables: Vec<String> = details[details.len()-1..].to_vec();

Self { connection, _type, host, user, passwd, db_name, tables }

fn set_query(_type: 32, column: Vec<String>, query: PoolRow) -> Vec<String> {
let mut result = Vec:new();
match query {
PoolRow:MyRow(query) => {
for i in column {
let value = query.try_get(i.trim());
match value {
Ok(Some(val)) => result.push(val),
Ok(None) => result.push("NULL".to_string()),
Err(e) => {
let err: Vec<String> = e.to_string().split("").into_iter().map([s| s.to_string()).collect();
match errferr.len() - 2].as_str() {
YINT" | "BIGINT" | "TINYINT" => {
let new value: i64 = query.get(i.trim()); // int = i32, bigint = i64
result.push(new value.to_string())
2
"BOOLEAN" | "BOOL" => {
let new value: bool = query.get(i.trim());

result.push(new value.to_string())



160

"FLOAT" | "DOUBLE" | "DOUBLE PRECISION" | "DEC" => {
let new value: f64 = query.get(i.trim();
result.push(new value.to_string())
2
"DECIMAL" | "BIGDECIMAL" => {
let new_value: Decimal = query.get(i.trim();
result.push(new value.to_string())
2
"DATE" | "DATETIME" | "DATE_TIME" | "TIMESTAMP" => {
let new_value = match query.try get::<NaiveDate, >(i.trim() {
Ok(date) => DateOrDateTime::Date(date),
Err(_) => DateOrDateTime::DateTime(query.try get:<NaiveDateTime, >(i.trim()).unwrap()),
I
result.push(new value.to_string())
2

_ => result.push("Unknow".to_string()),

PoolRow::OrRow(query) => {
for i in 0..column.len() {
let value: Result<Option<String>, OracleError> = query.get(i);
match value {
Ok(Some(val)) => result.push(val),
Ok(None) => result.push("NULL".to_string()),
Err(e) => {
let err: Vec<String> = e.to_string().split("").into_iter().map([s| s.to_string()).collect();
match errferr.len() - 2].as_str() {
YINT" | "BIGINT" | "TINYINT" => {
let new value: i64 = query.get(i).unwrap(); // int = i32, bigint = i64
result.push(new value.to_string())
2
"BOOLEAN" | "BOOL" => {
let new value: bool = query.get(i).unwrap();
result.push(new value.to_string())
}
"FLOAT" | "DOUBLE" | "DOUBLE PRECISION" | "DECIMAL" | "BIGDECIMAL" | "DEC" => { // not sure
let new value: f64 = query.get(i).unwrap();
result.push(new value.to_string())
}
"DATE" | "DATETIME" | "DATE_TIME" | "TIMESTAMP" => {

let new_value = match query.get(i) {
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Ok(date) => DateOrDateTime::Date(date),
Err( ) => DateOrDateTime::DateTime(query.get(i).unwrap()),
I
result.push(new value.to_string())
2

_ => result.push("Unknow".to_string()),

}

result

async fn check _row(old: Vec<String>, current: Vec<String>) -> Option<(Vec<usize>, i32)> {
// Process check.
let first_check = old
Jiter()
Zip(current.iter())
.map(|(x, y)| {
X ==
)
.collect:<Vec<bool>>();

match (old.len(), current.len()) {

(v1, v2) if vl == v2 => Some((first_check.iter().enumerate()-filter(|(_, &value)| lvalue).map(|(index, )| index).collect::<Vec<usize>>(),
(v1, v2) if vl > v2 => Some((first_check.iter().enumerate().filter(|(_, &value)| lvalue).map(|(index, )| index).collect:<Vec<usize>>(), -

(v1, v2) if vl < v2 => Some((first_check.iter().enumerate().filter(|(_, &value)| lvalue).map(|(index, )| index).collect::<Vec<usize>>(), 0)),

_ => None,

async fn statement(&self, main: Vec<Vec<String>>, old: Vec<String>, current: Vec<String>, columns: Vec<String>, from: String, name:
String) -> String {

// Process check
let result_check = Self:check row(old.clone(), current.clone()).await;
// function on test only!!
// \et result_check = time_function(|| Self::check row(old.clone(), current.clone()), "database check row").await;
match result_check {

Some((res, 1)) => {

// Check value in row not equal.

match res.is_empty() {
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true => {
self.last(i, main, current, old, columns, vec![from, name]).await
// function on test only!!
// time_function(|] self.last(i, main, current, old, columns, vec![from, namel), "database_last#1").await
2
false => {
// Set Row to Update.
let result_id = res.clone()
.into_iter()
.map(Jj] main[j][0].clone())
.collect::<Vec<String>>();
let result_update = res
.into_iter()
.map(]j| current[jl.clone())

.collect::<Vec<String>>();

// first update
for iin 0..result_id.len() {
let convert value: Vec<String> = result_updateli].replace(['(, )1, ").split(',).map(|s| s.to_string()).collect();

let set_query = convert value.iter().zip(columns[1..].iter().map(|(x, y)| format!("{} = {}', y, x)).collect:<Vec<String>>().join(",

sqlx:query(&ormatl("UPDATE TB_ TR PDPA AGENT DATABASE CHECK SET {} WHERE {} = {}", set_query, columns[0],
result_id(i])
.execute(&self.connection)

.await.unwrap();

self.last(i, main, current, old, columns, vec![from, name]).await

// function on test only!!

// time_function(|] self.last(i, main, current, old, columns, vec![from, namel), "database_last#2").await

2

None => "None".to_string()

async fn last(&self, status: i32, main: Vec<Vec<String>>, current: Vec<String>, old: Vec<String>, columns: Vec<String>, from_name:
Vec<String>) -> String {
let from = &from_namel0];
let name = &from_name[1];
if status == 1 { // Total old equal Total current.
current.len().to_string()

} else if status == -1 { // Total old more than row new.
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let select_old = main[current.len()..].to_vec();
for j in select_old {
let query delete = format!("DELETE FROM TB_TR_PDPA AGENT DATABASE CHECK WHERE {} = {}',
columns[0], // id
jl0], // on select id.
);
sqlx:query(&query_delete)
.execute(&self.connection)
.await.unwrap();
}
current.len().to_string()
} else if status == 0 { // Total old less total new.
let set_value = currentfold.len()..].
iter()
.map(}v| {
let mut seprate = v.replace(((, )1, ™)

seprate.push_str(&ormat!(", \"(\"", name));
format!("({})", seprate)
D)
.collect::<Vec<String>>()
Join(", ");
sqlx::query(&format!("INSERT INTO TB_TR_PDPA AGENT DATABASE CHECK ({3, {}) VALUES {}", columns[1.]join(","), from, set_value))
.execute(&self.connection)
await.unwrap();
current.len().to_string()

} else { // Other case.
"Other".to_string()

// Mix type db and check pass enum.

#lallow(clippy:needless collect, unused must_use)]

async fn manage(&self, pool: PoolType, main_id: String, from: String, table: String, columns: Vec<String>) -> String {
let mut all_columns = columns.clone();

all_columns.insert(0, main_id);

// Delete all not client.
sqx::query(&format!("DELETE FROM TB_TR_PDPA AGENT DATABASE CHECK WHERE {3} IS NULL",

from.clone())).execute(&self.connection).await.unwrap();

// From main.
let query = format!("SELECT {} FROM TB_TR_PDPA AGENT DATABASE CHECK WHERE {} = '{}' ORDER BY {} ASC",
all_columns.join(",",

from,
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table,
all_columns[0],
);
let result_main: Vec<Vec<String>> = sqlx::query(&query).fetch_all(&self.connection).await.unwrap()
.into_iter()
.map(|row] {
let mut result: Vec<String> = vecl[];
for iin &all_columns {
result.push(match row.try get:<String, >(i.as_str()) {
Ok(val) => val,
Err() => match row.try get:<i32, >(i.as_str() {
Ok(vall) => vall.to_string(),
Err() => "NULL".to_string()

»;
}

result
p)

.collect();

// of client.
let mut use_table = table.split(").collect:<Vec<&str>>();

let use_column = use_table.pop().unwrap().split(',).map(Js| s.to_string()).collect::<Vec<String>>();
let query client = format!("SELECT {} FROM {} ORDER BY {} ASC", use_column.join(","), use_table[0], use_column[0]);

let result_client: Vec<Vec<String>>;
match pool {
PoolType::MyPool(pool) => {
result_client = sqlx:query(&query client).fetch _all(&pool).await.unwrap()
.into_iter()
.map(|row]| Self:set_query(self. type, use column.clone(), PoolRow:MyRow(row)))
// function on test only!!
// .map(jrow| time_function(]| Self::set_query(self. type, use column.clone(), PoolRow::MyRow(row)),
"database_set_query#mysql"))
.collect();
2
PoolType::OrPool(pool) => {
match pool.get() {
Ok(conn) => {
result_client = conn.query(&query client, &[J).unwrap()
.into_iter()

.map(row| Self:set_query(self. type, use column.clone(), PoolRow::OrRow(row.unwrap())))

// function on test only!!
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"database_set_query#oracle"))
.collect();
conn.close().unwrap();
2
Err(err) => {
println!("(Failed] {}', err);

std::process::exit(1);

// Main process.
match result_main.len() {
0=>{
// Convert to tuple.
let value all: Vec<String> = result_client.clone()
.into_iter()
.map(|q| {
format!("({}, \"(\")", g.iter().map(jv| format!("\"{\"", v)).collect::<Vec<String>>().join(","), table)
)
.collect();
let query insert = format!("INSERT INTO TB_ TR _PDPA AGENT DATABASE CHECK ({},{}) VALUES {}', columns.join(","), from,
value_alljoin(", "),
sqlx:query(&query insert).execute(&self.connection).await;

result_client.len().to_string()

165

2
=g
let old value: Vec<String> = result_main.clone().into_iter().map(|o] {
format!("({})", o[1..J.iter().map(|v| formatl("\'{\", v)).collect::<Vec<String>>().join(",")
h.collect();
let new value: Vec<String> = result_client.clone().into_iter().map(|o] {
format!("({})", o.iter().map(|v| format!("\'{\", v)).collect::<Vec<String>>().join(",")
h.collect();
self.statement(result_main, old value, new value, all_columns, from, table).await
// function on test only!!
// time_function(|| self.statement(result_main, old value, new value, all_columns, from, table), "database statement").await
}

#lallow(unused_must_use)]

pub async fn build(&self) -> Result<Vec<String>, std::io:Error> {
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let mut message = vec![];
let query = format|(
"SELECT COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME = 'TB TR PDPA AGENT DATABASE CHECK'
AND TABLE SCHEMA = '{}' ORDER BY ORDINAL_POSITION",
env:var("DB_MAIN").unwrap_or else(| | "DOL PDPA".to_string())
);
let mut all_field: Vec<String> = sqlx:query(&query)
fetch_all(&self.connection)
.await.unwrap()
.into_iter()
.map(|row| row.get:<String, >("COLUMN_NAME"))

.collect();

// Not sure.
all_field.pop();
let column_id = all_field.remove(0);

let from_client = all_field.pop().unwrap();

for i in &self.tables {
let size field = i.split(,').count();
let select field = &all_field[0..size_field];
match self._type {
1=>{
match MySglPool::connect(&ormat!("mysql.//(:-3@3:(/{}', self.user, self.passwd, self.host, 3306, self.db_name)).await {
Ok(pool) => {
let result = format!("}|||E}",
iy
self.manage(PoolType::MyPool(
pool.clone()),
column_id.to_owned(),
from_client.to_owned(),
i.to_string(),
select field.to_vec()
).await
);
// function on test only!!
// et result = format!("}||8",
/o,
// time_function(||

// self.manage(PoolType::MyPool(

// pool.clone()),
// column_id.to_owned(),
// from_client.to_owned(),

// i.to_string(),
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// select field.to_vec()

// ),

// "database_manage#mysqgl"
// .await

/1)

pool.close();
message.push(result);

2

Err(err) => {
printlnl("{Failed] {}', er);

std::process::exit(1);

0=>{
// match PoolBuilder:new(&self.user, &self.passwd, &ormatl("//{}:-/{}", self.host, 1521,
self.db_name)).max_connections(10).build() {
match PoolBuilder:new(&self.user, &self.passwd, & ormatl("//{}:{/{}", self.host, 1521, self.db_name)).build() {
Ok(pool) => {
let result = format!("(}|||{}",
iy
self.manage(PoolType::OrPool(
pool.clone()),
column_id.to_owned(),
from_client.to_owned(),
i.to_string(),
select field.to_vec()
).await
);
// function on test only!!
// et result = format!("}||8",
/o,
// time_function(]| self.manage(PoolType::OrPool(
// pool.clone()),

// column_id.to_owned(),

// from_client.to_owned(),

// i.to_string(),

// select field.to vec()

// ),

// "database_manage#oracle"
// .await

/1)

pool.close(&CloseMode::Default);

message.push(result);



},
Err(err) => {
printlnl("{Failed] {}', er);

std::process::exit(1);

2
_=>H
printlni("[Error] Type database not support");

std::process::exit(1);

}

Ok(message)

v

eazideyadoyalanludiudidanasnasneunanaime 2 sUwuuvesgnyie
use get if addrs::{get if addrs, IfAddr::V6, IfAddr:Va};

use sqlx:{MySqlPool, Rows};

use chrono::Local; use async_ftp:FtpStream,;

use syslog::{Facility, Formatter3164};

use std:env;

use std:fs:i{
read _to_string,
remove file,
write,
metadata,
create_dir,
read_dir,
OpenOptions,
File,
DirEntry,

k

use std:io:{
Read,
BufReader,
BufRead,
BufWriter,
Write,
Cursor,

k

use std::process::{
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Command,
exit,

Stdio,

use crate:model:Myinterface;

// use test

// use crate:zmodule::test::*;

#[derive(Debug)]
#[allow(dead _code)]
pub struct TaskSniffer {
connection: MySqlPool,
interface: String,
host: String,
user: String,
passwd: String,
mode: i32,
directory: String,
status: i32,

impl TaskSniffer {
pub fn new(connection: MySglPool, details: Vec<String>, interface: String) -> Self {

let user: String = "ftpuser".to_string();

let passwd: String = "ftpuser".to_string();

let mode: i32 = details[0].parse::<i32>().unwrap_or(-1);

let host: String = match mode {
0 => formatl("{(}:{}", env::var("HOST").unwrap or else(| | "127.0.0.1"to_string()), 21),
1 => format!("(:-{}", env::var("HOST").unwrap_or else(| | "127.0.0.1".to_string()), 514), // Tcp: 601, Udp 514.
=g

println!("[Failed] Unknow mode of sniffer");

exit(1);

%
let directory: String = details[1].to_owned();
let status = -1;

Self { connection, interface, host, user, passwd, mode, directory, status }

async fn set_interface(name: String) -> Mylnterface {
let mut ip = MylInterface:default();
if let Ok(interfaces) = get if addrs() {
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for interface in interfaces {
if linterface.is_loopback() & interface.name == name && interface.ip().is_ipva() {
ip = match interface.addr {

Vd(ref value) => MylInterface {
ip: value.ip.to_string(),
netmask: value.netmask.to_string(),
broadcast: value.broadcast.map(|b| b.to_string()),

2

Vé6(ref value) => MylInterface {
ip: value.ip.to_string(),
netmask: value.netmask.to_string(),

broadcast: value.broadcast.map(|b| b.to_string()),

5
break

async fn status(&self) -> bool {
let query = format!("SELECT * FROM TB TR _PDPA AGENT MANAGE WHERE agm_token = \"{\", env::var("TOKEN").unwrap());
let result = sglx:query(&query).fetch_one(&self.connection).await.unwrap();
if result.is_empty() {
remove file(".env").unwrap();
println!("(Error] Token expired or has bee deleted");
exit(1);
} else {
match result.try get::<i32, >("agm status”) {
Ok(value) => {
let mut env file content = read to_string(".env").unwrap();
let new_env = ("STATUS", value.to_string());
let current_env = env:var("STATUS").unwrap();
env:set var(new_env.0, new_env.l.clone());
env_file_content = env_file_content.replace(&ormat!("}=\"{(\"\n", "STATUS", current_env), &ormat!("}=\"{\"\n", new_env.0,
new_env.1));
write(".env", env _file content).unwrap();
match value {
1 => true,
0 => false,
=1
printtnl("{Error] Unknow");

exit(1);
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}

Err(err) => {
printlni("(Error] Can't get status: {}", err);
exit(1);

fn sort(dir_path: &str) -> Result<Vec<DirEntry>, Box<dyn std:error:Error>> {
let mut list: Vec< > = read_dir(dir_path).unwrap()
filter_map(jentry| entry.ok()
.collect();
list.sort_by(Ja, b| {
let a_time = a.metadata().unwrap().created().unwrap();
let b_time = b.metadata().unwrap().created().unwrap();
a_time.cmp(&b_time)
1;
Ok(list)

#lallow(unused_must_use)]
async fn create_file(ip: String, dir: String, buffer: String) -> String {
// Setup to create.
let now = Local::now().format("%H.0,%Y-%m-%d").to_string();
let set_directory = match dir.chars().nth(dir.chars().count() - 1) {
Some('/') => dir.clone),
_ => format!("{}/", dir.clone()),
i
let name = format!("{},{}.snf", ip, now);

let dir_file = format!("{}{}", set_directory, name);

// Check directory.
if Imetadata(dir.clone()).unwrap().is_dir() {

create_dir(dir).unwrap();

// Insert to file.
if metadata(dir_file.clone()).is_ok() {
// let mut file = OpenOptions::new().append(true).open(dir_file).unwrap();
let mut file = OpenOptions:new().write(true).append(true).open(dir_file).unwrap();

// let mut writer = BufWriter:new(file);
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// writer.write_all(buffer.as_bytes()).unwrap();
writeln!(file, "{}", buffer).unwrap();
Jelse{
let file = Filexcreate(dir_file).unwrap();
let mut writer = BufWriter:new(file);

writerwrite_all(buffer.as_bytes().unwrap();

// List in path and remove old file because new file.
let mut list_in = Self::sort(&set_directory).unwrap().iter().map(|s| s.file name().to_string lossy().to_string()).collect::<Vec<String>>();
// function on test only!!
// let mut list_in = time_function(]| Self::sort(&set_directory).unwrap().iter().map(|s|
s.file_name().to_string lossy().to_string()).collect::<Vec<String>>(), "sniffer_sort");

list_in.retain(|s| !s.contains(".DS_Store");

if list_in.len() > 1 {
for i in list_in.iter().take(list_in.len() - 1) {

remove_file(format!("{{}', set_directory, i)).unwrap();

// Return.

name

// Mode 0 (FTP).
#lallow(unused_must_use)]
async fn send_ftp(&self, name: String) -> Result<(), Box<dyn std::error:Error>> {
// Setup varriable to use.
// local file by default have one file.
let mut local file = read_dir(self.directory.clone().unwrap().map(]s|
s.unwrap().filte_name().to_string lossy().to_string()).collect::<Vec<String>>();
local file.retain(s| Is.contains(".DS_Store");

let set_dir = &name.clone().split(’,).map(s| s.to_string()).collect::<Vec<String>>()[0];

// Start connect and process another.
let mut ftp_stream = FtpStream::connect(&self.host).await?;

ftp_stream.login(&self.user, &self.passwd).await?;

// List directory in remote and check same client.

let mut remote_dir = ftp_stream.list(Some("/")).await?
Jiter()
.map(lentry| {

let en_len: usize = entry.clone().split_ whitespace().map(le| e.to_string()).collect::<Vec<String>>().len();
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&entry.split whitespace().map(|e| e.to_string).collect::<Vec<String>>()len_len - 1].to_string() == set_dir
)
.collect:<Vec<bool>>();

remote_dir.retain(|&b] b);

if remote_dir.is_empty() {

ftp_stream.mkdir(set_dir).await?;

ftp_stream.cwd(set_dir).await?;

// (PUT) a file from local to the current working directory of the server.

// Today (2023-06-10) not check length of file 2 way.

let mut buffer = Vec:new();

let full_file = format!("{}{}", self.directory, local_file[0D);

File::open(full file).expect("Failed to open file").read to end(&mut buffer).expect("Failed to read file");

let mut content = Cursor:new(buffer);

ftp_stream.put(
&name,
&mut content

).await?;

// Disconnect FTP server.

ftp_stream.quit().await;

// Return.
Ok(()

// Mode 1 (Syslog).
async fn send_syslog(&self, event: String) -> Result<(), Box<dyn std::error:Error>> {
// Setup format log.
let formatter = Formatter3164 {
facility: Facility:LOG_USER,
hostname: None,
process: "agent_sniffer".into(),

pid: 0,

// Not sure.
match syslog:tcp(formatter, &ormatl("{:{}', self.nost, "514") {
// syslog::udp(formatter, "127.0.0.1:5051", &self.host)

Ok(mut writer) => {
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writer.info(&event)?;
3,
Err(e) => {
printlnl("Failed to connect to syslog server: {}', e);

tokio:time::sleep(std::time::Duration:from_secs(5)).await;

pub async fn run(&self) {
let found = Selfiset_interface(self.interface.clone()).await;
// function on test only!!
// let found = time_function(]| Self:set_interface(self.interface.clone()), "sniffer_set interface").await;
match found != MyInterface:default() {
true => {
loop {
// Core.
let mut dump = Command::new("tcpdump”)
arg("-i")
.arg(&self.interface)
arg("-")
stdout(Stdio::piped())
.spawn()

.expect("Failed to execute command")

// Status.
let status = self.status().await;
// function on test only!!
// \et status = time_function(]] self.status(), "sniffer_status").await;
match status {
true => {
// Output.
let stdout = dump.stdout.take().unwrap();
let reader = BufReader:new(stdout);
for line in reader.lines().flatten() {
// function on test only!!
match self.mode {
0=>{
let result = Self:create_file(found.ip.clone(), self.directory.to_owned(), line.clone()).await;

// et result = time_function(]| Self:create_file(found.ip.clone(), self.directory.to_owned(), line.clone()),

"sniffer_create_file").await;

// function on test only!!



// match time_function(|| self.send_ftp(result), "sniffer_send ftp").await {
match self.send_ftp(result).await {
Ok( ) => self.set_history().await,
// function on test only!!
/7 Ok(1) =>{
// time_function(|| self.set_history(), "sniffer_set_history").await
/1'%,

Err(err) => printinl("(:?}", err),

2

1 => match self.send_syslog(line).await {

// function on test only!!

// 1 => match time_function(|| self.send_syslog(line), "sniffer send_syslog").await {
Ok( ) => self.set_history().await,
// function on test only!!
// Ok(_) => time_function(|| self.set_history(), "sniffer_set_history").await,
Err(err) => printin!("{:?}", err),

2

=1
printlni("{Error] Not found mode its");
exit(1);

2
false => dump.kill().unwrap),

},
false => {
printlnl("(Error] Can't interface {} to capture event', self.interface);

exit(1);

#lallow(unused_must_use)]

async fn set_history(&self) {

let query = format!("SELECT agm_id FROM TB_TR PDPA AGENT MANAGE WHERE agm_token = \"{\\"", env::var("TOKEN").unwrap());

let selected: 32 = sqlx:query(&query)
fetch one(&self.connection)

.await.unwrap().get(0);

let query select = format!("SELECT * FROM TB_TR PDPA AGENT LISTEN HISTORY WHERE agm id = \"(\", selected.clone());
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let result_history = match sqlx::query(&query select)
fetch one(&self.connection)
.await {
Ok(res) => res.get::<i64, usize>(1).to_string(),

Err( ) => ""to_string(),

match result_history.is_empty() {
true => sqlx:query(&formatl("INSERT INTO TB_TR_PDPA_AGENT LISTEN_ HISTORY (agm_id) VALUE (§})",
selected)).execute(&self.connection).await.unwrap(),
false => sqlx:query(&formatl("UPDATE TB_TR_PDPA_AGENT LISTEN HISTORY SET get = NOW() WHERE agm id = {}",
selected)).execute(&self.connection).await.unwrap(),

%

= v b4 1
seazdenyatayaldnludiunisnasau
use std:time::{SystemTime, Duration, Instant};

use sysinfo:{CpuExt, ProcessExt, System, SystemExt};
// use cratezmodel::{AgentStore, AgentManage, AgentHistory};

#[allow(dead _code)]
fn get_fn_name<F>(_: F) -> &'static str
where

F: Fn(),

std::any::type _name::<F>()

pub fn time_function<F: FnOnce() -> T, T>(func: F, name: &Sstatic str) -> T {
let start_time = SystemTime:now();
let result = func();
let end_time = SystemTime:now();
let duration = end_time.duration_since(start_time).unwrap();
printn!("Time Fn #{}# : {:7} miliseconds", name, duration.as_millis());

result

pub fn benchmark _env_usage(intervel: Duration) -> (f32, fé4, f64, f64) {

let mut system = System::new_all();

system.refresh_all();



let start_cpu_usage = system.global_cpu_info().cpu_usage();

let start_ram_usage = system.used_memory();
let start_time = Instant::now();
while Instant::now() - start_time < intervel {

std::thread::sleep(Duration::from_millis(100));

system.refresh_all();

let end cpu_usage = system.global_cpu_info().cpu_usage();

let elapsed_time = start_time.elapsed().as_secs f32();

let end ram_usage = system.used_memory();

let cpu_usage = ((end_cpu_usage - start_cpu_usage) / elapsed_time) * -1.0 / 100.0;

let ram_usage = (end_ram_usage - start_ram_usage) as f64 * le-6;
let find_disk usage: Vec<(bool, uéd, u6d)> = system.processes()
iter()
.map(|(_, process)|
match process.name() == "agent _client" {
true => {
let dsk = process.disk_usage();
(true, dsk.total read bytes, dsk.total written_bytes)
2
false => (false, 0, 0)
p)

.collect();

let (read_usage, write_usage) = find_disk_usage.iter().find(|&&(b, _, )| b).map(|(_, r, w)| (*r as f64 * 1e-6, *w as f64 * 1e-6)).unwrap();

(cpu_usage, ram_usage, read_usage, write_usage)
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