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84 MS-CHAP 1#33n15v04 03 Tnnea CHAP uafidanufinduiulas Microsoft Yoya
WA Hgi REC 2433 2548 1az 2759,

a3UUundHM3 Authentication
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ATUATMIAINUARIAUNT Authenticate (Authentication Method) Native User
Authentication APN15ATIIADU Username Password 130 U0yadu 9 11ndoyai RADIUS

v SId' @ £ ~ oij 1 .
Server Ny 1ANA104 PUTUTYNTUC) I Native User

Pass-Through Authentication A®A1TAINIUMST Authenticate 1TI5EUVMTATINGOU
U 9 1%U Windows NT Database, Active Directory 11 Windows 2000, ACE/Server (SecurID)
%350 TACACS + Server

Proxy RADIUS Authentication ADMTAIAIUNT Authenticate 11§19 RADIUS Server
fdwiioiminias ey Laz s Access-Accept N30 Access-Reject NaUNIN RADIUS
Server @A iodnde 1y NAS ae'la)

{ o o 1 @ 1

External Authentication ﬁﬁ]ﬂ'ﬁﬂ5'J€l]ﬁﬂ‘ﬂﬁlﬂUﬂ'lﬁﬂ'l\ﬂuiﬁﬂﬂuigﬂ'ﬂx‘l RADIUS
Server ﬁ’ugm%’am@in d 1% Microsoft SQL, Oracle Database %30 LDAP Server Database
RADIUS Server %zma%’ayaﬁéfmmi 19U Username, Password mﬂgméi’fay,auﬁ'aﬁmw

= =) v

158UNIUNY Access-Request

Authenticate-Only Request Li'lﬁ'lll'liﬂﬁ'lﬂuﬂslﬁ! RADIUS Server LL%}\?LQW'IZW'ﬁﬂWi

k4 v
Authenticate 11191 1u Access-Accept 130 Access-Reject Taamsnvuan Service-Type i
I a
NAS 13]u AuthenticateOnly (Cool) 490910 RADIUS Sever #1199 Authenticate 1avae35
MUNNE1INIAUNAD 15189815 MHUARIAD Authentication Method fana1 ¥
4 4
$mnu'18d8 191 $11uald RADIUS Server Authenticate 9N@@UTHAIT Native User,
External 1 (SQL Database), External 2 (Oracle Database)
k4 F4 [
113 Authenticate 9$UTUADUAIHU RADIUS Server 9¢A329@0UMN Native User nou 1y
A ] A 1 U A A

nsai luwunse ligndesazidouliasivaoui SQL  Database 1182 Oracle Database
AWAIAY 3 RADIUS Server 928413/d9 Access-Reject 3UN31921119UATUNN Method
o 4
fua 'l

' A A Y A A o 1 ~
u@“lummmﬂ@mmmmu”lmnmwuﬂ RADIUS Server 9S4 Access-Accept Vlﬂ‘ﬂ

£

NAS iudi Tagl1ideens19aUIUATUNN Method Directed Authentication o Mafviuali

v
=

RADIUS Server 913 Authenticate Method #11agnimua 13 Authenticate Method List 118

[

Authenticate Method N3z11ae Tagludesasrnaeumudiaunsimuald sransoldau

Y [l
Directed Authentication 1A8A1581%UA Realm utive 14a319a01



17

TCPDUMP

I o v W
Tepdump (Hu T150n531 5210 MBIy Sniffer, Wireshark Ao 14 1un13ANY (capture)

'
[

A A o 1 Y 1 4 a  J s A Aov o
Traffic ¥199 Packet M1 U/ 1U1/900 TEHINNDIALAY (LAN) VOUFTNDTIATOINT UM

4

4 [} 4 1 4 a
nazgUn3niinie1o (Router, Switch, HUB) H1lsg Toxtiod1auin e ldlunisiasiz
Ay A4 o ¥ Y o ¥ A A ! o
A51980Y 13ouNT KN IR Network 18 Tepdump @095UA0 root W30V HALTU
. a o & o ¢ A 7 A R v
1Y command line Anssnuiudeaduudyndinounnaszga nesdu 1 ldanuldazain
Y A o A a A A A4 o Aan Y L v
lidesdadunuauriouTdsunsuoug ludtivenuziiimslFaudosduves Tepdump
o A o o o d o { o '
HAaNENUAAIINAITY tepdump 21ANA19HU TYUAY Network Protocol N5V/d4

ud T IP Protocol (TCP, UDP) guuuuaziilu 1an, 1P, [Source IP Address].[Source Port],

[

[Destination Address].[Destination Port], IP, TCP, UDP Headers GE) ﬂW@'g ANANIU

& . v Y A ¢ v o & 9
iﬁuﬂ’ﬂﬂﬂfu “17 UAINUAIYTONDIA LY U ADINT1TIV Packet NU199N ethl

[root@server ~]# tcpdump -iethl

tcpdump: WARNING: ethl: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ethl, link-type EN1OMB (Ethernet), capture size
65535 bytes

NC

WA 2.6 A9 tepdump -i ethl

b4

Tunil wose ethl luiins1d IP Address 39U UT09 “WARNING: cthl: no IPv4 address
i

assigned” UARGIANTARNTY Traffic 18 lidpautlas 1P iffude hostname
WadNERuaatenin T5unsy epdump  9eMEI WA [P Address WIFUI

a1eme ve3 packet Hins 118 WHTuTo hostname Tnel1% U /etc/hosts 150 V5M5 DNS
Sn waffic HUSmannn uuzihlilaguauidnsneemnda 1y 3o

hostname 09Nz AIUNTTZ1o0UFU “n” 1lDan Trnan DNS

[root@server ~]# tcpdump -iethO-l-n

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ethO, link-type EN1OMB (Ethernet), capture size
65535 bytes
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09:31:10.322145 IP 192.168.1.1.ssh > 192.168.1.102.jwalkserver:
Flags [P.], seq 1901277915:1901278111, ack 2244887520, win 8576,
length 196

09:31:10.322752 IP 192.168.1.102.jwalkserver > 192.168.1.1.ssh:
Flags [.], ack 196, win 65535, length 0

09:31:10.330843 IP 192.168.1.1.ssh > 192.168.1.102.jwalkserver:
Flags [P.], seq 196:472, ack 1, win 8576, length 276
09:31:10.332785 IP 192.168.1.1.ssh > 192.168.1.102.jwalkserver:
Flags [P.], seq 472:636, ack 1, win 8576, length 164
09:31:10.333209 IP 192.168.1.102.jwalkserver > 192.168.1.1.ssh:
Flags [.], ack 636, win 65095, length 0

NC

MIN 2.7 R84 tepdump -i ethO -1 —n laidaurlas Port Number 13114%® Port Name

MINABINIUAAIFONBSA (TCP, UDP ports) 1iluday (1d fete/services) 1132

) A =~ £ = I
991U “-n” 1HNDNY T NT032YIIY “-nn” 1ay

[root@server ~]# tcpdump -iethO -l -nn

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on eth0O, link-type EN1OMB (Ethernet), capture size
65535 bytes

09:39:38.800430 IP 192.168.1.102.1289 > 192.168.1.1.22: Flags
[.], ack 196, win 65535, length 0

09:39:38.802793 IP 192.168.1.1.22 > 192.168.1.102.1289: Flags
[P.], seqg 196:456, ack 1, win 8576, length 260
09:39:38.805709 IP 192.168.1.1.22 > 192.168.1.102.1289: Flags
[P.], seq 456:604, ack 1, win 8576, length 148
09:39:38.805963 IP 192.168.1.102.1289 > 192.168.1.1.22: Flags
[.], ack 604, win 65127, length 0

09:39:38.808655 IP 192.168.1.1.22 > 192.168.1.102.1289: Flags
[P.], seq 604:848, ack 1, win 8576, length 244

NC

NN 2.8 A9 tepdump -i ethO -1 -nn

!

vian liauls deyalu 1P, TCP, UDP Headers d0amiszuadn IP oz 'lsnoniu ldwesa

v 1l
oz'ls uariume MWszyoelsu “q”

[root@server ~]# tcpdump -iethO-l-nn-q
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tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ethO, link-type EN1OMB (Ethernet), capture size
65535 bytes

09:40:48.472427 IP 192.168.1.1.22 > 192.168.1.102.1289: tcp 196
09:40:48.473006 IP 192.168.1.102.1289 > 192.168.1.1.22: tcp O
09:40:48.479252 IP 192.168.1.1.22 > 192.168.1.102.1289: tcp 164
09:40:48.487003 IP 192.168.1.1.22 > 192.168.1.102.1289: tcp 100
09:40:48.487311 IP 192.168.1.102.1289 > 192.168.1.1.22: tcp O
ANC

MNA 2.9 M3 tepdump -i ethO -1 -nn -q

ueAUoYA Layer 2 (MAC Address) 531J90U%U “-¢” MINADINISUAAIUDYA Layer 2

NIOUAAY Source, Destination MAC Address A

[root@server ~]# tcpdump -iethO -l -nn-e-q

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on eth0, link-type EN1OMB (Ethernet), capture size
65535 bytes

09:44:05.644395 00:11:22:33:44:55 > 00:55:66:77:88:99, IPv4,
length 250: 192.168.1.1.22 > 192.168.1.102.1289: tcp 196
09:44:05.644959 00:55:66:77:88:99 > 00:11:22:33:44:55, IPv4,
length 60: 192.168.1.102.1289 > 192.168.1.1.22: tcp O
09:44:05.652121 00:11:22:33:44:55 > 00:55:66:77:88:99, IPv4,
length 314: 192.168.1.1.22 > 192.168.1.102.1289: tcp 260
09:44:05.660897 00:11:22:33:44:55 > 00:55:66:77:88:99, IPv4,
length 218: 192.168.1.1.22 > 192.168.1.102.1289: tcp 164
09:44:05.661173 00:55:66:77:88:99 > 00:11:22:33:44:55, IPv4,
length 60: 192.168.1.102.1289 > 192.168.1.1.22: tcp O

NC

MNA 2.10 A3 tcpdump -i eth0 -1 -nn -e -q

]
v v

v o = o o4 Yqy A oy A 3 g9 ¥
HINABINITUUND (save) NAANTNAN UqﬂGhﬂWNQUﬂUﬁlnﬂﬂﬂUﬁﬂﬂmuN1ﬂ1%ﬂ15

J o

. . @ 1 1< v J Y A A 421
Redirection 21981 msmuwaamaﬂﬂa NIIURUDUNUNUTAIUUNN

[root@server ~]# tcpdump —i ethO-I-nn —qg > capture-display.log



20

tcpdump: verbose output suppressed, use —-v or —-vv for full
protocol decode

listening on eth0O, link-type EN1OMB (Ethernet), capture size
65535 bytes

NC

7 packets captured

7 packets received by filter

0 packets dropped by kernel

MNA 2.11 A tcpdump -i ethO -1 -nn -q > capture-display.log

i cat itogiiiont g iuiin
[root@server ~]# catcapture-display.log
09:57:08.118314 IP 192.168.1.1.22 > 192.168.1.102.1289: tcp 196
09:57:08.118515 IP 192.168.1.102.1289 > 192.168.1.1.22: tcp O
09:57:09.138258 IP 192.168.1.102.1289 > 192.168.1.1.22: tcp 36
09:57:09.355761 IP 192.168.1.102.1289 > 192.168.1.1.22: tcp 36
09:57:09.356025 IP 192.168.1.1.22 > 192.168.1.102.1289: tcp O
NC

PMNA 2.12 M9 cat capture-display.log

uatdesmstiuinuuudugiuuy 19 1¥esddu «w” udraudoyelud Tasia 'l

Hoiuinduvduwena “.cap”

[root@server ~]# tcpdump -i ethO -w capture-raw.cap

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture
size 65535 bytes

NC

24 packets captured

24 packets received by filter

0 packets dropped by kernel

MNA 2.13 A tepdump -i ethO -w capture-raw.cap

P @ q'/ o a [ o QI/
Trlanfuiindleeeddu “w” ansarhudadoundedlemds epdump MNALY

1 Y
poUsu “r’ wonanil daaansniiluidladuTusunsy Wireshark Tdondae
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[root@server ~]# tcpdump -r capture-raw.cap -l -nn

reading from file capture-raw.cap, link-type EN1OMB (Ethernet)
10:00:14.959339 IP 192.168.1.102.1289 > 192.168.1.1.22: Flags
[P.], seqg 105:157, ack 236, win 65431, length 52
10:00:14.972070 IP 192.168.1.1.22 > 192.168.1.102.1289: Flags
[P.], seqg 236:288, ack 157, win 8576, length 52
10:00:15.137079 IP 192.168.1.102.1289 > 192.168.1.1.22: Flags
[.], ack 288, win 65379, length O

10:00:15.221339 IP 192.168.1.102.1289 > 192.168.1.1.22: Flags
[P.], seq 157:209, ack 288, win 65379, length 52
10:00:15.227905 IP 192.168.1.1.22 > 192.168.1.102.1289: Flags
[P.], seq 288:340, ack 209, win 8576, length 52

NC

MWA 2.14 M3 tcpdump -r capture-raw.cap -1 -nn

Sniffer
v v o 4 Aa 4
Sniffer Ao Tsunsuier1Aaniudoya DUTZUY Network  1H0391NAONNUADS
I ad o 4 { 1 o 4 v 1 T W
warsauszuumsdeansilesiudu ielsevdan 19918 Msuteaduly (Sharing) viuneda
a 4 [ A a s A A ogj 1 YA A & [
ABNNINABS A MTDTUTPYaNAONNIADTIAToIDUA v azd 11 THBnnToanile Msdniu
Y 1 < ad 1 [ o 4 1 o o
doyanniiullinsening adsaisendi Sniffing (Ad199 N1sanileInsdnd uanisanile

@ J o y v . o qﬂj
Tnsdniazildnazingod e Sniffer 11 1AM Network 1ae)
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Proxy server ——-
(eg:Microsoft's
ISA server)

MNN 2.15 AUIMUIUDY Sniffer

A . IS 4 Aa o . o 4 Y
U3 Sniffer 11U T151n5UV0IVTHN Network Associates Inc. @135 1o 191
a [ 4 A . £ g a 4
HAANUMNVDIAUBIIUIATO Sniffer Network Analyzer FTu 1U51nIuAATIZH Network 1ag
pIffgnITAne T oya ninsu dugnadsuuienistlosiu Aeemasiedanivedun
o 1A @ o { o o o I
Network 11189) uaiilol Hacker ¥ivla i ldsunsunleiloanu lTuiare siudadiuaiuzamy
A ) < d ¢ o a
Ao s 1o 1% 1UM5A99 581D Network ¥oa51 ntlualse Teasd (uduianseosvzaziia
I~ 1 o ] o 1 4 [ (]
anuiludiudaliihe uarinsuer1U14 unsaneu vesdoya iie Hack az 15w 1011
9 L 2o qYyY o . : ¢ Ao
M9 PAVuN19v09 52U E-Mail nihlddeyanavua vee E-Mail Tausiu (M99 Aiiunisez
I o
WuaNaY)
Y] [V 1 9y .
mstlesiumsgnaneudoyalag Sniffer
1. sghausniae 1asuan Hub 1114 Switch
2. vidnldeamsdedoyad lulinmsdswer

k4 k4
3. 1daszrming1 Tu Network tinenunsagnaneu ldiaue msizaziumsddoya

aad

9
uaazase Avallszlugt winlauaneuudrvzquiu lvy minfianwddguinarsmiton
Tumsdsdoya
a Y a A Y a Ay IR ¥ A Yy a a
4. windimslFusmsinernudunstu viedeyasweariu ldaenldduins

i3 HadeyaaIy SSL
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